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1. OBIIASI XAPAKTEPUCTHKA PABOYEN ITPOT' PAMMBI
IMPO®ECCHUOHAJIBHOI'O MOAYJIA IIM.01 SKCIVIYATAIIUA
ABTOMATHU3UPOBAHHBIX (MH®OPMALIMOHHBIX) CUCTEM B
SAIMIIEHHOM UCIIOJIHEHUUA

1.1. Hdeab n niianupyemble pe3yabTaThl 0CBOCHHUSI MPO(ecCHOHATBHOI0 MOAYJIA

B pesynbTare usyuenus npohecCuoHaIbHOTO MOYJIS CTYIEHT JOJKEH OCBOUTH OCHOBHOM
BUJ JCATEIbHOCTH JKCILUIyaTallsl aBTOMATH3MPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B
3alIMIIEHHOM MCIOJHEHUM U COOTBETCTBYIOUIME eMy TNpodecCHOHaIbHBIE M 0oOuue
KOMIIETEHIINH:

Kon HaumeHoBaHMe BHI0B 1€ATEJIbHOCTH U NMPO(eCCHOHATBLHBIX KOMIIETEH Uil

B/l 1 JKCIIyaTalusi aBTOMATH3HPOBAHHBIX (MH(OPMAIMOHHBIX) CHCTEM B
BaLMILEHHOM HCIIOJTHEHHH

K 1.1.  [[Ipon3BOAUTH YCTAaHOBKY M HACTPOMKY KOMIIOHEHTOB, aBTOMaTU3UPOBAHHBIX
(MH(GOPMAIIMOHHBIX ) CHCTEM B 3AIUIIIEHHOM UCTIOJTHEHHUH B COOTBETCTBUU C
TpeOOBAaHUSAM KCILTyaTallMOHHOMN TOKYMEHTAIINH.

K 1.2.  |AnMuHHCTpHPOBATh NPOTrPaMMHBIE U IPOTPAMMHO-ANIapaTHbIE KOMIIOHEHTHI
ABTOMATHU3UPOBAHHON (MH(OPMAITMOHHOW) CHCTEMBI B 3alITUIIICHHOM HCTIOJTHEHHUH.

IK 1.3.  (OGecneuuBath GecriepeOoiHyI0 pabOTy aBTOMAaTH3HPOBAHHBIX (MH(OPMAIIMOHHBIX )
CHCTEM 3aIIMIIEHHOM HCIIOJHEHUH B COOTBETCTBHHU C TPEOOBAHUSIMU
AKCIUTYaTallMOHHON JOKYMEHTAIUH.

[IK 1.4.  |OcymiecTBasTh MPOBEPKY TEXHUUECKOTO COCTOSHUS, TEXHUIECKOE OOCTY)KUBAHUE W
Texyumii peMOHT, YCTPaHATh OTKa3bl 1 BOCCTAHABIUBATH pab0TOCIIOCOOHOCTH
ABTOMATU3UPOBAHHBIX (MH(MOPMAIIMOHHBIX) CUCTEM B 3aLIUIIIEHHOM UCIIOTHEHHH.

1.2. O0mme KOMIEeTeHUHH:
Kon HanmeHoBaHMe BUIOB JeATEJILHOCTH H PO eCCHOHANBHBIX KOMIIETEHIUI

OK 1. BeiObupare cmocoObl  pemieHdss  3a7ad  NPOPECCHOHANBHON  JEATENbHOCTH,
NPUMEHUTEIBHO K PA3ITMYHBIM KOHTEKCTaM.

OK 2. Mcnonb30BaTh COBPEMEHHBIE CpEICTBAa TOMCKA, aHadu3a MW HWHTEpIpETalNH|
uHpopManMu UM UHPOPMALMOHHBIE TEXHOJOTMM JJIS  BBIOJHEHUS  3a7ay
npoQecCHOHATIBLHOM 1S TEIbHOCTH;

OK 3. [T1aHupoBaTh U PeaIM30BHIBATH COOCTBEHHOE MPO(ECCHOHAIBHOE U INYHOCTHOE
pasBUTHE, MPEINPUHUMATENBCKYIO JEATEIbHOCTh B HPOQECCHOHATBHON cdepe,
MCIIOJIb30BaTh 3HAHUS 10 NPaBOBOW W (PMHAHCOBOW T'PAMOTHOCTH B Pa3IUYHBIX|
PKU3HEHHBIX CUTYalMsX;

OK 4. D¢ dexkTrBHO B3aMMOIEHCTBOBATH U pabOTaTh B KOJICKTUBE U KOMAH/IE;

OK 5. OCylIECTBIISITh YCTHYIO U MUCbMEHHY0 KOMMYHHUKAIMIO Ha TOCYAapCTBEHHOM SI3BIKE C|
Y9eTOM 0COOEHHOCTEH COMMANLHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [IposBIATE IPa’kJaHCKO-IIATPUOTUYECKYIO MO3ULIUIO, IEMOHCTPUPOBATH OCO3HAHHOE
[OBEJICHUE HA OCHOBE TPAIUIHOHHBIX POCCHUHCKUX J[yXOBHO-HPABCTBEHHBIX|
[IEHHOCTEH, B TOM YHCIE C YYETOM TapMOHM3allMd MEKHALMOHAJIBHBIX WU
MEXPEJIUTHO3HBIX  OTHOLIEHWH, MPUMEHATh CTaHAAPTHl AHTHUKOPPYNIIMOHHOTO
[OBE/ICHUS;

OK 7. CoielicTBOBAaTh COXPAHEHHUIO OKPYIKAIOIIEH CPebl, PECYypcocOepeKEeHUI0, TPUMEHSATh
BHaHUS 00 N3MEHEHUH KIIMMAaTa, IPUHILIUIBI OEPEKIUBOTO MTPOU3BOICTBA, IPPEKTHBHO
TECTBOBATh B YPE3BBbIYANHBIX CUTYAIUSIX;

OK 9.  [lonbp3oBaTbcs mpodecCHOHATBLHOM TOKYMEHTAIMEeH Ha TOCYJapCTBEHHOM U HHOCTPaHHOM
SI3bIKAX.




1.3. B pe3yabTaTe ocBoeHMsi NPOGeCCHOHAIBHOI0 MOXYJISl CTYIEHT JI0JI2KEH:

Nmern — YCTAaHOBKM W HACTPOUWKH KOMIIOHEHTOB CHCTEM 3alllUuThl WH(OpMAaIUH]
NPAKTHYECKUH[ABTOMATH3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CHCTEM;
OIIBIT — aIMUHUCTPHUPOBAHUSA aABTOMATH3UPOBAHHBIX CHUCTEM B  3alHUIIEHHOM
MCIIOJTHEHHH
— DKCIUTyaTanuu KOMIIOHEHTOB CUCTEM 3aIIUTHI uHbOopMaIuHy|
ABTOMATU3UPOBAHHBIX CUCTEM;
— IUArHOCTHUKH KOMITOHEHTOB CUCTEM 3alIAThI uHdopmaIuy|

ABTOMATU3UPOBAHHBIX CHCTCM, YCTPAHCHUA OTKA30B W BOCCTAHOBJICHUS]
[PaboTOCITOCOOHOCTH aBTOMATU3UPOBAHHBIX (MHPOPMAIIMOHHBIX) CUCTEM B
BalMUIIICHHOM HUCIIOJIHCHUN

Ymern — OCYIIECTBIATH KOMILUIEKTOBAHUE, KOH(HUTypUpOBaHHE, HAaCTPOMUKY]
ABTOMATU3UPOBAHHBIX CUCTEM B 3allTUIIICHHOM UCIIOJTHCHHUU KOMIIOHCHT CUCTEM
3aIUThl MH(GOPMALIMK aBTOMATU3UPOBAHHBIX CHCTEM;
— OpraHU30BbIBaTh, KOH(OUTYPUPOBATH, MPOU3BOAUTH MOHTAX, OCYIIECTBIISATH
NTMAarHOCTHKY M YCTPAHATh HEUCIIPABHOCTU KOMITBIOTEPHBIX CETeH, paboTaTth
CETEBBIMU ITPOTOKOJIAMU PA3HBIX YPOBHEH;
— OCYIIECTBJIATh KOHOUTYPUPOBAHUE, HACTPOUKY KOMIIOHEHT CHCTEM 3allUTh]
MH(pOpMAIUK aBTOMAaTU3UPOBAHHBIX CHCTEM;
— IMPOU3BOJUTHL YCTAHOBKY, aJanTalinio u COIIPOBOKACHUC  THIIOBOTI'Q|
[POrpaMMHOTO OOecreyeHusl, BXOJSLIETO B COCTaB CHUCTEM  3allUThI
MH(pOpMAIUK aBTOMATU3UPOBAHHOM CUCTEMBI

— HacTpauBaTh U yCTPAHATH HEUCIIPABHOCTH IIPOIPAMMHO-AIIIAPATHBIX CPEACTB
3alUThl MHQOPMALIMK B KOMIIBIOTEPHBIX CETAX 10 3aJJaHHBIM IIPaBHUJIaM;

— obecrieynBaTh  pabOTOCIIOCOOHOCTh,  OOHAPYXWUBAaTh M yCTPAHATH
HCHUCIIPABHOCTHU

3HaTh — COCTaB U MPUHIIUITBI PA0OTHI aBTOMAaTU3UPOBAHHBIX CUCTEM, ONEPALIMOHHBIX
CHCTEM U Cpef;

— MPUHIUIBI pa3pabOTKH aJrOPUTMOB IPOTPaMM, OCHOBHBIX IPHEMOB
MPOrpaMMHUPOBAHNS;

— MoJeJii 0a3 TaHHBIX;

— MPUHIINAIIBI TOCTPOSHUS, (GPU3NIECKHUE OCHOBBI paOOTHI TIepru(EepHTHBIX
[YCTPOUCTB;

— TCOPECTUYCCKUC OCHOBBI KOMIIbIOTCPHBIX ceTed U ux arrapaTHbIX
KOMITOHEHT, CETEBBIX MOJIeJiel, MPOTOKOJIOB U MPUHIIUIIOB a/Ipecallly;

— MOPSIIOK YCTAaHOBKU U BBOJIA B AKCILITYaTallMIO CPEJICTB 3aLUTHI
MH(pOpPMAIUY B KOMITBIOTEPHBIX CETSX;

— MPUHOUIIBI OCHOBHBIX MCTOAOB OpraHu3alu U MPOBCACHUA TCXHUYCCKOTO
OGCJIy)i(I/IBaHI/ISI BBIYUCIIUTEIBHON TEXHUKHA U APYrux TCXHUYCCKUX CPCACTB
nH(opMaTH3aImm.

1.4. KosinyecTBO 4acoB, 0TBOIMIMOE HA OCBOEHHUE NMPO(eCCHOHATBLHOT0 MOTYJISI

Bun yueGHOI paboThI KonnuectBo yacos
Bcero yacos 977
B ToMm uncne:
Ha ocBoenne MJIK.01.01 OnepaunoHHbie CHCTEMBI 159
B ToMm umcie, camocTosiTebHas paboTa 16
Bo B3auMOJENCTBUN € IIPETIOIABATEIIEM: 143
DK3aMEHBI 6




Koncynbranun 2
TeopeTnueckue 3aHATHS 48
[IpakTnueckue 3aHATHS 87
Ha ocBoenne M/IK.01.02 ba3bl 1aHHBIX 154
B ToMm umcie, camocTosiTebHas paboTa 12
Bo B3anmoaeicTBIM ¢ IpenoaaBaTeieM: 142
DK3aMEeHbI 6
Koncynbranun 2
TeopeTnueckue 3aHATHS 48
[IpakTnueckue 3aHATHS 86
Ha ocBoenne MJIK.01.03 CeTu u cucTemMbl nepeaavu 102
uHGpopMmanuu

B ToMm umcie, camocTosiTenbHas paboTa 6
Bo B3aumozeiicTBuM ¢ mpenoaaBaTenem: 96
DK3aMEeHbI

Koncynbranun

TeopeTnueckue 3aHATHS 30
[IpakTnueckue 3aHATHS 58
Ha ocBoenne MJIK.01.04 DxcruryaTtanusi aBTOMATH3MPOBAHHBIX 32
(MH(OPMAMOHHBIX) CHCTEM B 3AIMILEHHOM HCIOJTHEHUH

B Ttom uucne, camocrositensHas padora 8
Bo B3auMOJENCTBUN € IIPETIOIABATEIIEM: 74
DK3aMEHBI

Koncynbranun

TeopeTnueckue 3aHATHS 22
IIpakTrueckue 3aHATHUS 44
Ha ocBoenne MJIK.01.05 JxcmiryaTanus KOMIbIOTEPHBIX CHCTEM 36
B tom uucie, camocrositenbHas paboTa -
Bo B3anmoaeicTBUM ¢ IpenoaaBaTeeM: 36
DK3aMEHBI -
Koncynpranuun -
TeopeTnueckue 3aHATHS 16
[IpakTuueckue 3aHATUS 20
VII1.01 YueOHas mpakTuka 180
I1T1.01 IIpon3BOACTBEHHAs TpATHUKA 252
DK3aMeH M0 MOAYJIO 12




2. CTPYKTYPA U COAEPKAHHUE IMTPOPECCHOHAJIBHOT'O MOAYJIA IIM.01 OKCIIJIYATAIUA
ABTOMATHU3UPOBAHHbBIX (MH®OPMAIIMOHHBIX) CUCTEM B 3AIIMIIIEHHOM UCITIOJIHEHUU

2.1. CtpykTypa npodeccuonaabHoro moayisi [IM.01 DkcnayaTanus aBTOMAaTH3HPOBAHHBIX (MH(OPMAIIMOHHBIX) CHCTEM B 3al[HILIEHHOM

HMCIOJIHEHUH
O6bem npodeccHoOHAIBLHOT0 MOYJIfA, Yac.
Koabl HaunmeHoBaHus pa3iesioB 0Oonem
npodgeccuoHATbHBIX npogeccuoHATbHOT0 MOAYJIS o0pa3oBaTe/LHOM Ooyuenue no MJIK, B uac
001X KOMMeTeHIUH NPOrpaMMBbI BCEro, YacoB B TOM 4mHCJIe CaMoCTOSITEIbH|
TeOpeTHYECKHX as padora | Kypcosoii
3aHSATHH | IPAKTHYECKH npoexT
X 3aHATHH]
MK 1.1. MJIK.01.01 OnepanoHHbIE CHCTEMBI 159 48 87
OK 1- OK 07, OK 09 135 16
MK 1.1, M/IK.01.02 ba3bl naHHBIX 154 48 86
MK 1.2, OK 1- OK 07, 134
OK 09 12
MK 1.2, [IK 1.3, OK 1-MJIK.01.03 CeTu u cucTeMBbI TiepeIavn 30 58
OK 07, OK 09 mHbOpMAIH 102 88 6
MK 1.2, TIK 1.3, TIK  MJK.01.04 DkcrryaTtamus 22 44
1.4, OK 1- OK 07, OK jaBTOMaTH3upOBaHHBIX (MH()OPMAITMOHHBIX ) 82 8
09 CHCTEM B 3aIHILEHHOM UCIIOIHEHUNA 66
MK 1.2, TIK 1.3, TIK  MJK.01.05 DkcmmyaTanus KOMIbIOTEPHBIX 16 20 -
1.4, OK 1- OK 07, OK |cuctem 36 36
09
MK 1.1 -TIK 1.4, OK [YI1.01 YyeGHas npakTuka - - - -
1- OK 07, OK 09 180
MK 1.1 -TIK 1.4, OK [II1.01 ITpou3BoacTBEHHAas MpaTUKa - - - -
1- OK 07, OK 09 252
(DK3aMEH MO MPOPECCUHOHATBHOMY MO0 - - -
12 4
BCET'O )
977 459 164 295 46




2.2. TemaTn4yeckuii IiIaH u coaeprkanue npodeccuonanbuoro moayJasi [IM.01 Ikcruryarauusi aBTOMaTH3MPOBAHHBIX
(MHOPMAMOHHBIX) CHCTEM B 3AIUILEHHOM HCIIOJTHEHUH

HaumeHoBanue pa3neios u
TeM Npo(decCHOHATBHOT0

monyas (ITM), Conep:xkaHue y4eOHOT0 MaTepualia, NPaKTHYeCKHe 3aHATH, CAMOCTOSITEIbHAsI padoTa 00y4aromuxcs Oobem Konawpi
MEKTNCIIMIITHHAPHBIX YacoB  |KOMIETEHIH
kypcoB (MJIK) i

M/K.01.01 OnepanuoHHBIe CHCTEMBbI 159
Paznen 1. DiieMeHTHI TeOpUHU ONePalIMOHHBIX cucTeM. CBOIiCTBA ONEPALIMOHHBIX CHCTEM
Tema 1.1. OcHoBrl Teopun  [Copep:xanune 9
OTCPALIMOHHBIX CHCTEM Ornpe/iesieHre ONMEPaIMOHHOM cucTeMbl. OCHOBHbBIC TOHSTHs. VICTOpUSI pa3BUTHS ONEPAIMOHHBIX CHCTEM.

Bunbl  onepanmoHHBIX cucTeM. Kitaccupukanus ONEpalMOHHBIX CHUCTEM [0 pasHbIM  IMPHU3HAKaM.

OneparoHHas cucTeMa Kak UHTepdeic MexIy MpOorpaMMHBIM M anmnapaTtHeiM obecriedyeHreM. CHCTEMHBIC

BBI30BEI. McciieoBaHust B 00J1aCTH ONEPAIIMOHHBIX CUCTEM.
Tema 1.2. MammzHO- Conepixanue 20 MK 1.1.
SaBUCHMBIC M MAILIIMHHO- Barpysunk OC. Wuuumanusanus anmapaTHeix cpencts. Ilponecc 3arpysku OC. Ilepenocumocts OC. OK 1-OK
HE3ABHCHMEBIC CBOMCTRA MaiuraHo-3aBrcHMbIe Moy OC. 3agaun OC 10 yIpaBIEHHIO ONEPALMAMU BBOJA- BEIBOA. MHOroCI0MHAas 07, OK 09
OICPAMOHHBIX CHCTCM MOJIe/Ib TIOJCUCTEMBI BBOJIa-BBIBOA. Jlpaiisepsl. Ilommep:ka omeparumii BBoja-BeBoaa. PaGora ¢ daitnamu. 7

daitnosas cucreMa. Buzpl (aiinoBeix cucreM. @usndeckast opranusaius GaiioBoi cucteMsl. Tumbl ¢haitios.

DaiizoBbIe Ollepali, KOHTPOJIb TOCTYMA K (paiinam.

B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 13

BuptyansHbie Mamuabl. Co3aanue, Mogudukalys, padbora 2

'YcranoBka OC

Co3nanne 1 U3ydeHHe CTPYKTYPhI pa3IeioB )KECTKOTO JUCKA 4

Omnepanuu ¢ daitnamu 2
Tema 1.3. MonynbHas Coaep:xanue 14 MK 1.1.
CTPYKTypa DK30581p0. Mozens kiueHT-cepBep. Paborta B pexumMe nonp3oBatenis. PaboTa B KOHCOIBHOM PEKIME. 2 OK - OK
OTIEpPALIIOHHBIX CHCTEM, 07, OK 09
[POCTPAHCTBO MOJb30BaTeNs (OO0IOYKH ONIEPAIIMOHHBIX CUCTEM. 2

B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 10

IPaGoTa B KOHCOJIEHOM H TpauecKoM pekuMax 10
Tema 1.4. YrpaBrnenue Coaep:xanue 8 MK 1.1.
[1aMATBIO OCHOBHOE ympaBiicHHE NamaAThio. Ilogkadka. BupTyanbHas HamsaTh. AITOPUTMBEI 3aMELICHUS CTPAHMIL. 2 85 (l)i%lg

b

BOHpOCBI pa3pa60TKI/I CHCTEM CO CTpaHH‘lHOﬁ OpFaHI/I3aLII/Ieﬁ IIaMsTH. BOHpOCLI pcam3alnu. CeI‘MCHTaL{I/IH




maMsAaTHu

B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 6
IMOHUTOPHHT 32 UCTIONB30BAHNUEM MAMSITH 6
HTrorog 51
CamocrosiTeqibHasi paboTa 8
Bcero 59
Tema 1.5. YpaBnenue Coaep:xanue 14 MK 1.1.
poreccam, IMonsTue mpouecca. IloHaTwe NOTOKa. IlOHATHE NPHOPUTETa W OYEPEAM HPOIECCOB, OCOOEHHOCTH OK 1-OK
MHOTOTIPOLIECCOPHBIC MHOTOIIPOIIECCOPHBIX CHCTeM. MexKIpolneccopHoe B3auMoeiicteue. IToHsTHE B3anMOOIOKUPOBKH. Pecypcbl, 4 07, OK 09
CHCTCMBI oOHapyx)eHHne B3auMoOJI0KupoBOK. M30eranne B3anMo010kupoBok. [IpenoTBpaleHne B3anMoOI0KHPOBOK
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 10
'YnpaBneHue mnporeccamu 4
HabmromeHue 3a HCTIONIb30BAHUEM PECYPCOB CUCTEMBI 6
Tema 1.6. Bupryanuzanus u (Coaep:xanne 14 MK 1.1.
001auHbIe TEXHOMOTHH TpeboBanus, IpUMeHseMble K BUPTyann3aluu. Iunepusopbl. TexHonoruu >QQpeKTUBHON BUPTyalH3alliu. OK (ID_K?)I; 07,
Buprtyanuzamus namsatd.  BupTyanusanus — BBoJa-BhIBOJA.  BupryaneHele  ycTpoiicTBa.  Bompocs] 4
ITUIICH3UPOBAHUSL.
O6maunbie TexHoornn. MccaenoBanmsi B 00JIACTH BUPTYAJTU3AIMH W 00JIAKOB
B ToM 4ncJIe NPAKTHYECKHX 3aHATHI: 10
M3ydenne npuMepoB BUpTyaibHbIX MammH (VMware, VBox) 10
Pasjen 2. be3onacHOCTh OnepalMOHHBIX CHCTEM
Tema 2.1. [TpuHmmms Coaep:xanue 14 MK 1.1.
TIOCTPOCHHS 3AIIUTHI IMonsitue G6ezonacroctu OC. Knaccupukanus yrpos OC. McToYHUKH yrpo3 HHPOPMAILMOHHOM 6€301MacHOCTH 2 OK 1-OK
HbopmalH B 1 00beKTHl BO3zekcTBUS. [lopsmok obecreuenns 0e30macHOCTH MH(OPMAIMU TIPU  IKCILTYaTalluy 07, OK 09
OTICPALMOHHBIX CHCTCMAX  lonepanmonnbix cucteM. llItathbie cpepctBa OC st 3ammThl HHGOPMALHH.
IAyTeHTH(UKALHSI, aBTOPU3ALHSI, Ay IHT. 2
B ToM uMcJ/Ie IPAKTHYECKHX 3aHATHIA: 10
'YrpaBieHHe y4eTHBIMH 3alUCSIMU TTOJIb30BaTENEH U TOCTYIIOM K pecypcam 4
IAyITUT COOBITHI CUCTEMBI 2
M3ydeHne mMTaTHBIX CPEICTB 3alIUTH MHPOPMAIIH B ONEPAOHHBIX CHCTEMAaX 4

Pa3nes 3. OcodeHHOCTH PadoThI B COBPEeMEHHBIX ONEPAIMOHHBIX CHCTEMAX




Tema 3.1. Onepauuonnsie  |[Coaepskanue 16 K 1.1.
cucrembl UNIX, .Linux, 0630p cuctemsl Linux. ITpouecchl B cucteme Linux. Yrpasnenue namareio B Linux. BBoa-BBIBOI B cHCTEME OK 1-OK
MacOS u Android Linux. ®aiinosas cuctema UNIX. OnepanuoHnHbie cucTeMbl cemeiictea Mac OS: ocobeHHOCTH, 6 07, OK 09
NpeuMylecTBa U HegocTatku. Apxutekrypa Android. Ipunosxkenust Android
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 10
Cosznanve quctpudbloTuBa Linux. YcraHoBKa. 6
Pa6ora B OC Linux. 4
Tema 3.2. Onepaunonnass  (Copep:xanue 14 MK 1.1.
cucrema Windows Crpykrypa cucteMsl. [Iponecchsl 1 motoku B Windows. Yipasnenue namsarsio. Beoa-eisos B Windows. 4 OK 1-OK
B TOM 4YHcJIe NPAKTHYECKUX 3aHATHIA: 10 07, 0K 09
'YcraHOBKa 1 repBUYHas HacTpoitka Windows. 10
Tema 3.3. CepBepHble Conepixanue 12 MK 1.1.
OICPAIIMOHHBIC CHCTCMBI OcnoBHOe HaszHaueHue cepepHbIXx OC. Ocobennoctu cepsepubix OC. PacnipeneneHnble (GaillloBble CHCTEMBI. 4 OK 1-OK
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 8 07, 0K 09
IPaGoTa ¢ ceteBoii (aitIoBOi CHCTEMOH. 2
Pabota ¢ cepBepHoit OC, HanpumMep, Alt Linux. 6
HTtoro 84
CamocTrosiTeqibHasi padoTa 8
KoncyabTanus 2
Ix3amen no MJIK.01.01 6
Bcero 100
Bcero mo MIK.01.01 159
TemaTnka camocToATebHON padoTel npu n3ydennn M/IK.01.01
1. Co3znmanre BUPTYaJIbHON MaIlIiHEIL.
2. YcraHoBKa onepaiMOHHONW CHUCTEMBI.
3.  Amnanus xypHana aynuta OC Ha pabodyem mecTe.
4. M3y4yeHne aHaIUTHYSCKUX 0030pOB B 00JIaCTH IIOCTPOCHUS CUCTEM 0E30MAaCHOCTH ONIEPAIIMOHHBIX CHCTEM.
M/IK.01.02 Ba3bl JaHHBIX 154
Pa3nes 1. OcHOBBI Teopnu 623 JaHHBIX
Tema 1.1. OcHOBHBIC IConepxanue | 4




NOHSTHUS TeopuH 0a3 naHHbIX. [[loHATHE Oa3bl JaHHBIX. KOMIIOHEHTHI cCHCTEMBI 0a3 TaHHBIX: JAHHBIC, allllapaTHOE 00eCIeYeH e, IPOrPAMMHOE MK 1.1.

Mopenu TaHHbIX obecrieueHue, mosb3oBareiad. OIHOMONB30BATEIbCKHE W MHOTOIOJIB30BATEIILCKUE CHCTEMBI 0a3 JaHHBIX. K 1.2,
UuTterpupoBanHble ©  oOmue  gaHHble. OOBEKTH, CBOWCTBAa, OTHowIeHWs. LleHTpann3zoBaHHOE 4 OK 1-OK
yIpaBJIieHHEeJaHHBIMU, OCHOBHBIE TpeOoBaHus. Mozaenu naHHbIX. Mepapxuyeckue, CeTeBble U PEISIMOHHBIC 07, OK 09
MOJIEITA OPTaHU3AIMU JJAHHBIX. [10CTpENIMOHHbIE MOIETH JTaHHBIX. TEePMUHOJIOTHSI PEISIIMOHHBIX MOJICTICH.
Knaccudukaius cyniHocteit. JBenaaars npasui Komma ajist onpeaeieHus KOHICIIUN PEJISIIMOHHON MOIEIH.

Tema 1.2. OcHOBBI Coaep:xanue

pEIAUMOHHOM anreGpbi (OCHOBBI PESAIMOHHON anreOpsl. TpaauIMOHHEIE Oepalyy Hal oTHOmEHUAMH. CrienuanbHbIe ONepalyy HaJl 2 TK 1.1.
oTHOIIeHUsIMH. OTiepanyy HaJl OTHOLICHUSIMHU JTOTIOJTHEHHBIE JIelTOM. IIK 1.2,

OK 1-OK

B TOM 4nc/ie MPAKTHYECKUX 3aHSITHIA: 07, OK 09
Ormnepanyy HajJ OTHOICHUSMH 6

Tema 1.3. bazossle nonsaTus |(Copep:xanmne

M KIIaCCHUKAIMA CHCTEM  [Basoppre monsitus CYBJ]. OcHoBHble dyHKImH, peamnsyembie B CYBJI. OcHoBrbie kommonenTs! CYBJI 1 ux 4

YIpaBICHHs 0a3aMHU IAHHBIX |sayvioneiictaue. Untepdeiic CYBJL. Sspkossie cpencta CYBJl. Knaccubuxarms CYBJ]. CpasHuTebHAS
xapakrepuctuka CYB/I. 3nakomctBo ¢ CYB/] (110 BEIOOpPY)

Tema 1.4. IlenoctHOCTH Coaep:xanue 2

ITAaHHBIX KaK KIFOYEBOE

NoHsTHE 0a3 JaHHBIX 0a3 [ToHsITHE LETOCTHOCTH U HEMPOTHBOPSUYUBOCTH TAaHHBIX. [IprMepBl HapyIICHUS ETOCTHOCTH U 2

IMaHHBIX HETIPOTUBOPEYMBOCTH AaHHbIX. [IpaBuiia u orpaHuYeHUS.

Pa3nes 2. IIpoexTupoBanne 6a3 TaHHBIX

Tema 2.1. Unpopmannonnsie Coaep:kaHue 6

MOJICITH PEIALMOHHBIX 083 [ Tyrpypy UHGOPMALMOHHBIX MOJie/Ie. JIornueckue MojIeNi AaHHbIX. PU3HYECKUE MOJIENHU TaHHBIX. 2 MK 1.1.

AaHHBIX B TOM 4McIie NPAaKTHYECKAX 3aHATHI: 4 MK 1.2.,
[MpoekTupoBaHKue HHPOIOTHUSCKON MOACITH TAHHBIX 4 85 C1)1<OOI9<

Tema 2.2. Hopmammzamst  (Coaep:xanue 6 ’

TalIMI PENAIMONHON 0361 [HeofxoauMocTs HOpMaTusaLiy. AHOMAIMH BCTABKH, YJaleHus H OOHOBIeHHA. IIpuBeieHMe Ta6uALb K 2

AaHHBIX. [IpoekTnpoBatKe  |nenpoii, Bropoit n TpeTbeil HOpMaTbHBIM Gopmam. JlanbHeiias HopManH3auus Tabmun. YeTBepTas 1 maTas

CBA3CH MEKIY HOpMasbHBIE (GopMBI. [IpUMEHEHHE IPoLEecca HOPMATU3ALIHH.

rabmunamu. B ToM unc/Ie NPAKTHYECKAX 3AHSATHIA: 4
[TpoekTupoBaHKHE CTPYKTYPHI Oa3bl JTaHHBIX 4

Tema 2.3. Cpencrsa Coaepxanue 4 MK 1.1.

ABTOMATHU3aLluU CASE-cpenctBa, CASE-cuctema u CASE-texnonorus. Knaccudpukamus CASE-cpencts. I'paduueckoe 2 K 1.2,

[IPOCKTUPOBAHUSA rpeJcTaBiieHre Moaene nmpoexktupoanus. UML. Jluarpamma cylHOCTbh-CBSI3b, IMarpaMma OoTOKOB JTaHHBIX, OK 1- OK
muarpaMma npeueaeHTOB UCIIOIb30BaHUS. 07, OK 09




B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 2
[IpoexTrpoBanue 0a3bl NaHHBIX ¢ ncnonb3oBaHueM CASE-cpencT
HTtorog 34
Pa3znen 3. Opranu3anus 6a3 JaHHBIX
Tema 3.1. Coznanue 6azel  [Comep:kanue 8 K 1.1.
JlaHHbIX. MaHUITYIMPOBAHNE (Cosnanne Gashl AaHHBIX. PaGoTa ¢ TaGIMLAMM: CO3/@HME TAOMIbl, M3MEHEHHE CTPYKTYpbl, HALIONHEHHE 4 IIK 1.2,
(TAaHHBIMH. TaOIMIBI JaHHBIMH. YTIpaBJIe€HHE 3aUCIMH: 100aBIEHHE, peJaKTUPOBAHKE, YIAICHUE U HaBuranus. Paborac OK I-0OK
0a30l JMaHHBIX: BOCCTaHOBJIeHWE U cxatue. OTKpbITHE W MOMUQHKANUS JAHHBIX. KOMaHIBI XpaHEHHS, 07, OK 09
ImoOaBIicHNs, peIaKTUPOBAHUS, VIaJICHUs] M BOCCTAHOBIICHHS JaHHBIX. HaBuranms mo Habopy JaHHBIX.
B TOM 4yHcJie NPAKTHYECKUX 3aHATHIA: 4
Cosznanue 6a3bl qanHbIX cpeacrBamu CYB/I. PaGora ¢ Tabmumamu: no6aBieHe, peIaKTHPOBAHUE, yIaICHNUE, 4
HABHUTAIMs 10 3aKCSM.
Tema 3.2. MUanexcel. Cszu  (Coaep:xanue 10
MESITY TabIMIaMA, IMocnenoBaTeNbHbIA MOUCK JaHHBIX. COpPTHPOBKA W (QWILTPAlMs NaHHBIX. MHICKCUpOBaHME TAONMII. 2
O0bemHenne TabmuiL Pa3nuyYHbIE TUIILI MHAEKCHBIX (aiinos. PaGoune o6nacty u niceBnoHuMbL. CBs3b Tabnuin. OO0beuHEHE TaOHII.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: MK 1.1.
Co3maHue B3aUMOCBSI3€EN 8 1K 1.2.,
CopTHPOBKa, TOUCK U (GUILTPAIHS JAHHBIX OK 1-OK
Crioco0b1 00beTMHEHUS] TA0IHUIT 07, OK 09
Pa3nen 4. Ynpasienue 6a30ii JaHHBIX ¢ moMoIb0 SQL
Tema 4.1. Coxnepixanue MK 1.1.
CTpYKTYPUPOBAHHBIA A3BIK  |0G11aq xapakTepHCTHKA A3bIKA CTPYKTYPHPOBAHHBIX 3ampocos SQL. CTPYKTYPHI H THIBI AaHHBIX. CTAHIAPTH] 2 IIK 1.2,
sanpocos SQL s13p1ka SQL. Koman sl onpesiesieHnst JaHHBIX U MAHUITYTHPOBAHUS TaHHBIMH. OK 1-OK
07, OK 09
B TOM 4yHc/ie NPAKTHYECKUX 3aHATHIA: 6
Cozmanne 0asbl JaHHBIX ¢ ToMoIIbi0 komaua SQL. PenaktupoBanue, BCTaBKa 1 yIaJeHUE TaHHBIX 6
cpeactBami si3bika SQL
Tema 4.2. Onepatopsl 1 Conepixanue 10
(bynkuwm a3bixa SQL Crpykrypa komans! Select. Venosue Where. Oneparopsl U GyHKIUH POBEPKH yCiioBuit. Jlornueckue 2 IK 1.1.
orepaTopbl. ['pynmoBbie GpyHkiny. OyHKIMKM qaThl ¥ BpeMeHH. CUMBOJIbHBIC (QYHKITUH. K 1.2.,
OK 1-OK
B TOM 4yHc/Ie NPAKTHYECKUX 3aHATHIA: 8

07, OK 09




Co3maHue 1 UCTIONB30BaHUE 3aMPOCOB. [ 'pyNNUpoBKa 1 arperupoBaHue JTaHHBIX 8
KoppenrpoBaHHbIE BIIOKEHHBIE 3aITPOCHI
Co3maHue B 3alpocax BBIYMCIISIEMBIX MOJIel. Mcmoap30BaHue ycIoBUi.
Pa3znen 5. Opranu3anusi pacnpenejéHHbIX 0a3 TaHHbIX
Tema 5.1. ApXUTEKTYypBI Conepixanue 8 MK 1.1.
pactpesieNieHHbIX 0a3 TaHHBIX ApXHUTEKTYpHl KJIHMEHT/cepBep. J[OCTOMHCTBA M HENOCTATKUA MOJEIEH apXUTEKTYPhl KIMEHT/CEPBEDP M HX 4 IK'1.2.,
BausiHue Ha ¢yHKiuoHupoBanue cereBbix CYBJ. IlpoekTupoBanue 0a3pl HaHHBIX IO KOHKPETHYIO OK - OK
APXUTEKTYPY: 07, OK 09
KITUEHT-CEPBEP, PaCIpeIeIiCHHbIC 0a3bl JaHHBIX, TapaieibHas 00paboTKa JaHHBIX. OTINYHS U IPEUMYIIECTBA|
yIaJIeHHbIX 0a3 JAHHBIX OT JIOKANBHBIX 0a3 JaHHBIX. [IperMylecTBa, HEOCTATKH W MECTO MPHUMEHEHUSs]
/IBYX3BEHHOM U TPEX3BEHHOUN apXUTEKTYPBHI.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 4
'YmpaBieHue 1ocTynoM K 00beKTaMm 0a3bl TaHHBIX 4
Tema 5.2. CepeepHast Conepixanue 6
"acTh pacnpeneneHHoi 6a3sl [[Inanuposanue u pa3séproiBanne CYB/] m1st paboThI ¢ KITUEHTCKUMHE MPUIOKEHUSIMU 2 MK 1.1.
AQHHBIX B TOM YHCJ/Ie NPAKTHYECKAX 3AHATHIA: 4 OI_II<K1 1 2O,K
'YcranoBka CYB/I. Hactpoiika kommorenToB CYB/I. 4
07, OK 09
Tema 5.3. Knuentckas uacteCoaepskanue 12
pactpenciCHHON 043l 1 anupoBanue npunoxenuii. Oprannsatus HHTepdeiica ¢ MOIb30BATENEM. 3HAKOMCTBO C MACTEPAMH U 4 IK 1.1.
AlaHHBIX KOHCTPYKTOPAMH IIPU IIPOEKTUPOBAaHMU (GOPM M OTYeTOB. Twmbl MeHIO. PaGoTra ¢ MEHIO: CO3/aHME, MK 1.2.,
Monupukanus. lcmonb3oBaHue O00BEKTHO-OPUEHTHPOBAHHBIX S3bIKOB IMPOrpaMMHPOBAHMS IS CO3IaHUS OK 1- OK
KITUEHTCKON YacTu 0a3bl MaHHBIX. TexHOIoruu noctyna. OnTUMH3aIus Mpou3BoAuTeIbHOCTH padoTel CYB/I. 07, OK 09
B TOM umc/Ie TPAKTHYECKUX 3aHATHIA: 8 K 1.1.
Co3pmanue opM H OTUETOB 2 OI—II<K1 1 2O’K
Co3ranne MEHIO. FeHepauuH;I, 3aIyCK. 4 07, OK 09
ndpepeHupoBaHHbIN 3a4eT 2
Hroro 62
CamocrosiTeqbHasi padoTa 4
Bcero 66

Pa3nes 6. ATMHMHHCTPHPOBaHHME H 0€30I1ACHOCTH

Tema 6.1. OGecnieueHue Conep:xaHue 12




[[€JI0OCTHOCTH, 'Yrpo3ssl nenoctHoctd CYBJl. OcHOBHBIE BHABI U NMPUYMHBI BOSHUKHOBEHHUS! YTPO3 HEJIOCTHOCTH. CriocoOb] MK 1.1.
TOCTOBEPHOCTH U npotuBoaeicTBus. IlpaBuina, orpanudeHusi. [lonsitue xpanumoil npoueaypbl. JJoCTOMHCTBA W HEAOCTATKY K 1.2.,
HEIIPOTUBOPEYUBOCTU MCIIOJB30BaHMsI XpaHUMBIX mnpouenyp. llonstue tpurrepa. SI3pIk XpaHMMBIX NpPOIEAYp W TPUITEPOB. 4 OK 1-OK
ITaHHBIX. KackanHble Bo3aeiicTBHs. YTIpaBieHHE TPaH3aKIUAMHU U K3IIUPOBAHUE MMaMATH. 07, OK 09
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 8
Pa3paboTka XpaHUMBIX MIPOLEAYP U TPUTTEPOB 4
[KackagHbie BO3IEUCTBUS. Y IPaBIE€HUE TPAH3AKIUSAMU U KIIIUPOBAHUE TTAMSITH. 4
Tema 6.2. [lepexsar Coaep:xanue 2 K 1.1.
MCKITFOUTCIIEHBIX CUTYAUHN [Toygrye HCKITIOYUTENBHON CHTYaluK. MATKUi M KeCTKUi BHIXOJ M3 MCKITIOUMTENIbHOM cuTyaruu. MecTo 2 1K 1.2,
1 00paboTka BO3BHHKHOBEHHs  HCKIIOUMTENbHOW  cuTyaumu. OmnpejeneHue  XapakTepa — OIIMOKH,  BbI3BaBLIEH OK - OK
OmHO0K MCKIIFOUUTENHLHYIO CUTYAIIHIO. 07, OK 09
Tema 6.3. MexaHn3Mbl Conepixanue 12
BaIuThl HHGOPMAIMH B CpenctBa uaeHtudukanmu 1 ayreHtudukanun. Ooume ceeaenus. Opranuszanus B3aumoeicTeuss CYB/ u K 1.1.
CHUCTEMAaXx yIIPaBICHU 0azoBoit OC. CpenctBa ympaBieHuss AOCTynoM. OCHOBHBIE MOHSTHSA: CyOBEKTHI M OOBEKTHI, TPYIIIHI 2 K 1.2.,
0a3aMu TaHHBIX MOJIb30BaTENICH, IPUBUJIETUH, POJIM U NPEACTABICHUA. SI3BIKOBBIE CPEACTBA pa3rpaHUUYEHUs TOcTyma. Buubl OK 1-OK
MPUBHWJICTHH: TPUBUJIETHH Oe30macHOCTH M jgocTyna. KoHIemus © peajau3alyss MEXaHH3Ma PpOJIeH. 07, OK 09
CootHomenue npas poctyna, onpeaenseMbix OC u CYBJI. Cpenctsa 3amuThl HHGOpMAIK B 0a3ax JaHHBIX
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 10
YrpaBieHue npaBaMu JIOCTyIa K 0a3aM TaHHBIX 4
CpencTsa 3amuThl HHGOpManyy B 6a3ax JaHHBIX 6
Tema 6.4. KoupoBanue 1 [Coaep:xanue 12 K 1.1.
TICPEHOC AaHHbIX. Co3manue pe3epBHBIX KOMHUM Bceil 0a3bl AaHHBIX, KypHaja TpaH3aKLHi, a TakkKe OJHOTO WM HECKOJBbKHUX IIK 1.2.,
BoccTaHOB/ICHIE JaHHBIX aitnos, wnu dainoeix Tpynm. [lapamtennsm omepanuii MoAu(UKAaIUK AaHHBIX M KONUpPOBaHUS. TwHIIb] 2 OK 1-OK
[PE3EpBHOIO KONUPOBaHMA. YIIPAaBICHUE PE3EPBHBIMU KOMUSAMH. ABTOMAaTH3allUsl MIPOLECCOB KOIMPOBAHUSL, 07, 0K 09
BoccTaHOBIEHHE OAHHBIX
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 10
IAyINT TaHHBIX ¢ momouisio cpeacts CYB/I u tpurrepos 6
IPe3epBHOE KOMMPOBAaHNE M BOCCTAHOBIICHUE 0a3 TaHHBIX 4
Hroro 38
CamocrosiTeqbHasi padoTa
KOHCYJIbTAlNY
JK3aMeH
Bcero 54




Bcero mo M/IK.01.02 154
BUABI caMOCTOATEILHBIX padoT mpu n3ydyenun M/IK 01.02:
CucremaTnueckas IpopaboTKa KOHCIIEKTOB 3aHATH, y4eOHOM U crieMaabHON TEXHUYECKOH IuTepaTypsl (110 BompocaM K naparpadam,
rJ1aBaM yueOHBIX TI0COOMIA, COCTABICHHBIM MIPEMOABATENIEM)
[MoAroTOBKa K IPAKTHIECKMM paboTaM ¢ HCHOIb30BAHHEM METOINYECKHX PEKOMEH/IAIMIT TTPENoiaBaTess, OpOPMICHHE PAKTHIECKUX
[paboT, OTIETOB K MX 3AIIIUTE.
MJK.01.03 Cetn u cucteMsbl nepegaun nHGpopManuu 102 K 1.2,
Pa3nes 1. Teopust TeJIeKOMMYHUKAIMOHHBIX ceTel TIK 1.3,
T 110 C OK I- OK
ema 1.1. OcHOBHBIE o/lepKaHue
Aep 07, OK 09
TOHATHS 1 OTIPCACIICHIA Knaccuukanus cucteM csa3u. CooOIEHNS U CUTHAIBL. BHIBI 2JIeKTPOHHBIX cUrHAI0B. CIIeKTpaabHOe 8
npejcTaBieHye curaanos. [lapamerpsl curaanos. O6beM 1 MHGOPMALMOHHAS €MKOCTh CHTHAJIA.
Tema 1.2. [TpuHmmms Coaep:xanue 10
nepesiaun MHPOPMAHK B |[[33payenye 1 NPHHIMITE OpraHu3aIiy ceteii. Kiiaccubuxars ceTeil. MHOTOYPOBHEBBIi MOIXOL. 4
CCTAX M CHCTCMax IMporokon. Marepdeiic. Ctek mpoTokonos. TereKoMMyHHKAIMOHHAS CPE/Ia.
CBASH B TOM 4mcie NPAaKTHYECKNX 3aHATHIA: 6
Crek npoTokosioB. TelneKOMMyHHMKAIlIMOHHAs CPEJIA. 6
Tema 1.3. Tunorie kaHanel (Coaep:kanue 10
ricpeaqn u ux Kanan nepenaun. CeTeBOH TpakT, TPYNIIOBOM KaHal Hepenadd. AnmapaTypa HUQPOBBIX INIE3HOXPOHHBIX 10
XapaKkTCPUCTHKA cructeM nepenaur. OCHOBHBIE MapaMeTPhl M XapaKTEPUCTHKU CHTHAIOB. YIPOLIEHHAS CXEMa OpraHU3alHH
kanana TY
Hroro 28
Pa3znen 2. CeTu nepenayn qJaHHbIX
Tema 2.1. Apxutexktypaun  |[Copep:xanue 40 K 1.2,
TPUHIIATIBL pa60THv CTpyKTypa M XapakTepucTHKH ceTeil. CriocoObl KOMMYTAlMK U NIEPEAaun JaHHBIX. Pacnpenenenne GpyHKIMA TK 1.3,
COBPEMCHHBIX CCTCH 10 CHCTEMaM CETH U aJpecanys MakeToB. MaplpyTH3anys | yIPaBIcHHE TOTOKAMHU B CETSAX CBS3H. 4 OK 1-OK
TIepeaatin NaHHBIX [TpOTOKOJIbI ¥ MHTEP(EHCH yIIPABICHUS KAaHAIAME U CETBIO TIepejadn TaHHBIX. 07, OK 09
B TOM YHCJIe NPAKTHYECKHX 3AHATHIA: 36
Koupurypuposanue ceTeBoro uarepderica padoueii CTaHIIUU 8 K 1.2.,
KoupurypupoBanue ceTeBoro uarepderica MapipyTiusaTopa 1o nporokoiy IP 8 [IK 1.3,
/InarHocTrka u pa3perieHue mpooaeM CETEBOTO YPOBHS 10 OK 1-OK
JIMarHOCTUKA U Pa3pelleHne pooIeM MPOTOKOIOB TPAHCIIOPTHOTO YPOBHS 07, OK 09
KonTpoinpHas pabora
HTtoro 40
CamocTosiTeibHas padoTa 2




TexHMYECKOE 3aJaHUe Ha CO3TaHUe aBTOMaTI/I3I/IpOBaHHOI71 CHCTCMBI

Bcero 42
Tema 2.2. Conep:xaHue 18 K 1.2.,
becnpoBoHbEIE CHCTEMBI BecnpoBogHbIe KaHab! cBsa3u. becnposoaubie cetn Wi-Fi. [IpenMymectsa 1 06acTs npuMeHenns. OCHOBHBIE 2 MK 1.3,
iepeadn TaHHpIX BIIEMEHTBI 6eCIIPOBOAHBIX ceTeii. CTanmapThl 6ecrpoBoaHbIX ceTeil. Texnomorus WIMAX OK 1-OK
07, OK 09
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 16
Hactpoiika Wi-Fi mapmpyTtuszaropa 6
Texuonorus WIMAX 4
becripoBOJHbIE KaHAIBI CBSI3U 6
Tema 2.3. CoToBbie U Coaep:xanue 2
CITyTHUKOBBIC CHCTCMBI IMpuHIUITE QYHKIMOHUPOBAHHUS cucTeM coToBoM cBs3u. Ctanaaptel GSM 1 CDMA. CIyTHHKOBBIE CHCTEMEI 2
nepefayn JaHHbBIX.
HUTOT0 20
CamocrosiTeqbHasi padoTa 4
KoncyabTauuu
IK3aMeH
Bcero 32
Bcero mo MJIK.01.03 102
Bunasl camocTosiTeqbHBIX padoT npu u3ydyennu MJIK 01.03:
Cucremarmyeckas mpopaboTka KOHCIICKTOB 3aHATHH, y4eOHOM U CienaIbHON TEXHUUECKO TUTepaTyphl (110 BopocaM K naparpadam,
rIaBaM y4eOHBIX MOCOOMH, COCTaBICHHBIM MIPEIoaBaTeeM)
[ToxroToBka K MpakTHYECKUM pabOTaM C HCIOJIb30BAHMEM METOINYECKMX PEKOMEHAALMI IpenoaaBaresi, opopMIeHHE MPAKTHIECKUX
a0o0T, OTYETOB K MX 3allUTE.
M/K.01.04 DxcruryaTanusi aBTOMAaTU3HPOBAHHBIX (MH(OPMALMOHHBIX) CHCTEM B 3all[HIIIEHHOM HCTIOJTHEHU U 82
Paznen 1. Pazpa6oTka 3aluIeHHbIX ABTOMATU3HPOBAHHBIX (MHGOPMALMOHHBIX) CHCTEM
Tema 1.1. OcHOBBI Conep:xaHue 8
HHq’OgMaHHOHHHX CHCTCM B oM umcIIe MPAKTHYECKHX 3aHATHIA: 8
KaK 00BEKTa 3aIIUTHI.
1. TOCT 34.003.90 Mudopmannonnas texnonorus. KoMruieke cTanaapToB Ha aBTOMAaTU3UPOBAHHBIC 8 K 1.2,
CUCTEMBI. ABTOMaTH3HPOBAHHBIE CUCTEMBI. TEpMUHBI U OIPEEIICHUS K 1.3,
2. TOCT 34.201uadopmarmonnas TexHoyorus. Komrmieke craHIapToB Ha aBTOMATH3UPOBAHHBIEC CHCTEMBI. IIK 1.4
Buapl, KOMIDIEKTHOCTh W 0003HaUCHHE JOKYMEHTOB IIPH CO3IaHUH aBTOMATH3HPOBAHHBIX CUCTEM OK 1- OK
3. T'OCT 34.602 Nudopmanronnas TexHonorusi. Kommiekc crannapToB Ha aBTOMAaTH3UPOBAHHBIE CUCTEMBI. 07, OK 09




Tema 1.2. )Kuznennsiii nukn (Copep:xanune 8
ABTOMATH3MPOBAHHBIX CUCTCM[Topgrye sxu3nennoro mukna AMC. Ilpouecchl xusHenHoro nukiaa AMC: OCHOBHBIE, BCIIOMOTraTellbHEIE, 2 IK 1.2,
opranu3anuonubie. Craanu sxu3HeHHoro mukiaa AUC: MmoxenupoBaHue, yIpaBlieHre TpeOOBaHUAMH, aHATHN3 U K 1.3,
MIPOEKTUPOBAHUE, YCTAHOBKA U CONPOBOKACHNUE. Mozenu sxu3HeHHoro nukina AUC. [IK 1.4
3ajaun U STarbl IPOSKTUPOBAHUS aBTOMATU3UPOBAHHBIX CUCTEM B 3aIIUILICHHOM UCIOJHEHUU. MeTononoruy OK 1- OK
rpoekTupoBanus. Opranusanus padoT, PYHKIMY 3aKa3uuKOB U pa3pabOTUHKOB. 07, OK 09
TpeboBaHHsS K aBTOMaTH3UPOBAHHOW CHCTEME B 3aI[UIIEHHOM HCTOJTHEHWH. PaboThl Ha cTaiusIX W JTamax|
CO31aHHs aBTOMAaTH3MPOBAHHBIX CHCTEM B 3AIUICHHOM HMCIOJIHEHHH. TpeOOBaHHA MO 3aILUTE CBEIACHUH O
CO31aBacMOM aBTOMATU3UPOBAHHOMN CUCTEME.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 6
1. PazpaboTka TEXHHYECKOTO 3aJaHHs Ha TPOSKTUPOBAHUE aBTOMATU3UPOBAHHON CUCTEMBI 6
2. TOCT 34.603 MudopmanroHHas TEXHOJIOTUA. BUIbI HCIIBITAHNH aBTOMATH3UPOBAHHBIX CHCTEM
Tema 1.3. Yrpossr Coaep:xanue 8
0e30nacHOCTH HHOOPMAUNY B[ Torennpanbible yrposbl GE30MACHOCTH B ABTOMATH3HDOBAHHBIX CHCTEMAX. VICTOUHMKH M OGBEKTHI 2
ABTOMATH3MPOBAHHBIX BO3JIEHCTBHA yrpo3 OeszomacHocTH HH(popManuu. Kputepum kinaccudukanmu yrpo3. MeTOABl OLEHKH
cacTeEMax OIIACHOCTH yrpo3. baHk maHHbIX yrpo3 6e30macHoCTH HHpOpPMAIUU
[TonsTHe ys3BUMOCTH Yrpo3bl. Knaccupukanus ysi3sBUMOCTEH.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 6 K 1.2,
KaTeropupoBanue nH()OPMAIIMOHHEIX PECYPCOB 6 IIK 1.3,
/AHanu3 yrpo3 6e3omacHocT HHGOpMaIu IIK 1.4
[MocTpoenne Moaenu yrpo3 OK 1-OK
07, OK 09
Tema 1.4. OcHoBHble Mepbl  [Coaepskanue K 1.2,
SaInThL OpraHu3alMoHHbIC, TIPABOBBIC, IPOTPAMMHO-AIIIAPATHRIC, KPUITOTpahUIECKHUE, TEXHUYESCKUC MEPHI 3aIllUThI IK 1.3,
MHpOpMALH B WHGOpPMAITMK B aBTOMATU3UPOBAHHBIX CUCTEMaX IIK 1.4
ABTOMATHSHPOBAHHBIX HopmaTtuBHO-TIpaBoBas 6a3a sl onpeesieHus] Mep 3aIIUTH HH(GOPMAIUH B aBTOMAaTU3UPOBAHHBIX OK 1-OK
cacTemax WHGOPMAITMOHHBIX CHCTEMaX U TPEOOBaHUHN K HUM 07, OK 09
HTOr0 26
caMocCTosITeJIbHasI padoTal 2
BCero 28
Tema 1.5. Conepxanue u Coxaepxanue 2 MK 1.2,




nopsinok skcruryaranuu AC B Maentudukanus u ayTeHTUGHUKAINS CYOBEKTOB A0CTYNa U OOBEKTOB AOCTYTIA. IK 1.3,
BAIMIICHHOM UCTIOJHEHUN  YTIpaBIICHUE JOCTYIIOM CYOBEKTOB JIOCTYTA K 00BEKTaM JOCTyTIA. K 1.4

OrpaHn4eHue NporpaMMHOM Cpenbl. OK 1- OK

3amuTa MallMHHBIX HOCUTENeH HH(OpMaLK 07, OK 09

PerucTpariusi COOBITHI O€30MacHOCTH

AnTHBHpYCHas 3ammuTta. OOHapyXeHHe NPU3HAKOB HAIMYUS BPEJIOHOCHOTO IMPOTPAMMHOIO OOECIICUEHUSI.

Peanmu3anust aHTHBUpYCHOM 3aiuThl. OOHOBJIEHHE 0a3 NaHHBIX NPU3HAKOB BPEIOHOCHBIX KOMIIBIOTEPHBIX|

MPOTPaMM.

OO6HapyxeHue (IpeaoTBPaNICHUE) BTOPKCHII

KoHTpop (aHanu3) 3anIIeHHOCTH HHPOPMALIH

OOecrieueHne IeI0CTHOCTH HH(POPMAMOHHOM cucTeMbl 1 HHGopMaru ObecrieueHne JOCTyTHOCTH

MHGOPMAIUH

TexHonorun Buptyanu3anuu. Llens co3nanus. 3amauun, apxuTeKTypa 1 OCHOBHBIE (hyHKIMH. [IpenmytiiecTsa ot

BHEIPCHHSI.

3anura TEeXHUIECKUX CPEJICTB.

3anmra nHGOOPMAIIMOHHOW CHCTEMBI, €€ CPEJICTB, CHCTEM CBS3U M Mepeadn JaHHBIX

Tema 1.6. 3amuTa Conep:xaHue IIK 1.2.,
MH(bopMalyn B MexaHu3Mbl M METOAbl 3alIMTBl MHGOPMALMHM B pACIpENENCHHBIX AaBTOMATH3MPOBAHHBIX CHCTEMAX. IIK 1.3,
PacrpeaCICHHBIX ApPXUTEKTypa MEXaHH3MOB 3allUTHl PACIpPECNCHHBIX ABTOMATH3MPOBAHHBIX CHCTEM. AHAIHM3 M CHHTE3 [IK 1.4
ABTOMATH3NPOBAHHBIX CTPYKTYPHBIX M (PyHKIIMOHAIBHBIX CXEM 3aIlUIIEHHBIX aBTOMATU3MPOBAHHBIX HH(POPMAIIMOHHBIX CHCTEM. OK 1-OK
cucteMax 07, OK 09
Tema 1.7. OcoGennocTn Coxnepixanue K 1.2,,
paspaboTky OOmue TpeOOBaHUS MO 3alUTE IMEPCOHANBHBIX MaHHBIX. COCTaB M COICpKAHUE OPTraHM3ALMOHHBIX U] IIK 1.3,
MHQOPMALMOHHEIX CHCTEM ey pyeckix Mep Io 3amuTe MHOOPMALMOHHBIX CUCTEM MEPCOHANBHBIX AaHHBIX. [lopsaok BeIOOpa Mep 1O IIK 1.4
TICPCOHATIBHBIX TaHHBIX 0OecrieueHnIo 6e30MacHOCTH MEePCOHANBHBIX TaHHBIX. TpeGoBaHHs 10 3allUTE MEPCOHANBHLIX JAHHBIX, B OK - OK

COOTBETCTBHH C YPOBHEM 3aIUINECHHOCTH. 07, OK 09

B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA:

Omnpenenenus ypopus 3ammienHoctd UCII/H 1 BeiOop Mep 1o obecnieuenuto 6ezonacHoctu [1/1H.
Paznen 2. JkcmuryaTanus 3allHIIEHHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. OcobenHocTu Coaep:xanue K 1.2.,
PKCILTyaTaltiu Ananus MHGOPMALMOHHON MH(PACTPYKTYphl aBTOMaTH3MPOBAHHON CHCTEMBI U €€ 0e30MacHOCTH. MeTobl TIK 1.3,
ABTOMATH3MPOBAHHBIX CHUCTCMy oyyropyunra U ayauTa, BHIABICHUS YIpo3 MHOOPMALMOHHOM 0€30MacHOCTH aBTOMATU3HPOBAHHBIX CHCTEM. [IK 1.4
B SALNIICHHOM UCNOIHCHUN. (Conepykane W MOPAJOK  BBINOJHEHMS pabOT Mo  3amuTe HMHGOPMALMM HPU  MOJEPHH3AIUH 85 CI)E(OOI;

)

aBTOMaTI/I3I/IpOBaHHOI>’I
CHUCTCMBI B 3allITMIIICHHOM HMCIIOJTHCHHH.

B ToM unciie NPAKTHYC€CKHUX 3aHATHI:




1.TOCT P 51583-2014 3amura unpopmauuu. [Topsok co3ganusi aBTOMaTH3UPOBAHHBIX CHCTEM B 6

BaIUIIeHHOM ucroHeHnH. O01Iie MoNoKeH s

2. TOCT P 50922 3amura napopmaunu. OCHOBHBIE TEPMUHBI M OTIPEACIICHHS

3. TOCT P 53114 3amura napopmanun. Obecnieuenre HHGOPMAIMOHHON 0€30IaCHOCTH B OpraHU3alHu.

(OCHOBHBIE TEPMHUHBI U OTIPEACTICHIS

4. TOCT P 57628 NuadopmartmoraHas TeXHOJIOTH. MeToapl U cpeficTBa obecrieueHus: 6€30macHOCTH.

IPyxoBoacTBO 10 pazpaboTke npoduieit 3amuTsl U 3aJaHuil 10 6e30MacHOCTH
Tema 2.2. Conep:xaHue 2 IIK 1.2.,
/AIMHHHCTPUPOBAHHE Bagaur ¥ GYHKIMHE aIMUHUCTPHPOBAHUS aBTOMATU3MPOBAHHBIX CUCTEM. ABTOMATH3ALMs YIPABJIECHHUS CETHIO. 2 TIK 1.3,
ABTOMATH3MPOBAHHBIX CUCTCM(Ohrapp3arms aqMHUHUCTPUPOBAHUS ABTOMATU3HPOBAHHBIX CHCTEM. AJIMUHUCTPATHBHBII epcoHaln u paboTa ¢ K 1.4

MOJTb30BATENIIMU. Y TIpaBleHHE, TECTUPOBAHUE W OJKCIUIyaTallsl aBTOMATH3WPOBAHHBIX CHCTEM. MeTompl, OK 1-OK

CIOCOOBI M CpeACcTBa O0ECIIeUeH s 0TKa30yCTOWYMBOCTH aBTOMATH3UPOBAHHBIX CUCTEM. 07, OK 09
Tema 2.3. JlesaTenbHOCTD Conep:xaHue 2 IIK 1.2.,
[IepcoHalia 1o 3KcIuryarauuu (ComepskaHue M TMOPSIIOK AESTEIHHOCTH TEepPCOHaa MO JKCIUTyaTalldd 3alllWIEHHBIX aBTOMATH3HPOBAHHBIX 2 MK 1.3,
ABTOMAaTHU3UPOBAHHBIX CHCTEM TMOJCUCTeM O€30MacHOCTH aBTOMATH3MPOBAHHBIX cucTeM. OO0muye 005M3aHHOCTH aJMHHHUCTPATOPA| K 1.4
(MH(OPMAIMOHHBIX) CUCTEM BUH(MOPMAIMOHHON 6€30MAaCHOCTH aBTOMATU3HPOBAHHBIX CHCTEM. OK 1- 0K
BAIMILIEHHOM 07, OK 09
VCTIOJTHEHUH
Tema 2.4. 3amuTa oT Conep:xaHue IIK 1.2.,
HCCAHKIINOHNPOBAHHOTO Ocuosubie puHIUNB! 3amuTel 0T HCJI. OcHoBHBIe ciocoOst HCJI. OcHOBHBIC HampaBiICHUs OOSCIICUCHUS K 1.3,
Jl0CTyna K MHpOpMaLuy BamuTel oT HC/I. OcHOBHBIE XapaKTepUCTUKU TeXHUUeCKuX cpencTs 3ammtel oT HCI. Opranuzanus padboT mo IIK 1.4

gammre or HC/I. Knaccudukanus aBToMaTu3npoBaHHBIX cUcTeM. TpeGoBaHMs MO 3amuTe MH(pOpMAHU OT] OK 1-OK

HCJ s AC. Tpe6osanus 3amummerroctd CBT or HCJI x nadopmarun. TpeboBanms K cpencTBaM 3aIuThl, 07, 0K 09

obecrieunBaromM Oe30macHoe B3auMmojeicTeue ceteit 9BM, AC mocpeacTBOM yIIpaBiICHUS MEKCETEBBIMH

NOTOKaMy MH()OpMAIMH, U peaIn30BaHHBIX B Buge MO
Tema 2.5. Otimnuue C3U ot  [Copepxanne 14
HCI HaznaueHre 1 OCHOBHBIE BO3MOKHOCTH CUCTEMBI 3aIIMTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYMA. APXUTEKTYpa K 1.2,

W cpeactBa yrpasieHus. OOmue TpWHOMIB yrpapieHus. OCHOBHBIC MEXaHW3MBI 3aIllUTHI. YTIpaBIICHUC K 1.3,

ycTporictBamu. KOHTpOJIh ammapaTHo# KOHPHUTypamuu KoMITbioTepa. M30upaTenbHoe pa3rpaHUICHIE JOCTYIIa IIK 1.4

K YCTpOWCTBaM. YTpaBlIeHHE OOCTYIIOM M KOHTPOJIb Mevyatd KoHpuaeHumanbHoi mHpopManuu. [IpaBuia 2 OK 1-OK

PaboTHI ¢ KOHPHUACHIIMAIBHBIMUA pecypcaMu. HacTpoiika MexaHH3Ma MOJIHOMOYHOTO YIIPABICHHS JTOCTYIIOM. 07, OK 09

Hactpoiika peructpanuu COOBITHH. YTIpaBIeHUE PEKUMOM ITOTOKOB. YTIPaBICHUE PEKUMOM KOHTPOJIS ITCUaTH

KOH(HICHINAIBFHBIX TOKYMEHTOB. YTpaBieHue rpudamu KoHpuaeHIHaIpHocTH. O0ecedeHne eIoCTHOCTY|

MHQOPMAMOHHON cucteMbl u  HHQopManuu. LleHTpanmu3oBaHHOE yHpaBICHUE CHCTEMOM 3allUThL,

oTepaTHBHBIN MOHUTOPHHT M ayIUT 6€30MacHOCTH

B TOM umc/ie TPAKTHYECKHX 3aHATHIA: 12

'YcranoBka u Hactpoiika C3U1 ot HC/] 2 K 1.2,




3amura BXoJa B cucTeMy (MICHTU(DHUKAINS U ayTEeHTH(OUKALMS [T0JIb30BaTeIeH) 2 [IK 1.3,
IPasrpannuenme qoctyna K ycTpolcTBaM 2 85 CI)E(OOI;
'YTpaBieHue 10CTyroM 2 ’
Mcnonp30BaHKe NPUHTEPOB IS MIe4aTH KOHPHUICHINAIBHBIX JOKYMeHTOB. KOHTpons meyatn 2
HacTpoiika cucteMsl Juis 3a/1a4 ayiuTa 2
HUTOr0 40
caMocCTosITeJIbHasI padoTal 6
KoncynbTanuu 2
JK3aMeH 6
BCEro 54
BCEI'O no MJIK.01.04 82
TemaTtnka camocTosTebHON padoTel npu u3yvyennn M/1K.01.04
1. Pa3paboTka KOHIIEMIIMH 3aIIUThI, ABTOMAaTU3UPOBAHHON (MH(POPMAIIMOHHOMN ) CUCTEMBI
2. AHanu3 0aHKa JaHHBIX yrpo3 6€30MmacHOCTH HH(OPMAIHH
MJK.01.05. OxcruryaTanys KOMIBIOTEPHBIX ceTeil 36
Pa3nes 1. OcHOBBI epeiayu JAHHBIX B KOMIIBIOTEPHBIX CETIX
Tema 1.1. Monenu cereBoro Coxnepixanue 2 K 1.2,,
B3aMMOICHCTBHS IIK 1.3,
Mogens OSI. YpoBau moaenu OSI. B3anmonelicTBre MEXIy YPOBHIMH. K 1.4
IMHKATICY AN TaHHBIX. OK 1- OK
Onucanue ypoBHer moaenu OSI. 2 07, OK 09
Monenb u ctek nporokosnoB TCP/IP.
Onucanne ypoHe# monean TCP/IP.
Tema 1.2. ®uzndeckuii ypoens  |(CoaepixaHue 6 K 1.2.,
Monemn OSI 2 IIK 1.3,
[MonaTne nuHMKM W KaHana cBs3u. CurHanel. OCHOBHBIE XapaKTEPUCTHKH KaHajda CBS3H. MeTobl K 1.4
COBMECTHOTO HCIIOJIb30BaHUSl Cpelbl Tepeiayn KaHaja CBsA3W. MyJbTUIUIEKCUPOBAHUE U METOJIB] OK 1- OK
MHOXXCCTBECHHOI'O JOCTYIIA. 07. OK 09
OnTOBOJIOKOHHBIEC THHUH CBs3U. CTaHAapThl Kabenei. DnexTpuieckas nposoaka. becripoBoanas cpend
nepemayn.
B ToM YHc/ie IPAKTHYECKHUX 3aHATHIA: 4
Cozmanne ceTeBoro kabess Ha OCHOBE HedKpaHUpOBaHHOM BuTOM mmapsl (UTP) 2
CBapka ONTUYECKOTrO BOJIOKHA 2
Tema 1.3. Coaep:xanue 4 K 1.2,,




Texnonorun Ethernet 0030p TEXHOJOTUH TOCTPOCHUS JTOKATBHBIX CETEH. [K 1.3,
Texnonorus Ethernet. ®u3nvecknii ypoBeHb. 2 IIK 1.4
Texnomnorus Ethernet. KananbHelii ypoBeHb OK 1-OK
07, OK 09
B TOM yHcJIe NPAKTHYECKUX 3aHATHIA: 2
IM3ydenune aapecannuy kKaHaasHOTO ypoBHSI. MAC-aapeca. 2
Tema 1.4. Texnonorun Conaep:xanue 4 K 1.2.,
KOMMYTaITAH IIK 1.3,
IAJITOPUTM TIPO3pavyHOro Mocta. MeToapl KOMMYyTauuu. TeXHOnoruu KoMmyTamuu U moxaens OSI K 1 4
KOHCTpYKTUBHOE  HCIIOJTHEHHE KOMMYTaropoB. Du3HuYecKoe CTEKHpPOBaHHE KOMMYTATOPOB. 2 OK 1— OK
[IporpamMmMHOe obecrieueHrne KOMMYTaTopoB. OOIMME MPUHITUIBI CETEBOro Au3aiiHa. TpexypoBHEBas 07. OK 09
nepapxuyeckas Mozaelb cetu. TexHosorus Powerover Ethernet ’
B ToM YncJie IPAKTHYECKHX 3aHATHIA: 2
Coznanne KOMMYTHPYEMOM ceTH 2
Tema 1.5. CeteBoil nmpotokon IPv4 |[Coaepskanue 6 K 1.2.,
" - = MK 1.3,
CeteBoii ypoBeHb. [IpoTokon IP Bepcuu 4. Obmue QyHKIMHM KI1acCOBOH W OECKIACCOBOM alpecaltii. 2 K 1.4
Beroenenue agpecoB. Mapurpytusaims naketoB IPv4. ITpoTokoss! AHHAMUYECKON MapIIpyTH3ALHUN. OK 1— OK
B TOM 4yHcJIe NPAKTHYECKHX 3aAHATHIA: 4 07. OK 09
M3yuenue IP-anpecanuu. 4 ’
HUTOr0 22
Pa3nes 2. TexHOT0rMY KOMMYTAIMHA M MAPIIPYTH3alliK cOBpeMeHHBIX ceTeil Ethernet K 1.2,
Tema 2.1. Conaep:xanue 2 rl_I[If( 1134’1 ’
OCHOBBI KOMMYTaliH DYHKIMOHUPOBAHHE KOMMYTaTOPOB JIOKAJILHOW CeTH. ApXHMTEKTYypa KOMMYTaTopoB. THIIB] OK 1 OK
MHTEep(EHCcOB KOMMYTAaTOPOB. YIPAaBICHHE MOTOKOM B IOIYAYIUIEKCHOM M AYIJIEKCHOM PEKUMaXx. 2 07. OK 09
XapaKTepUCTHKH, BIMSIOIIME HA TMPOU3BOIUTEIHHOCTh KOMMYTAaTOpoB. O030p (yHKIHOHANBHBIX| ’
BO3MOXXHOCTEH KOMMYTAaTOPOB.
Tema 2.2. Conaep:xanue 8
Hauanbnas nactpotixa CpezcTsa ynpasieHus KomMmyTatopamu. [ToakimoueHre K KOHCONMM MHTepdelica KOMaHIHOW CTPOKH
KOMMYyTaTOpa xkoMMyTaTopa. Iloakmouenne k  Web-unrepdeiicy ympasieHus KomMmyTatopa. HavanbHas
KOH(UTypanust KOMMYTaTopa. 3arpy3Ka HOBOT'O IPOTPaMMHOTO 00eCTIiedeH s Ha KOMMYTaTop. 3arpy3Kal 6
M pe3epBHOE KOMMPOBaHUE KOHQUTYpALI KOMMYTaTOPA.
B TOM yHcJIe NPAKTHYECKUX 3aHATHIA: 2

KomaHel OOHOBIIEHHS HMPOTPAMMHOTO OOECHEUYCHHS] KOMMYTAaTOpa M COXPAaHEHUS/BOCCTAHOBIICHHS
KOH(QHUTYpauMOHHBIX (hailioB




Tema 2.3. BupryansHsle tokansHbleCogepaxanue 4 K 1.2,
cetn (VLAN) Tunsl VLAN. VLAN Ha ocHoBe mopToB. VLAN Ha ocHoBe crangapta IEEE 802.1Q. Cratuueckue u TIK 1.3,
mnaamuaeckne VLAN. Ilporokon GVRP. Q-in-Q VLAN. VLAN Ha 0CHOBE TIOPTOB M IPOTOKOJIOB — 2 [K 1.4
crangapt IEEE 802.1v. ®ynkuus Traffic Segmentation. Hactpoiika QoS. Ilpuoputuzanus Tpaduxa. OK - OK
Y IIpaBiieHHE MOJIOCON MPOMYCKaHUSI. 07, OK 09
B TOM 4yHcJIe NPAKTHYECKUX 3aAHATHIA: 2
nhHepeHIIMPOBAHHBIN 3a4€T. 2
HTtoro 14
BCEI'O no M/JIK.01.05 36

TemaTtnka camocTosTebLHON padoTel npu u3yvyennn M/1K.01.05
Du3ndeckoe KOIUPOBAHUE C CTOIB30BAaHIEM MaHYECTEPCKOTO KOJIa
Ulorudeckoe KOJUPOBAaHUE C UCTIOIH30BAHHEM CKPEMOIUPOBAHUS
[MoxxmoueHUe KIIMEHTa K OSCIIPOBOTHON CETH B MHPPACTPYKTYPHOM PEIKUME
OreHka 0eCIIPOBOTHOM JTHHUU CBSI3H

[MoaroToBKa cOOOIIEHUIA:

[TpoekTupoBaHus OECIIPOBOIHOM CETH

COop uH(pOpMaIMK O KIMCHTCKUX YCTPOHCTBAX

[ImanupoBaH¥e MPON3BOANTEIIEHOCTH M 30HBI ACHCTBHUS O€CIIPOBOIHOM ceTH
[MpennpoekTHOE 0OCIEIOBaHNE MECTA YCTAHOBKU OECIIPOBOIHON CETH
O0ecreueHre 0TKa30yCTOMYMBOCTH B OECIIPOBOTHBIX CETAX

IPe>xuMBI paOOTHI M OpraHM3alWs TUTAHUS TOYEK TOCTyTa
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Co3nanue BUPTYaIbHOM MaIlWHEI.

YcraHoBKa ONepaiiMOHHOW CUCTEMBI.

Amnanus xxypHana ayauta OC Ha pabodyem MecTe.

Nzydenne aHamuTHUECKUX 0030POB B 00J1aCTH TOCTPOSHUS CHCTEM 0€30MaCHOCTH OTICPAIMOHHBIX CHCTEM
YcTaHOBKa MPOrpaMMHOT0 00ECTICYCHUSI B COOTBETCTBUU ¢ TEXHUYECKON JOKYMEHTAIIUEH.

Hactpoiika mapaMeTpoB paboThI IPOrPaMMHOTO 00ECTICUeHNsI, BKIIIOYasi CUCTEMbI YIIPaBJIeHUs 0a3aMH JaHHBIX.
Hactpoiika KOMITOHEHTOB TIOJCHCTEM 3alIUTHl HH)OPMAITUH ONIEPANMOHHBIX CUCTEM.

YnpapneHne y4eTHBIMU 3aITUCSIMHU ITOJIb30BaTEIICH.

PaboTa B ornepaliioHHBIX CHCTEMAX C COOIIOZICHUEM JCHCTBYIONIMX TPEOOBAaHUI MO 3alIUTe HHPOPMAIIUH.
YcranoBka 0OHOBIICHHUS MTPOTrPAMMHOT0 00CCTICUCHHUS.

KoHTpOJIb 11eTIOCTHOCTD MOICUCTEM 3alUTHI HHPOPMAIIMU OTIEPAIIHOHHBIX CUCTEM.

BrimonmHeHHe pe3epBHOTO KOIMTUPOBAHUS U aBApUHHOT'0 BOCCTAHOBIICHUS pab0OTOCIIOCOOHOCTH OTIEPAIIMOHHON CUCTEMBI M 0a3bl JAHHBIX
Hcnonp3oBanue MporpaMMHBIX CPEACTB I apXUBUPOBAHUS HH()OPMALINH.

PaccuutheiBaTh MPOITyCKHYIO CITOCOOHOCTH KaHalla CBSI3U

[Tosry4aTs MpakTHYECKHE HABBIKU KOH(DUTYPUPOBAHUSI CETEBBIX HHTEP(EHCOB pabOUMX CTAHIINH.

PacueT BOTOKOHHO-ONTHYECKON JIMHUH CBI3H
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17. HccrnenoBaHue XapaKTEPUCTHK CUTHAIIOB.

18. KoudurypupoBanue cereBoro uarepdeiica paboueii CTaHITIH

19. Beluncnenue agpeca ceTH U y3ia

20. Koudurypuposanue cereBoro nutepdeiica MmapmpyTruzatopa mno nporoxomy IP

21. Koppekius npobiem nutepdetica MapipyTu3aropa Ha pU3MIEeCKOM U KaHAJIBHOM YPOBHE

22. KonpupoBaHue HHPOPMAIIMU B CETIX MEepeaadn JaHHBIX

23. Berunciaenue aapeca ceTH U y3na

24. Hactpoiika Wi-Fi mapmpyTtuzaTtopa

25. DBrImonaHeHHE MOHTaXa KOMITBIOTEPHBIX CETCH, OpraHm3aIisI U KOHPUTYPHUPOBAHNE KOMITEIOTEPHBIX CETEH, YCTAaHOBIICHUE U HACTPOMKA
MapamMeTpOB COBPEMEHHBIX CETEBBIX MTPOTOKOJIOB.

26. OcymecTBICHHE AMATHOCTUKM KOMIIBIOTEPHBIX CETEH, ONpejAeieHHe HEHUCHpaBHOCTEH W cOOEB MOACHCTEMBbI O€30MacHOCTH H
yCTpaHEHHE HEMCITPABHOCTEM.

27. 3amoiiHeHUe OTYETHOU JOKYMEHTALMH 110 TEXHUIECKOMY OOCTYKHUBAHHUIO U PEMOHTY KOMIIBIOTEPHBIX CETEH.

28. Pa3paboTka TEXHHYECKOTO 3a/JaHusI HA MPOEKTUPOBAHUE aBTOMATH3UPOBAHHON CHCTEMBI

29. Omnmcanue padboT ¢ yIaICHHBIMHA XPAaHWITUIIIAMH TaHHBIX U 0a3aMu JaHHBIX

30. Omnwmcanwe 3aMMIIEHHON IMepeavn JaHHBIX B KOMITBIOTEPHBIX CETSX.

31. BrinonHeHre MOHTaXa KOMIIBIOTEPHBIX CETEH, OpraHu3ays 1 KOHPUTYPHPOBaHNE KOMITBIOTEPHBIX CETEH, yCTAaHOBJIEHUE U HACTPOUKA
MapamMeTpOB COBPEMEHHBIX CETEBBIX MIPOTOKOJIOB.

32. OmnmcaHwe HEUCIPABHOCTEH

33. 3ammra BXozaa B cucTeMy (MIEeHTU(UKALMS U ayTeHTU(QHUKALINS IT0JIb30BaTEIeH)

34. VYmnpasieHHe JOCTYIIOM

35. Hcnonp3oBaHue MPUHTEPOB JUIS MeYaTH KOHPHUICHIMAILHBIX JOKYMEHTOB. KOHTpOIb meyatu

36. Hacrtpoiika cucTeMs IS 3a7a9 ayanuTa.

37. Hactpolika KOHTPOJISl IETOCTHOCTU M 3aMKHYTOW NPOrpaMMHOH cpejibl

[IpousBoacTBeHHas1 MpaKkTHKAa. Buasl pador:

1.M3yyeHre TeXHUKH OC30MAaCHOCTH IMPH padOoTe aBTOMATU3MPOBAHHBIX (MH(POPMAIMOHHBIX) CHUCTEM B 3AIlUIICHHOM HCIIOJIHCHHUH HA
MPOM3BOJCTBE (B OpPraHU3aINN).

2.YuacTHe B yCTAaHOBKE M HACTPOWKE KOMIIOHCHTOB, aBTOMAaTU3UPOBAHHBIX (MH()OPMAIMOHHBIX) CUCTEM HA TPOHM3BOJICTBE B 3AIIUIIICHHOM
VCTIOJTHEHUH B COOTBETCTBUH C TPEOOBAHUSIMH SKCIUTYaTAllHOHHON JOKYMEHTAIINN

3.06cmy)xuBaHUE CPEACTB 3aNTUTHI HH(DOPMAITUH MPUKIIATHOTO i CHCTEMHOTO ITPOTPaMMHOT0 00€CTICUCHUS

4.HacTpoiika mporpaMMHOTO obecrieyeHus ¢ coOmoaeHreM TpeOOBaHuil Mo 3ammTe HHpOpMaLuu

S.HacTpoiika cpeacTB aHTHBUPYCHOH 3alUThI 1)1 KOPPEKTHOH pabOThI IPOrpaMMHOI0 00eCIIeUeHHs 110 3aJaHHbIM [1a0I0Ha
6.006cmy)KuBaHUE CPEICTB 3aNTUTHI HH()DOPMAITUH MMPUKIIATHOTO H CHCTEMHOTO TTPOTPaMMHOT0 00€CTICUCHHUS

7.Hactpoiika mporpaMMHOro o0ecriedeHusl ¢ COOM0AeHNEM TPeOOBaHHI MO 3aIIUTe HHPOPMALTUH

8.Hactpoiika cpeacTB aHTHBUPYCHOM 3alUTHI AJISl KOPPEKTHOHN paboThl MPOrpaMMHOTO 0oOecrieueH s 0 3aJaHHBIM 1a0IoHaM
9.MHCTpyKTaX IMOJIb30BaTeNIel O COOII0ACHNU TPEOOBaHHIA 10 3aIuTe HHOOPMAIIUHU PH padOTe ¢ MPOrPaMMHBIM 00ECIICUEHUEM
10.HacTpoiika BCTPOSHHBIX CPEACTB 3alUThl HHOOPMALIMU IPOrPAMMHOI0 00CCIICUCHHS

11.ITpoBepka PyHKIIMOHUPOBAHUS BCTPOSHHBIX CPEJICTB 3AIIUTHI MH(OPMAITUH TPOrPaMMHOTO 00CCIICYCHUS

12.CBOeBpeMEHHOE OOHApPY)KEHHE MPH3HAKOB HAJW4YMs BPEJOHOCHOIO IporpaMMHoro obecrneucHuss OOCIyKHBaHHE CPEACTB 3alllUThI
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WHGOPMAITUH B KOMITBIOTEPHBIX CUCTEMaX M CETSIX

13.00cnyKuBaHHE CHCTEM 3aIlUThl HH(GOPMAIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMaX

14.Y4dacTtue B MPOBEJCHUH PETIAMEHTHBIX pa0OT MO 3KCIUTyaTaIlui CUCTEM 3allUThI HH(GOPMAIMH aBTOMATU3UPOBAHHBIX CUCTEM.
15.Hactpoiika BCTPOSHHBIX CPEJICTB 3alIUTH HH()OPMAIIUU IPOTPAMMHOTO 00CCIICUCHHS

16.ITpoBepka pyHKIIMOHUPOBAHUS BCTPOSHHBIX CPEICTB 3aIIUThl HH(OPMAIIUH IPOrPaMMHOT0 00eCIICYeHHUS

17.CBoeBpeMeHHOE 0OHAPYKEHHE MTPU3HAKOB HATMIHUS BPEIOHOCHOTO IMTPOTrPAMMHOT0 00CCTICUCHHUS

18.00cmyKuBaHUE CPEICTB 3alIUTH HH()OPMAIIUU B KOMITBIOTEPHBIX CUCTEMAaX U CETAX

19.06cmyKuBaHUE CHCTEM 3aIUTHI HHPOPMAIIHH B aBTOMAaTU3UPOBAHHBIX CHCTEMaX

20.Y4actue B IPOBEICHUN PETTIaMEHTHBIX paboT MO IKCILTyaTalluu CUCTEM 3aIlUThl HH()OPMAIIMHU, aBTOMATH3UPOBAHHBIX CHCTEM
21.ITpoBepka pabOTOCTIOCOOHOCTH CUCTEMBI 3allIUTHl HH()OPMAITUU aBTOMATH3UPOBAHHON CHCTEMBI

22.KOHTpOJIb COOTBETCTBUS KOH(MUTYpallMd CHCTEMBI 3alIMTHl WH(POPMAIMH aBTOMATH3UPOBAHHOW CHUCTEMBI €€ 3KCIUTyaTalldOHHOU
IMOKYMEHTAIHN

23.KoHTpoJb CTAaOMIIEHOCTH XapaKTEPUCTHK CUCTEMBI 3aIIUTH HHPOPMAITUH aBTOMATH3UPOBAHHON CUCTEMBI

24.BeneHue TeXHUYSCKOW JOKYMEHTAIINH, CBSI3aHHOM C SKCIDTyaTallled CUCTEM 3alllUThl HH()OPMAIIUK aBTOMATHU3UPOBAHHBIX CUCTEM
25.Y4actue B paboTax 1mo odecreueH o 3aluThl HHQOpMAIHU TIPU BBIBOJIE U3 IKCILTYATAIIMH aBTOMATH3UPOBAHHBIX CUCTEM

Jk3ameH no npodeccuoHaabHoMy MmoayJato ITM.01

12

BCEI'O no IIM.01 DxcruryaTtanusi aBTOMaTH3MPOBAHHBIX (MH(OPMALNMOHHBIX) CHCTEM B 3aIIIMIEHHOM HCIIOJTHEHHUH|
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3. YCJIOBUSA PEAJIM3ALIUA ITPOI'PAMMBI TIPOPECCHOHAJIBHOT'O
MOAYJIA IIM.01 DKCIIVIYATALIUSA ABTOMATHU3UPOBAHHBIX
(MH®OPMAIIMOHHBIX) CUCTEM B 3BAINMINEHHOM HCIIOJIHEHUUA

3.1. [Jas peaau3auuud nporpaMmbl NpogecCHMOHAJIBHOIO0 MOXYJS JOJKHbI ObITh
NpeayCMOTPEHbI CeAy0IIe CeHAJIbHbIe TOMEIeHNS

JlaGoparopuss «HUHPOPpMAUMOHHBIX TEXHOJIOTHI, NPOrpaMMHpPOBaHUs U 0a3
JAHHBIX);

JlaGoparopusi «Cerell U cucTeM nepexavu HHPoOPMALMU;

JladopaTopusi «IIporpaMMHBIX W NPOrpaMMHO-ANNAPATHBIX CPEACTB 3aIUMTHI
uHpopMaumn»:

OcHamenue kabuHeToB cooTBeTcTBYeT ykazanHomy B OITOIT 10.02.05 OGecneuenue
UH(POPMAIMOHHON 0€30IaCHOCTH aBTOMATHU3MPOBAHHBIX CHCTEM B COOTBETCTBHU C TaOJIHUIEH
Nel8 OcHamenre yaeOHBIX KAOMHETOB, JIA0OPATOPHiA.

3.2. UnpopmanmonHoe odecrieyeHne peaau3amu NporpaMmmbl
OcCHOBHBIE HCTOYHUKH:
LTocteB, W.M. OnepariioHHbIE CHUCTEMBI: YYEOHHMK M TMPAKTHKYM ISl CPETHETO

npodeccuonansHoro obpazosanmsi /| M. M. I'octeB. — 2-¢ u3n., ucnp. U gom. — MockBa:
NznarensctBo FOpaiit, 2020. — 164 ¢. — (IIpodeccuonanproe obpazoanue). — ISBN 978-5-
534-04951-0. — Tekcr: AIEKTPOHHBIN /! 9BC Opaiit [caiiT]. —

URL: https://urait.ru/bcode/453469

2.CeTH ¥ TEIEKOMMYHHUKAIIMU YUEOHUK U MPAKTUKYM IJII CPEAHETO MPOodeCCHOHATBLHOTO
obpazoBanusi / K. E. CamyitnoB [u nap.]; mon pemakumeit K. E. Camyiinosa, U. A. lllamumosa,
. C. Kyns6oBa. — Mocksa: M3narensctBo Opaiit, 2020. — 363 c. — (IIpodeccuonansuoe
obpazoBanue). — ISBN 978-5-9916-0480-2. — Texcr: anexktponnsiii // DbC IOpaitt [calT]. —
URL: https://urait.ru/bcode/456638

3. Acramuyk, B. A. KopnopatuBaple WH()OPMAIMOHHBICE CHCTEMBI: TpeOOBaHUSA MIPH
NPOEKTHUPOBaHUU: yueOHOe nocobue it By30B / B. A. Acramuyk, I1. B. Tepemenko. — 2-e u3 .,
uctp. u non. — Mocksa: U3parensctBo FOpaiit, 2020. — 113 c. — (Briciee ob6pazoBanue). —
ISBN 978-5-534-08546-4. — Tekct: osnektponnsiii // DOBC Hpait [caiiT]. —
URL: https://urait.ru/bcode/453261

4. Hectepos, C. A. ba3bl nanHbIX: y4eOHUK U TpakTUKyM uig By30B / C. A. HecrepoB. —
Mocksa: U3marensctBo FOpaiit, 2020. — 230 c. — (Bricmee o6pazoBanune). — ISBN 978-5-534-
00874-6. — Tekcr: anextponHsiii // OBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/450772

S.bepuxamBunu, B. [II. OcHOBBI paano3eKTPOHUKH: CUCTEMBI Iepeaadr HHGOPMAIIIH:
yaeOHOoe mocobue IS cpeHero npodeccruonanbHoro oobpazosanus / B. 111, bepukamBumu. — 2-
€ u31., uctp. u aon. — Mocksa: U3narensctBo FOpaiit, 2020. — 105 c. — (IIpodeccruonanpHoe
obpazoBanue). — ISBN 978-5-534-10493-6. — Tekcrt: anekrponnsiit / IBC FOpaiir [caiiT]. —
URL: https://urait.ru/bcode/456548

6.Kazapun, O. B. IlporpaMmmHo-anmapaTHele CpeAcTBa 3aIIUThl MHPOpMAIUHU. 3aliura
MPOTrPaMMHOTO OO€CTICUCHHsI: y4eOHUK M TPAKTUKYM Il CPEAHETO MpOodeCcCHOHAIBHOTO
obpazoBanusi / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa: M3narensctBo FOpaiit, 2020. —
312 c.— (IIpodeccuonanpHoe obOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr
anextpoHHbI / DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/449548

JlonoTHUTe/IbHbIE HCTOYHUKH:

1. AmuneB, A. B. OCHOBBI pagNO3JIEKTPOHUKHU: U3MEPEHUSI B TEIEKOMMYHUKAIMOHHBIX
cuctemax: ydueOHoe mocodue sl cpeaHero npodeccruoHaabHoro oopazoBanusi / A. B. AmuHes,
A. B. bioxun; mon obmel penakmmeit A. B. broxuna. — MockBa: U3marensctBo FOpaiiT,
2020. — 223 c. — (IIpodeccuonanbHoe obpazoBanue). — ISBN 978-5-534-10395-3. — Texkcr:
anextpoHHbi // DbC FOpaiT [caiit]. — URL: https://urait.ru/bcode/456593




DJIeKTPOHHbIE HCTOYHUKMU:

1. OGpa3oBaTenbHbIC MOPTAJBI MO PA3TUYHBIM HAMPaBICHUSM O00pa30BaHU M TEMaTHUKE
http://depobr.gov35.ru/

2. Poccuiickuii OnomMeTpruecKuii mopran www.biometrics.ru

3. Caiit xypHana Muadopmarmonnas 6e3onacHocTs http://www.itsec.ru —

4. Caiit Hayunoi aniekTpoHHOM 6ubmmnoTexkn www.elibrary.ru

5. CnpaBouHo-nipaBoBas cucteMa «['apanT» www.garant.ru

6. CnpaBouHo-nipaBoBas cuctema «Koncynprant [Imoc» www.consultant.ru

7. denepanbHas cyk0a o TEXHUYECKOMY U dKciopTHOMY KoHTpoutio (PCTIK Poccun)
www.fstec.ru

8. ®enepanbuplii  TopTan  «MHGOPMAIIMOHHO-KOMMYHUKAIITMOHHBIC ~ TEXHOJOTUU B
obpazoBanumn» htpp\\:www.ict.edu.ru



4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUS
IMPO®ECCHUOHAJIBHOI'O MOAYJISA IIM.01 SKCINVIYATAIUA
ABTOMATHU3UPOBAHHBIX (MH®OPMALIMOHHBIX) CUCTEM B
SAIMIIEHHOM UCIIOJIHEHUUA

4.1 KoHTpPOJb M OLEHKA pacKpbIBAIOTCS Yepe3 IUCHMIUIMHAPHBIE pE3yJIbTaThI,
YCBOGHHBIC 3HaHMS U MPUOOpETEHHBIE CTYACHTAMHU YMEHUs, HallpaBlieHHbIE Ha (popMupoBaHHe
o0umx M mpoecCHOHATBHBIX KOMIIETEHIIMH, OCYIIECTBISETCS MpenojaBaTeiieM B Ipoliecce
YCTHBIX OIIPOCOB, TCCTHUPOBAHHUA, A TAKIKC BBIIIOJIHCHUA 06y‘-IaIOH_[I/IMI/IC$I HHIAWBUYAJIbHBIX
3aIaHUM, TPOEKTOB, UCCIIEAOBAHUM.

Koa u HaumeHoBaHue
npodecCHOHAIBLHBIX H 00IIIUX
KOMIeTeHIU,
¢opmupyembie B pamkax
MOYJIsl, pa3nena

Kpurepun onenkn

MeTtoabl OLICHKH

IK 1.1. IIpon3BOaUTH YCTAHOBKY U
HACTPOWKY KOMIIOHEHTOB,
ABTOMATHU3UPOBAHHBIX
(MH(MOPMAITMOHHBIX) CUCTEM B
BaIUIIICHHOM UCIIOJHCHUH B
COOTBETCTBUH C TPSOOBaHUSIMU

/leMoHCTpHpOBaTh YMEHUS
YCTaHOBKH W HACTPOUKH
KOMITOHEHTOB
AQBTOMAaTH3MPOBAHHBIX
(MH(OPMAIIMOHHBIX ) CUCTEM B
BalUIIEHHOM UCITIOIHEHHH B

TECTUPOBAHHE, IIPOMEKYTOUHAS
aTTeCTaIus, DK3aMCH
KBaJTN()MKAIIMOHHEIH, SKCIICPTHOE
HAOIOICHIE BRITOTHEHIS JTA00PATOPHBIX
pabor,

PKCIIEPTHOE HAOJIIOICHUE BBITIOTHCHHUS

IAIMUHUCTPHPOBATH MMPOrPAMMHBIC
1 [IPOTPAaMMHO- alllapaTHbIE
KOMITOHEHTBI aBTOMaTU3UPOBAHHON
(MH(OPMALIMOHHOI) CHCTEMBI B
BAIMINEHHOM HCIOIHCHUH.

MPaKTUIECKOTO OIBITA
aIMIHUCTPUPOBAHUS
MpPOTPaMMHBIX H
MpOrpaMMHO-aNNapaTHBIX
KOMITOHCHTOB
ABTOMAaTU3UPOBAHHOU
(MH(OPMALIMOHHOI) CHCTEMBI B
BaLUIEHHOM MCIIOJIHCHUN

PKCILTyaTallMOHHOM COOTBETCTBUHU C TPEOOBAaHMSAMHU  [IPAaKTUYECKUX PadoT,
ITOKyMEHTAlIHU. PKCILTyaTallMOHHOM OLIEHKA pellleHHs CUTYyallMOHHBIX 3ajad,
IMOKYMEHTAIIH OIIEHKa IpoLecca U pe3yIbTaToB
BBIIIOTHEHUS
BHJIOB PabOT Ha TPAKTHKE
K 1.2. [IposBneHne ymMeHUs U TECTUPOBAHUE, IPOMEKYTOUHAS

aTTeCTaIus, DK3aMCH
KBaTM(DUKAIMOHHBIH, DKCTIEPTHOE
HAOIOICHIE BRITOTHEHIS JTA00PATOPHBIX
pabor,

PKCTIEPTHOE HAOIIOICHUE BHITTOTHEHUS
MPaKTUIECKUX padoT,

OIICHKA PEIIICHUS] CUTYaIlMOHHBIX 33134,
OIICHKA MPOoIecca U Pe3yIbTaTOB
BBITIOTHEHUS

BHJIOB PabOT Ha TPAKTHKE

[K 1.3. ObecneunBathb
Oecrniepeboiinyro padboTy
AQBTOMAaTH3HPOBAHHBIX
(MH(OPMAIIMOHHBIX) CUCTEM B
BalUIIEHHOM UCITIOJIHEHHH B
COOTBETCTBHH C TPEOOBAHUAMHU
PKCILTyaTallMOHHOMN
IMOKYMEHTAIIHH.

[TpoBenenue nepeuns padoT Mo
oOecrieYeHuIo

Oecniepe0oitHoM paboThI
ABTOMAaTH3UPOBAHHBIX
(MH(OPMAIIMOHHBIX ) CUCTEM B
BaIMIIECHHOM HCIOJHCHNH B
COOTBETCTBHH C TPEOOBAHUAMHU
PKCILTyaTallHOHHOM
ITOKyMEHTaIN!

TECTUPOBAHUE, TPOMEKYTOUHAS
aTTeCTaIus, DK3aMCH
KBaTM(DUKAITMOHHBIH, DKCTIEPTHOE
HAOJIO/ICHUE BBITIOTHEHUS JIA00PATOPHBIX
pabor,

PKCTIEPTHOE HAOIIOICHUE BHITTOTHEHUS
MPaKTUIECKUX padoT,

OIICHKA PEIIICHUS] CUTYaIlMOHHBIX 33134,
OIICHKA TIpoliecca U Pe3yIbTaToB
BBITIOTHEHHUS

BUJIOB pabOT Ha MPAKTHKE




IK 1.4. OcymecTBasATH
MPOBEPKY TEXHUUECKOTO
COCTOSIHUSI, TEXHHYECKOE
00CITyKUBaHUE U
TeKYIIUNA PEMOHT,
YCTPaHATH OTKAa3bl U
BOCCTaHABJIMBATh
paboTOCIIOCOOHOCTH
ABTOMATH3UPOBAHHBIX
(MH(OPMAIIMOHHBIX )
CHCTEM B 3al[HIICHHOM
VCTIOJIHCHHH.

[IposBIATE 3HAHUS U
YMEHHS B IPOBEPKE
TEXHUYECKOTO COCTOSHHUS,
MPOBEIECHUH TEKYIIETO
PEMOHTA ¥ TEXHUYIECKOTO
00CITy)KMBaHUS, B
YCTpaHEHHH OTKa30B U
BOCCTaHOBJICHUH
[paboTOCTIOCOOHOCTH
ABTOMAaTH3UPOBAHHBIX
(MH(OPMAIIMOHHBIX ) CUCTEM

B 3allIMIIICHHOM HMCITIOJTHCHHUH

TECTUPOBAHUE, TPOMEKYTOUHAS
ATTeCTaIus, DK3aMeH
KBaJTN()MKAIIMOHHBIH, SKCIICPTHOE
HAOJTIO/ICHHUE BBITIOTHEHUS JIA00PaTOPHBIX
pabor,

PKCTIEPTHOE HAOIIOICHUE BHITTOTHEHUS
MPAKTUIECKUX paboT,

OIICHKA PEIIICHUS CUTYaIlMOHHBIX 33134,
OIICHKA TIpoliecca U Pe3yIbTaToB
BBITTOJTHEHUS

BUJIOB pa0OT Ha MMPaKTHKE
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ABTOHOMHAsI HEKOMMepP4YeCcKasi OpraHu3auus
npogdeccuoHaJIbLHOr0 00pa3oBaHuUs
«Konnenx uHGopManiuOHHBIX TEXHOJIOT il «KACIIU»
367013, r. Maxaukaina, np-kt. ['amumoBa, 371.18m
OI'PH: 1220500003580, MHH: 0572030404

PABOYASA ITPOI'PAMMA ITPO®PECCHOHAJIBHOI'O MOAYJIA

IIM.02 3ammTa nHPOPpMALK B ABTOMATH3UPOBAHHBIX
CHCTEMAX NPOrpaMMHBIMHM M IPOIPAMMHO-ANNAPATHBIMY CPeICTBAMHU

CnenunanbHocts 10.02.05 O6ecneyenne uHGOpMaIHOHHON 0€30MMACHOCTH
ABTOMATU3HUPOBAHHBIX CHCTEM
KBAJTH(PUKALMSA- TEXHUK M0 3aluTe HHGOpMauuu

Maxauxkauga, 2025 r.



1. OBIIASI XAPAKTEPUCTHKA PABOYEN
IMPOI'PAMMBIITPO®ECCHUOHAJIBHOI'O MOAYJIA IIM.02 3AIIUTA
NHOPOPMALUU B ABTOMATU3UPOBAHHBIX CUCTEMAX ITPOI'PAMMHBIMH
N ITPOI'PAMMHO-AIIITAPATHBIMUA CPEJICTBAMMU

1.1. Iless U mUIaHUPYeMBbIe Pe3yJIbTATHI OCBOCHHA NMPO(eCCHOHAIBLHOI0 MOLY IS

B pesynbrate u3ydeHus npoeccCHOHAIbHOTO MOIYJS CTYACHT JIOJKEH OCBOUTH BHJL
NEeSITeTbHOCTH 3aluTa HHGOPMAMH B ABTOMATH3HPOBAHHBIX CHCTEMaX NPOrPAMMHBIMHU H
NMPOrPaAMMHO-aNNAPATHBIMM CPEACTBAMM U COOTBETCTBYIOIIME €My THpodecCHOHaIbHbIE
KOMIIETEHIINH:

Kon HauMeHoBaHUEe BH/IOB JIeATEJILHOCTH U HpO(l)eCCI/IOHa.]'lebIX KOMIIeTeHI i

B 2 3amuTa uHGopManuu B aBTOMATH3UPOBAHHBIX CHCTEMAX MPOrPAMMHBIMH H
NPOrpaMMHO-ANNAPATHLIMYU CPeJACTBAMM

MK 2.1. (OcymecTBIsATh YCTAHOBKY M HACTPOHKY OTAEIHHBIX MPOTPAMMHBIX, IPOTPAMMHO-
armapaTHBIX CPEJICTB 3allUThl HHQOpPMAaIUK.

K 2.2. (O6ecneunBaTh 3aUTy HHPOPMAIIMHA B aBTOMAaTU3HUPOBAHHBIX CHCTEMAaX OTACIIEHBIMHU
MpOrpaMMHBIMU, TIPOTPaAMMHO-AITIAPATHEIME CPEJICTBAMH.

IIK 2.3.  (OcymecTBIATh TECTUPOBAHNUE (DYHKIIMH OTACIBEHBIX MPOTPAMMHBIX U TIPOTPaMMHO-
armapaTHBIX CPEJICTB 3allUThl HHQOpPMAaIUK.

IK 2.4. (OcyiiecTBIaTh 00pabOTKy, XpaHEHHUE U Niepeaady HHOOPMAaLUU OrpaHUICHHOTO
ImocTyma.

MK 2.5. |[YHuYTOXaTh HHPOPMALIUIO U HOCUTENN HH(OPMAIMK C UCTIONb30BaHHEM IPOTPAMMHBIX
M IpOTrpaMMHO-AIMIMAaPATHBIX CPEICTB.

MK 2.6. (OcymwecTBasTh PETUCTPALUIO OCHOBHBIX COOBITHI B aBTOMAaTH3UPOBAHHBIX
(MH(QOPMAIIMOHHBIX) CUCTEMAaX, B TOM YHCJIE C UCIIOJIb30BAHUEM MTPOTPAMMHBIX U
MPOrpaMMHO-AIIAPATHBIX CPEJCTB OOHAPYKEHUS, TIPEAYIPEKACHHS 1 JTUKBUALIN
MOCJIEeICTBUN KOMITBIOTEPHBIX aTak.

1.2. O01mue KOMIETeHIIIUH:
Kon HaumeHoBaHMe BUIOB JeATEJBbHOCTH M NPO(PEeCCHOHATBHBIX KOMITETEHIUI

OK 1. BeiOupate cnocoObl pemeHHs 3a7a4  NPO(EecCHOHAIBHOW  IEeSTETbHOCTH,
MPUMEHUTEIBHO K PA3ITMYHBIM KOHTEKCTaM.

OK 2. Mcnonb30BaTh COBPEMEHHBIE CPEACTBA IOWCKA, aHald3a MW HWHTEpIpETalNy
uHpoOpMaMd M MHPOPMALMOHHBIE TEXHOJOIMM /IS  BBIIOJHEHUS 3a/ad
npoQecCUuOHATIBHOM 1 TEIbHOCTH;

OK 3. [T1aHupoBaTh U PEaTM30BHIBATH COOCTBEHHOE MPO(HECCHOHAIBHOE U INYHOCTHOE
pasBUTHE, NPEANPUHUMATEIBCKYIO JAEATEIBHOCTh B HPOQECCHOHATIBHOM cdepe,
MCIOJIb30BAaTh 3HAHUS 1O MPaBOBOM M (MHAHCOBOW TI'PAMOTHOCTH B pa3IMYHBIX
PKU3HEHHbIX CUTYalMsX;

OK 4. DDddexTuBHO B3aMMOAEHCTBOBATh U pabOTaTh B KOJIEKTUBE U KOMaH/IE;

OK 5. OCylIECTBIISITh YCTHYIO M TUCBbMEHHYI0 KOMMYHHUKALIMIO Ha TOCYTAPCTBEHHOM SI3bIKE
C Y4ETOM OCOOCHHOCTEH COIMATBHOTO U KYJIBTYPHOTO KOHTEKCTA.

OK 6. [IposiBIATE IPa’kJaHCKO-IIATPUOTUYECKYIO MIO3ULIUIO, IEMOHCTPUPOBATH OCO3HAHHOE
MOBEJCHUE HAa OCHOBE TPAJAULHUOHHBIX POCCUHCKUX IyXOBHO-HPAaBCTBEHHBIX
[IEHHOCTEH, B TOM 4YHCJIE€ C YYETOM TapMOHHU3allMM MEXHAIMOHAIBHBIX U
MEXPEJIUTHO3HBIX OTHOLIEHUM, NPUMEHITh CTAHIAAPThl AHTUKOPPYILMOHHOTO
MOBE/ICHUS;

OK 7. ConeiicTBOBaTh  COXPAHEHUIO  OKPYXKAIOIIEH  Cpembl, PEeCypcocOEpeKeHUIO,
MPUMEHSTh

3HAaHUs 00 W3MEHEHMH KIMMAaTa, IPUHIMIBI  Oepe’kIMBOrO IPOM3BOJICTBA,




H(PPEKTUBHO IEHCTBOBAThH B YPE3BBIYAWHBIX CUTYALIUSX;

1.3. B pe3yabTaTe ocBOeHHs PO ecCHOHAIBLHOT0 MOIYJISA CTYAEHT J0JIJKEH:

HNmern — YCTaHOBKHM, HACTPOMKH MPOTPaMMHBIX CPEJICTB 3allUThl WH(OpMAIUU B
MPAKTHYECKHHl  [apTOMATH3MPOBAHHON CHCTEME;
OTBIT — obecrieyeHus 3alluThl aBTOHOMHBIX AaBTOMATHU3UPOBAHHBLIX CHCTEM|
MPOrPaMMHBIMH U TTPOTPAMMHO-AIIAPATHEIMU CPEICTBAMY,
— TecTHpoBaHWs (DYHKIWH, JUArHOCTHKA, YCTPAaHEHHS OTKAa30B W
BOCCTaHOBJIEHHSI pabOTOCIIOCOOHOCTH MPOrPaMMHBIX U MPOTPaMMHOA
AnapaTHBIX CPEICTB 3aIIUTHl HHPOPMAIUH;
— pemrenus 3aaa4 3amuThl oT HCJI k mHbOpMaImy orpaHideHHOTO TOCTYTIA
C MOMOIIBI0 MPOTPAMMHBIX U MPOTPAMMHO-AMITAPATHBIX CPEJICTB 3aIIHTH]
nHbOpMauu;
— INPUMEHEHUS JIEKTPOHHON MOJANUCH, CAMMETPUYHBIX U aCHMMETPUYHBIX|
KpUNTOrpaQuecKux allrOPUTMOB, U CPEICTB MHU(POBAHUS TaHHBIX;
— ydéra, 00pabOTKM, XpaHEHUsI W Tepenayu WHQopMaIuu, s KOTOPOU
YCTaHOBJICH PEKUM KOH(DHICHIIUATBHOCTH,
— paboTHhI C MOJCUCTEMAaMHU PETHCTPALINHA COOBITHIA;
— BBISIBJICHUS COOBITUH U WHIUICHTOB 0€30MacHOCTH B
ABTOMAaTU3UPOBAHHON CUCTEME.
Ymerb — yCTaHaBJIWBaTh, HACTPAUBaTh, IPUMEHITH IIPOIPAMMHBIE U IIPOTPAMMHO-
anmapaTHbIC CPEICTBA 3aLTUTHI HHGOPMAIUH;
— yCTaHaBIMBATh M HACTpPaWBaTh CPEACTBA AHTUBHPYCHOW 3allWTHl B
COOTBETCTBUU C MPEABABIIEMbIMUA TPEOOBAHUSIMU;
— JAMAarHOCTUPOBATb, YCTpaHSATh OTKa3Hl, obecreunBaTh
PabOTOCTIOCOOHOCT, M TECTHUPOBATh (DYHKIIMHM IMPOTrPaMMHO-ANIapaTHBIX|
CPEZICTB 3alIUTHI HH(OpMAIHH;
— NPUMEHATH TPOTPAMMHBIE M TPOrPaMMHO-AIapaTHBIE CPEICTBA IS
3amuTHl HHGOpMAIKU B 0a3ax TaHHBIX;
— IPOBEPATH BBIOJHEHUE TpeOOBaHWUN 1O 3ammre WHPOPMAIUU OT
HECaHKIIMOHMPOBAHHOTO  JIOCTyNa  MpU  aTTecTalud  OOBEKTOB
MH(pOpMaTHU3aLuK 110 TpeOoBaHUAM 0€30MaCHOCTH HH(POPMALIUY;
— IPUMEHATH MaTeMaTHYeCKUMA amnmapar TUTSE BBITIOJTHCHHSI
KpUnTorpaguaeckux mpeoopa3oBaHui;
— UCTOJB30BaTh TUIIOBBIC IPOTPAMMHBIC KPpUMITOrpaUIeCKue CpeicTBa, B
TOM YHUCJIE AIEKTPOHHYIO MOATMNC;
— NPUMEHSATH CPEJICTBA TAPAHTHUPOBAHHOTO YHUUTOXKECHUS HHPOPMAITUY;
— yCTaHaBIMBaTh, HACTPAUBATh, IPUMEHSThH MPOTPAMMHEIE M TIPOTPAMMHO-
anmnapaTHbIe CPeICTBA 3alIUThl HH(POPMAIIH;
— OCYIIECTBIISITh MOHHUTOPUHT M PETUCTPAIMIO CBEICHUH, HEOOXOIUMBIX
ISt 321U Thl 00BEKTOB MH(OPMATHU3AIMH, B TOM YHUCIIE C UCIIOJIb30BAaHUEM
MPOrPaMMHBIX U TIPOTPAMMHO-aNTNapaTHRIX CPEJCTB OOHAPYKECHUS,
NpeIynpexaCHUs U TUKBUAALMH MTOCJIEICTBUI KOMIIbIOTEPHBIX aTaK
3HATH — 0COOEHHOCTH M CIIOCOOBI MPUMEHEHHSI TPOrPaMMHBIX U IPOrPaMMHO-

AnmapaTHBIX CPEACTB 3alllUThl MH(OPMAaLUK, B TOM YHCIE, B

OINCpalOHHBIX




cHCTEeMax, KOMITBIOTEPHBIX CETAX, 0a3ax JIaHHbBIX;

— METOJIbl TECTUPOBAHUS (PYHKIIMN OTACTBHBIX IPOrPAMMHBIXH
MPOrpaMMHO-AMIAPATHBIX CPEICTB 3aIUTHI HH(OPMALIUK;

— THUIIOBBIE MOJIEJIN YIIPABJIEHUS JTOCTYIIOM, CPEACTB, METOJOB U
MIPOTOKOJIOB UACHTU(UKALIUY U Ay TEHTH(UKALINY;

— OCHOBHBIE MOHATHUS KpUNITOTpaduu U TUIIOBBIX KPUOTOrpapuIecKux
METOOB ¥ CPEJICTB 3aIIUTHI HHPOPMALINY;

— OCOOEHHOCTH U CTIOCOOBI MPUMEHEHHSI POTPAMMHBIX U IPOrPaMMHO-
ArmapaTHBIX CPEICTB TAPAHTUPOBAHHOTO YHUUTOKEHHS HH(POpPMAIINH;
— THUIIOBBIE CPEICTBA M METO/IbI BEICHUS ayANUTa, CPEJICTB U CIIOCOOO0B
3aIUThl MHQOPMALIMHU B JIOKAJBHBIX BEIYUCIUTEIBHBIX CETSAX, CPE/ICTB
3aLUTHI OT HECAHKIIMOHUPOBAHHOI'O JIOCTYIA.

1.4. KoainuecTBO yacoB, 0TBOAMMO€ HA OCBOCHHE l]pO(l)eCCI/IOHa.HI)HOFO

MOAYJIst

Bunx yuebnoii paboThl KonnuecTBo yacos

Bcero yacos

507

B ToMm uucie:

Ha ocBoenne MJIK.02.01 IIporpaMmmHbie M IPOrPaAaMMHO-
anmnapaTHble CpeACTBa 3alllUThl HH(POPMALNH

171

B toMm uucne, camocrositenpHas paboTa 15
Bo B3aumopeiicTBuu ¢ mpenogaBaTesieM: 156
DK3aMeHbI 6

Koncynbranuu 2

TeopeTnueckue 3aHATUSL 48
[IpakTrueckue 3aHATHS 70
KypcoBoe npoextupoBanue 30

Ha ocBoenne MJIK.02.02 Kpunrorpadguyeckue cpeacrsa

3alMThI HHpoOpMauuu 144
B Tom uncie, camocrosiTensHas pabora 10
Bo B3aumopeiicTBuu ¢ mpenogaBaTesieM: 134
DK3aMeHbI -

Koncynbranuu -

TeopeTnueckue 3aHATUSL 48
[IpakTrueckue 3aHATHS 86
VI1.02 YueOHast mpakTHUKa 72
I111.02 IIpon3BoaCTBEHHASI IPATHKA 108

DK3aMeH 10 MOAYJII0 12




2. CTPYKTYPA U COAEPKAHUE ITPO®PECCHUOHAJIBHOI'O MOAYJIA IIM.02 3AIIUTA THO®OPMALIMU B
ABTOMATU3UNPOBAHHbBIX CUCTEMAX ITPOI'PAMMHBIMHU U ITPOT'PAMMHO-AIIITAPATHBIMU CPEJICTBAMMU

2.1. Crpykrypa npodeccuonanbuoro moayJas [IM.02 3amura uHdpopManu B aBTOMATU3MPOBAHHBIX CHCTEMAX NMPOrPAMMHBIMH U
NMPOrpaMMHO-ANNAPATHBIMHU CPeICTBAMM

O0bem npodeccnoHATLHOT0 MOAYJIA, YAC.
Koabl HaunMeHoBaHus pa3iesnon 0O0neMm
npodgeccuoHAIbH npogeccuoHATbHOI0 MOAYJIS oOpasoBartenpHOli  |O0yuyenue mo MJIK, B uac
BIX 00IINX NMPOTrpaMMbl BCEro, 4YacoB B TOM 4HCJIe CamocTosITeIbH
KOMIIeTeHI Ui TeopeTHdecky as paborta Kypcosoii
X 3AHATHH | IPAKTHYECKUX npoexT
3aHATHI
MK 2.1-TIK 2.6; [MJK.02.01 ITIporpamMmMHBIE€ U TIPOTPAMMHO- 171 48 70 15 30
OK 1- OK 07 armapaTHbBIE CPEICTBA 3alTUTHI MHPOPMAITUU 148
MK 2.4, MJIK.02.02 Kpunrorpadudaeckue cpeacTna 144 48 86 10 -
OK 1- OK 07 BamuTel HHOOPMAITHH 134
MK 2.1-TIK 2.6; [YI1.02 YueGHas nmpakTuka - - - - -
OK 1- OK 07 72
MK 2.1-TIK 2.6; [[II1.02 ITpon3BoaCTBEHHAS MpaTHKa - - - - -
OK 1- OK 07 108
DK3aMeH 110 TPO(HeCCHOHATLHOMY MOIYITIO - - - -
12 4
BCEI'O
507 282 96 156 29 30

2.2. TemaTn4yeckui IJIaH U coaepxkanue npodeccnonanabuoro moayJasi [IM.02 3amura uagopmManum B aBTOMATU3HPOBAHHBIX
CHCTEeMAaX MPOrPAMMHBIMH M NPOTPAMMHO-ANNAPATHBIMY CPEACTBAMH

HaumeHnoBaHue pa3aesioB
Nnpo¢deccHoHATLHOTO
moayJasa (ITM),
MEKTUCHMIIIMHAPHBIX
kypcoB (M/JK) u Tem

ConepsxaHue y4eOHOro MaTepuaJia, NpaKTHYeCKHe 3aHATHS, CAMOCTOSITe/IbHAsI padoTa
o0yuarouuxcsi, Kypcopas padora (IpoeKr)

O0LeM yacoB

Konpl
KOMIIeTeHI]
ui,
¢opmupoBa
HHIO
KOTOPBIX
CIoco0CTBY
€T 3JIeMEHT




MJ/K.02.01. ITporpaMMHbIe M IPOrPAMMHO-ANNIAPATHBIE CPeICTBA 3aAIUTHI HH(OPpMANNH 171

Paznen 1. OcHOBHbIE IPUHIIMTILI MPOrPAMMHOI M POrpaMMHO-aNNAPATHOI 3aMTHI HHGOPMaHH

Tema 1.1. [Ipenmer u 3anaun (Copepxanmne 2 K 2.1 -
IIK 2.6
2 OK 1- OK 07

[IPOTPAMMHO- alMAPATHON  [ThenveT 1 3a1a4K IPOrPAMMHO-AIAPATHON 3alIUThI HHPOPMALMH
3aIMTHl UHPOPMAIIUK

OCHOBHBIE TIOHATHS IPOTPAMMHO-ANIIaPaTHON 3aIIUTHl HHQOpMaU

Kiaccudukalius METOIOB M CPEJICTB IPOrpaMMHO-aMNapaTHOM 3aIlUThl HH(POpMAIHH

Tema 1.2. CrangapTsl Coxnepxanue 8

OesonacHocTH HopMaTuBHBIE TIPABOBBIC AKTBI, HOPMATUBHBIC METOIMYECKUE TOKYMECHTBI, B COCTAB KOTOPBIX| MK 2.1 -
BXOAT TPEOOBAHMS U PEKOMEHIALMH T10 3aIIUTe HHPOPMAIIMU IPOTPAMMHBIMU U POTPAMMHO K 2.6

— ammapaTHBIMH cpeacTBaMu. [Ipoduimu 3amuThl MPOTpaMMHBIX U IIPOTPaMMHO-AIIapaTHBIX 4 OK 1- OK 07
CpPenCTB  (MEKCETEBBIX OKPAHOB, CPEJACTB KOHTPOJISL CHEMHBIX MAIIMHHBIX HOCHUTEJEH
MH(OPMAIUK, CPEJICTB TOBEPEHHOM 3arpy3KH, CPEICTB aHTUBUPYCHOI 3aiuThl). CTaHIapThI 110
BamuTe MHPOPMAIMHU, B COCTAB KOTOPHIX BXOMAAT TPEOOBAHUS M PEKOMEHIALMH 10 3AIUTE
MH(OpMAIMK POrPAMMHBIMHU U TIPOrPAMMHO-IAPATHBIMHE CPEICTBAMM.

B ToM 4HcJIe IPAKTHYECKHX 3aHATHI: 4

0030p HOPMATUBHBIX MPABOBBIX aKTOB, HOPMATHBHBIX METOAMYECKHX JIOKYMEHTOB MO 3aIlUTE
MHGOPMAITUH, B COCTAB KOTOPHIX BXOAST TPSOOBAaHUS M PEKOMEHIAIIMH TI0 3alUTe HH(pOpMaIuyl 4
MpOrpaMMHBIMA W MPOTPAMMHO-AIMAPATHBIMH ~ cpeAcTBaMu. Pabota ¢  copepkaHueM
HOPMATHBHBIX IIPaBOBHIX akToB. O030p cTaHmapToB. PaboTa ¢ comepxaHHeM CTaHIapTOB

Tema 1.3. 3amummennas Coaep:xanue 8

ABTOMATU3UPOBaHHAA
cucreMa

IABTOMAaTH3AIINS IIpolecca 00padboTKu HH(POPMALIUT 1K 2.1 -
[ToHsATHE aBTOMaTU3UPOBAHHOW CHCTEMEI. IIK 2.6
OcoOeHHOCTH aBTOMAaTH3UPOBAHHBIX CHCTEM B 3allIMIIIEHHOM HCIIOTHEHUH. OK 1- OK 07
OcHoBHbIe BUbI AC B 3aIIUIIIEHHOM WCIIOTHEHUU. 2
MeTo/p1 cO3aaHNs OE30MaCHBIX CHCTEM

IMeTomomorus MPOSKTUPOBAHMS FapaHTUPOBaHHO 3aMIIeHHBIX KC
/IrCcKpeIMOHHBIE MOACIIH

MaHaTHbIE MOAEIIH

TeMaTHKA NPAKTUYECKUX 3aHATHH 6

Yuer, 00paboTka, xpaHeHue u nepeaava uadopmanuu 8 AUC

OrpaHudeHue 10CTyna Ha BXOJ B CUCTEMY.

M nentudukanys v ayTeHTH(GHUKALMS [T0JIb30BaTEICH

IPazrpannueHue 10cTyna.

Peructparus coObITHA (ayuT).




KOHTpOJ'H: OCJIOCTHOCTHU JAHHBIX

'YHUYTOXKEHHE OCTAaTOYHON MH(OPMAIINH.

'Ynpasnenue nonutrukoit 6ezonacuoctu. lllabmonsl 6e30macHOCTH

Kpunrorpaduueckas 3amura. O630p nporpamm mu@poBaHUS JaHHBIX

'Ypapnenue monutukoit 0ezomacuocth. 111a0moHbI O€30IaCHOCTH

Tema 1.4. Conep:xaHue 1K 2.1 -
I[GCTH?I/IHI/BI/II)YIOH.IGC M CTOYHUKH 1eCTAOUIM3UPYIOIIETO BO3ACHCTBUS HAa OOBEKTHI 3aIlUThI 1K 2.6
BO3IICHICTBHE HA OOBEKTHI CrIocoGH BO3IEHCTBIA Ha MHOPMALIIIO OK 1- OK 07
SaLHTEL [TprYUHBI U YCIIOBUSI IECTAOUIM3UPYIOLIETO BO3IEHCTBUS Ha HH()OPMAIHIO

B ToM 4ncJIe MPAKTHYECKHX 3aHATHI:

PacripeiesieHrE KaHATIOB B COOTBETCTBHH ¢ HCTOYHUKAMH BO3IEHCTBHS Ha HH(OPMAIIHMIO
Tema 1.5. IIpuHIMnIB Coxnepxanue K 2.1 -
IPOrPaMMHO-ANIAPATHON  [TopgTHE HECAHKIIMOHUPOBAHHOTO J0CTYTIA K MH(OpMAaIuy 11K 2.6
BAIUTE! HH(OPMALIH OT OCHOBHBIE TTOAXO/BI K 3amure nHpopmanuu ot HCJJ, OK 1- 0K 07
HECAHKIIMOHMPOBAHHOTO Opranmsanys 10cTyna K (aiiiam, KOHTPOJIb JOCTYIIA ¥ pa3rpaHudeHnE JOCTYIa,
AOCTY1Ia MepapXu9IecKuii 1ocTyn K daitnam. Oukcarmst 10cTymna K daiinam

JTOCTYII K IAHHBIM CO CTOPOHBI MpoLEcca

(OCOGEHHOCTH 3alUTHI JaHHBIX OT n3MeHenus. llIndposanue.

B TOM 4mcIIe NPAKTHYECKAX 3aHATHIA:

Opranusanus 10cTyna K daiinam

O3HaKOMJIEHHE C COBPEMEHHBIMH IIPOTPAMMHBIMHE U TIPOr PAMMHO-AITAPATHBIMU CPEICTBAMU

samuTel or HC/J
Pa3zjen 2. 3aMTa ABTOHOMHBIX ABTOMATH3HPOBAHHBIX CHCTEM
Tema 2.1. OcHoBsl 3amuTel  (Coaep:kanune
ABTOHOMHBIX Pa6oTa aBToHOMHOM AC B 3aIIUIICHHOM PEKHME MK2.1-
ABTOMATU3MPOBAHHBIX CUCTCMIA iropytm 3arpysku OC. 1ITaTHBIE CpeCTBA 3aMBIKAHHS CPEIbI IK 2.6

Pacmmpenue BIOS kak cpencTBo 3aMbIKaHUs IPOTPaMMHOM Cpebl OK 1- OK 07

Cuctempl THIAa DJEKTPOHHBIA 3aMOK. O3 C MPOBEPKOM IEJIOCTHOCTH IMPOTPAMMHOU CpPEIEbI.
IMoustne AMJI3 (moBepeHHas 3arpy3Ka)
[TpuMeHeHNE 3aKIaI0K, HAITPABIICHHBIX HA CHIDKEHUE 3((EKTUBHOCTH CPEJCTB, 3aMBIKAIOIIHX

cpeny.

Tema 2.2. 3amuTa nporpamm

Coaep:xanue




OT U3y4YECHHUs M3yuenne u obpatHoe npoektupoBanue 110 K 2.1 -
Crioco6s! m3ydenus 110: ctatnaeckoe U IMHAMUYECKOE U3YICHUE IIK 2.6
3a1auu 3aIUTHl OT U3YYCHHUS M CIOCOOBI UX PEIICHHS OK 1- OK 07
3ammra OT OTIaJKH.
3ammTa OT TU3acceMOIUPOBAHIS
3aiura OT TPACCUPOBKHU 110 IIPEPHIBAHUSAM.
Tema 2.3. 3amura Coaep:xanue
MH(OPMAINH Ha MAIMHHBIX |B1ye n010cHOE MPOrPAMMHOE OGECTIEYEHHE KAk 0COObII BIJI pa3pylIAolyX BO3AeHCTBHil K 2.1 -
HOCHTCIIAX Knaccupukanus BpeJIOHOCHOTO MporpaMMHOro obecredenus. Cxema sapaxenus. CpencTsal IK 2.6
HEHTpaIA3aIiiu OK 1- OK 07
BpenonocHoro I10. IIpodpunakruka 3apaxenus. [lonck ciaenos aktuBHOCTH BpenoHocHoro 10,
Peectp Windows. OcHOBHEIE BeTKH, cojiepxainue nadopmarmto o BpeoHocHoMm [10.
/Ipyrue o0beKTHI, cofepkaiiie napopmaruio o BpeaoHocHom [10, ¢aitnsr prefetch.
uHpopmanuio o BpegoHocHoM [1O. [lpyrue oOBexTHl, coiepkammue HHPOPMALUIO O
BpenonocHoM [10, daitner prefetch. borners. [punmmn ¢yHxnuonnpoBanus. MeToabl
oOHapyxeHns. Knaccudukamms aHTHBHPYCHBIX cpencTB. CHTHATYpHBIH M 3BPHCTHYECKUH]
aHaN3. 3amuTa OT BUPYCOB B "pydHOM peknme"
OcHOBHBIE KOHIETILIUH [TOCTPOCHHUS CUCTEM aHTUBUPYCHOM 3aIIUTHI HA MPEANPHUIATUHH
B ToM 4HcJIe IPAKTHYECKHX 3aHATHIA:
[Mpumenenns cpencTs uccnenoBanus peectpa Windows Ui HAXOKIEHHS CIIEI0B AKTUBHOCTH
BpenonocHoro 110
Tema 2.4. 3amuta nporpamMm (Coaepxanmne K 2.1 -
1 TAHHBIX OT HecanKIMOHMpOBaHHOE KomupoBaHue nporpamMm kak thn HCJI. IOpuaudeckue acrekThl 1K 2.6
HECaHKITMOHUPOBAHHOTO OK 1- OK 07

KOITUPOBAHUA

HECaHKITMOHUPOBAHHOTO KOMHUpOBaHHs MporpamM. OOIee MOHSATHE 3alIUTHl OTKOTMPOBAHUS.
[MpuBsizka [IO k anmapaTHOMY OKPYXCHHIO W HOCHUTEISM. 3alllUTHBIC MEXaHWU3MBI B
COBpPEMEHHOM MPOrpaMMHOM oOecriedeHnn Ha mpuMmepe MS Office

B ToM unciie NPAKTHYC€CKUX 3aHATHI:

3aH.[I/ITa I/IH(l)OpMaLII/II/I OT HCCAHKINUOHUPOBAHHOI'O KOITMPOBAaHUSA C UCIIOJIB30BAHUCM
CHICIIMaJIM3UPOBAHHBIX
[MPOrpaMMHBLIX CPCACTB

3amuTHRIE MEXaHU3MBI B TIpuiiokeHusx (Ha mpumepe MSWord, MSExcel, MS PowerPoint)

Coaep:xanue




[MpoGnema 3ammThl OTYYXKIaeMbIX kKoMmoHeHToB [I9BM. MeTozp! 3ammTel nHGOpMAIUN Ha TIK 2.1 -

oTuykaaeMbix Hocutesix. [lundporanue. CpencTBa BOCCTAHOBICHHS OCTATOYHOM HH(pOpMALIHH. IIK 2.6

Co3nanue nocekTopHbeix 06pazoB HXKM/. IIpuMenenne cpeacTB BOCCTaHOBIICHUSI OCTATOYHOM OK 1- OK 07

uHQOpMaUK B CyOeOHBIX KPUMUHAJTUCTUYECKUX OKCIEPTH3aX W TMPH paccielOBaHUH|

mHIAeHTOB. HopMaTuBHas 0a3a, TOKyMEHTHPOBaHUE PE3yIbTaTOB. be3Bo3BpaTHOE yaleHNe

maHHBIX. [[pHHIINUIIBL U ATOPUTMBI.

B ToM 4ncJIe MPAKTHYECKHX 3aHATHI:

[TpuMeHeHne cpecTBa BOCCTAHOBICHHUS OCTATOYHOW HH(OpMaliu Ha npuMepe Foremost nn

aHajora

[IpuMeHeHre ciennaIn3NPOBAHHOTO IPOTPAMMHO CPEACTBA I BOCCTAHOBIICHUS YJAIEHHBIX

(haiiioB

[TpumeHeHne mporpamm AJs1 0€3B03BPAaTHOTO YAAJICHUS TaHHBIX

[MpuMeHeHre porpamMm ISl IUQPOBAHUS TAHHBIX Ha ChEMHBIX HOCUTEISIX
Tema 2.5. AnmapatHeie Coaep:xanue K 2.1 -
CPeNCTBA WICHTHOUKAUMH U TpeGopanus K alNapaTHbIM CpeACcTBaM HACHTH(HKALMA U Ay TeHTH(GUKALIH 0b30BaTeJell, [IK'2.6
ayTeHTU(DUKAIN NPHMEHACMBIM OK 1- OK 07
MOJIb30BaTEeIICH 5 D3 u ATIM/I3

YcrpoiictBa Touch Memory
Tema 2.6. Cuctemsl Conep:xaHue 1K 2.1 -
06Hapy>1<e}vm$1 arak f COB u COA, otnnuus B Gpyskuusx. OcHoBHBIE apxuTekTypsl COB 1K 2.6
BTOPIKCHIN Mcnonb3oBanue ceteBbix cHUpdepos B kauectse COB OK 1-0K 07

\AnmapatHelii komnoneHT COB

[Tporpammusrit komnornenT COB

Mogenu cucTeMBl OOHapyXeHus BTOpKeHuM, Kiaccudpukarus cucteM OOHapYKEHUs

BTOPKEHHH.

O6nHapyxenue curaaryp. OoHapyxenne anHoManuid. Jlpyrue MeTons1 00HapyKEHHS BTOPKCHHIA,

B ToM YHc/ie IPAKTHYECKHUX 3aHATHIA:

MopaenupoBaHue POBeACHUs aTaku. M3yueHne HHCTPyMEHTAIbHBIX CPEACTB OOHAPY KEHUSI

BTOPKEHU
Pa3nen 3. 3amuTa uHGopManuM B JIOKAJTbHBIX CeTAX
Tema 3.1. OcHOBBI ‘Conepmaﬂne K 2.1 -




MOCTPOCHHUA 3aIUIIICHHBIX

CCTI/I, pa60Tanu11/Ie MO0 TCXHOJIOTUU KOMMYTAallUX IMTaKCTOB

[IK 2.6

M3ydeHne pa3nuuHBIX CIOCOOO0B 3aKPHITHSA "OMAaCHBIX" TOPTOB

ceTeit Crek nmpotokojioB TCP/IP. OcoOeHHOCTH MapLIPyTH3AIHH. OK 1- OK 07
[TaTHbIC CpencTBa 3alUTH HHPOpMaIK cTeka npotokosos TCP/IP. 2
CpenctBa HMACHTUQHUKALIMKM M ayTCHTU(QHKAIMKW Ha pasHbBIX ypoBHsIX mnpotokona TCP/IP,
IMOCTOMHCTBA,
HEIOCTATKH, OTPAaHHYECHHSL.
Tema 3.2. Cpencrsa Coaep:xanue 6
oprannzaiun VPN BupTyanbHas yacTHas ceTh. OYHKIMHU, HA3HAYCHHE, TPUHIMI OCTPOCHHS MK2.1-
Kpunrorpaduueckue u Hekpunrorpaduiaeckue cpeactsa opranuzanuu VPN [IK 2.6
'YcrpoiicTa, oOpasyromue VPN. KpunromapiipyTu3aTop U KpUITOPUIBTP. 2 OK 1- OK 07
Kpunropoytep. [IpuHIuIG, apXxuTeKkTypa, MOAETh HAPYIITUTENS, TOCTOMHCTBA U HEOCTATKH
Kpunrodunstp. [IpuHIHIIEL, apXUTEKTYpa, MOAEIb HAPYLIUTENS, JOCTOMHCTBA U HEAOCTATKU
B ToM 4HncJIe NPAKTHYECKHX 3aHATHIA: 6
IPazBepTriBanme VPN. 4
IKonTtpoibHast pabora. 2
HTtoro 78
CamocTtosiTeqibHasi padoTal 6
Bcero| 84
Paznen 4. 3amura nundopManum B ceTsx o01Iero 10cTyna
Tema 4.1. OGecnieuenue Coaep:xanue 6 K 2.1 -
OesonacHocTH MeTob! 3amUTEl KHGOPMALMH TIPH paboTe B CETAX OOLIETO JOCTYIIA. 11K 2.6
MEHKCCTCBOLO MesxceTeBble skpanbl Thna firewall. JlocToMHCTBa, HEIOCTATKY, PEATU3YEMBIE OTMTHKH OK 1- 0K 07
B3aMMO/ICHCTBHUS 6e30MACHOCTH
Ocnosuble Tunbl firewall. CumMeTpuaHbie 1 HecuMMeTpuaHbie firewall.
Yposens 1. [lakeTHbIC QUIBTPHI 2
'YpoBeHs 2. @unbTpanus Ciryk0, MOMCK KITIOUEBHIX CIIOB B TEJI€ MTAKETOB Ha CETEBOM yPOBHE.
'YpoBens 3. Proxy-cepBepa IpHUKIaIHOTO YPOBHS
OIHOXOCTOBBIE H MYJILTUXOCTOBKIC firewall.
(OCHOBHBIC THITBI APXUTEKTYP MYJIbTUXOCTOBBIX firewall. TpeOoBaHuUs K KaXKIOMy XOCTY UCXOJs
13
APXUTEKTYPHI U BBHITOTHACMBIX (DYHKITUI
TpeboBanus 0 cepTUUKALMN MEKCETEBBIX SKPaHOB
B ToM YHcJie IPAKTHYECKHUX 3aHATHIA: 4
M3y4yenne u cpaBHenue apxutektyp Dual Homed Host, Bastion Host, Perimetr.
4




Pa3nes 5. 3amura nHgopmManuu B 6a3ax JaHHBIX

Tema 5.1. 3amura

Conep:xanue

uHpOpMaIK B 0a3ax JaHHBIX

(OcHOBHBIE TUIIBI YTpo3. Moaens HapyIIUTeNns

CpencTBa naeHTH(GUKAIUKN U ayTeHTUQHUKALWU. YTIpaBlIeHHE JOCTYIIOM

CpezncTBa KOHTPOJIS LIETOCTHOCTH MH(OPMAINHK B 0a3ax JaHHBIX

CpencTBa ayauTta 1 KOHTpossa 6e3onacHocTd. Kpurepun 3amumeHHocTy 6a3 JaHHBIX
[TpumeHeHne KpunTorpaguIeckux CpeacTB 3auThH HHQopMaly B 0a3zax JaHHBIX

K 2.1 -
IIK 2.6
OK 1- OK 07

B ToM unciie NPAKTHYC€CKUX 3aHATHI:

M3yuenne mexann3MoB 3amuThl CYBJl MS Access

N3ydenue mraTHbIX cpencTs 3amuTel CYBJ] MSSQL Server

Pa3znen 6. MOHUTOPUHI CHCT

€M 3allUThbI

Tema 6.1. MoHUTOPHHT

Coaep:xanue

CHUCTCM 3allIuThI

[TonsiTHe M 060CHOBaHHME HEOOXOAMMOCTH UCIIOIB30BAaHMSI MOHIUTOPHUHTA KaK HEOOXOIMMOM
KOMITOHEHTBI

cucteMbl 3amuThl HHGopManuu. OcoOeHHOCTH (HUKCAUU COOBITUH, MOCTPOCHHBIX HA Pa3HBIX|
[IPUHIIMIIAX: CETH ¢ KOMMYTAI[UeH COeTMHEHUM, CeTh ¢ KoMmMyTaluen nakeros, TCP/IP, X.25
Knaccupukanus otrciexuBaeMbix coObITHI. OCOOCHHOCTH MOCTPOCHUSI CHCTEM MOHUTOPHHTA.
McTounnkn WHQOpPMAmuM Uii MOHHUTOPHHIA: CETEBBIE MOHHUTOPBL, CTaTUCTUYECCKUE
XapakTepucTHKH Tpaduka depes3 MD, TmpoBepka pecypcoB OOIIEro  IOJIb30BAHUS.
Knaccugpukanus ceTeBbIX MOHHUTOPOB. CHCTEMBI yIpaBJIeHHs] COOBITUSIME HH(POPMAITHOHHOH]
oe3onacuoctu (SIEM). O630p SIEM-cucteM Ha MUPOBOM U POCCHHCKOM PBIHKE.

K 2.1 -
IIK 2.6
OK 1- OK 07

B ToM 4HcJIe IPAKTHYECKHX 3aHATHI:

M3y4yeHue u CpaBHUTENbHBIN aHAIN3 PACIIPOCTPAHEHHBIX CETEBBIX MOHUTOPOB Ha IIpUMEpE
Real Secure,
SNORT, NFR unu npyrux ananoros. [IpoBenenne aynura JIBC cereBbiM ckanepoM

Tema 6.2. 3yuenue mep

Coaep:xanue

BalUThl HHPOPMALIUH B
MH(QOPMAMOHHBIX CHCTEMAX

M3y4yenne TpeGoBaHui O 3a1uTe HHGOPMAIIUK, HE COCTABIIIONIEH rOCYIapCTBCHHYIO TaliHYy.
N3y4yenne
Metoanueckux qokymeHToB @CTOK 1o npuMeHEHHIO MEp 3aIUTHI.

B ToM unciie NPAKTHYC€CKUX 3aHATHI:

Ber6op Mep 3amuThl HHOOPMAITIH IS UX peaTn3aIiui B HHPOPMAIIMOHHOM crcTeMe. Brioop
COOTBETCTBYIOIIUX MPOTPAMMHBIX U TIPOTPAMMHO-AIIAPATHEIX CPEJCTB U PEKOMEHIANNH 110 UX
HACTpOMKe.

K 2.1 -
[IK 2.6
OK 1- OK 07

Tema 6.3. 3yueHue

Couepmamle. B Tom uncie NMPAKTHYCCKUX 3aHATHH:

K 2.1 -




COBPEMEHHBIX MPOrPaMMHO- |Y CTaHOBKA M HACTPOWKa KOMIUIEKCHOTO cpeacTBa Ha npuMepe SecretNetStudio (yueOnas
QIIapaTHBIX KOMIUIEKCOB.  [TMLEH3MsI) WM IPYTUX aHAJIOTOB. Y CTAHOBKA U HACTPOMKA MPOrPaMMHBIX CPEACTB OLIEHKU
BaLUIEHHOCTH U ayJuTa HHPOPMAMOHHON 0€30MacHOCTH, N3yYeHne QYHKIMIA U HACTPOHKa

[IK 2.6
OK 1-OK 07

peKUMOB paboTe! Ha mpuMepe MaxPatrol 8 unu apyrux ananoros. M3yueHne THIIOBBIX 4
permenuit s noctpoernss VPN ma mpumepe VipNet wiu apyrux aHanoros. M3yuenue
COBPEMEHHBIX CHCTEM aHTHUBUPYCHOH 3alllUThl HA IPUMEPE KOPIOPATUBHBIX PELICHUH.
Kaspersky Lab wim npyrux ananoros. M3yuenue pynkunonana u obnacreit mpumenenus: DLP
cucteM Ha pumepe Info Watch Traffic Monitor nim Apyrux aHaJIOroB.
Hroro 32
CaMOCTOSITeJIbHAS padoTal 7
KOHCYJIbTAIlUH 2
JK3aMeH| 6
Bcero 47
Tema 6.4 IlonroroBka K Conep:xxaHue 8
BBINIOJTHEHHIO KYPCOBOii BBeneHnue B KypcoByro paboTy: LI€IH U 3a1a4U, CTPYKTYpa.
patoThI Br1060p TeMbl: KpuTEpHUHU BEIOOPA, AKTYaJIbHOCTb. 8
[Touck 1 aHau3 JIMTEPaTypPhl: METOABI TOUCKA, OLICHKA HICTOUYHHUKOB.
CocraBieHue I1aHa paOoThl: OCHOBHBIE Pa3/Ielibl, JIOTHKA U3JI0KEHUS.
Hanmcanue TekcTa: CTUIMCTHYECKHE U CTPYKTYPHBIE 0COOEHHOCTH.
Odopmnenne paboTsl: TpeboBaHHUA K opopmieHuto, oudnuorpadusi.
[ToaroToBka K 3alllUTe: OCHOBHBIE MOMEHTBI, OTBETHI HA BOIIPOCHI.
KypcoBas padora| 30
Hroro 38
CamocTrosiTetbHasi padoTa) 2
Bcero 40

IIpuMepHas TeMaTHKa KYPCOBBIX padoT

1. ABToMaTu3anms mporecca 00padboTku KoHGHUAEHITHATBHON HH(DOpMAINH (Ha KOHKPETHOM IPUMEPE)
2. AHanu3 6€30MacHOCTH AJIEKTPOHHBIX IJIATEKHBIX CUCTEM (HA KOHKPETHBIX IIPUMEpax)

3. AmmapaTHBIC CpPeICTBA 3aIUTHI OT HECAHKITMOHUPOBAaHHOTO BXoaa Ha [I9BM

4. BoznelcTBHS IPOrpaMMHBIX 3aKJIaI0K Ha KOMITBIOTEPHI (Ha KOHKPETHBIX TPUMEpax)

5. 3amuTa KOMMepUecKOr TaiiHbI B oprann3anun Ha npuMepe OO0 (Ha KOHKPETHOM IPUMEPE)

6. 3a1nTa EPCOHANBHBIX JaHHBIX PaOOTHUKOB (Ha KOHKPETHOM IIpUMEpE)

7. IHTEeTpanus OXpaHHO-TI0XKAPHON CUTHAIM3AIIUN U CHCTEMBI BUJICOHAOIOICHHST B KOMIUIEKCHYIO

8. MonenupoBaHue 1 OLIEHKA CUCTEMbI HHPOPMALMOHHON 0€30MmacHOCTH (Ha KOHKPETHOM IIpUMepe)

9. O6ecnieuenue 6e3onacHoctu B CMS/CMF Drupal

10. OGecmieuenue 3amuThl WHOOPMAITMU TIPH Tepefade Mo KaHajaM CBS3H, C HCIIOJIB30BAaHHUEM IPOTPaAMMHO-AIMIAPATHBIX]
CPEJICTB 3aIIHTHI




11. Opranuzanus 3aIiuThl KOPIIOPATUBHOW HH()OPMAIMOHHON CHCTEMBbI (HAa KOHKPETHOM IPHMEPE) HAa OCHOBE THUITOBBIX|
[pereHui (Ha KOHKPETHBIX ITPUMEpPax)

12. Opranu3aryisi 3aIuThl IEPCOHATBHBIX JAHHBIX B OpPraHN3alU (Ha KOHKPETHOM MPUMEpPE)

13. Opranu3aryisi UCIOJIBL30BaHUS CPEACTB MEKCETEBOTr0 SKPAaHUPOBAHMSI B CUCTEME 3alUTHl HH(POpMAIUn

14. Opranusaiusi HCIONb30BaHUA LUQPOBBIX CEPTUPHUKATOB M DJICKTPOHHOH IU(PPOBON MOANMMCH MNPH OOCCICUCHUH
0€30IacHOCTH AJICKTPOHHOTO JOKYMEHTO000pOTa

15. Opranmzanuss NpOBepKH TepcoHala (HA KOHKPETHOM IIPHMEpE), HCIONB3YIOMIET0 B PaboTe KOH(HUICHIHATBHYIO
WHGOPMAITUIO C TPUMEHEHUEM TEXHIUUYECKUX U TIPOTPAMMHBIX CPEJICTB

16. Opranuzanus nporpaMMHON 3aIlUThl HTHQOPMAIIHOHHOW CUCTEMBI HAa OCHOBE BCTPOSHHBIX BO3MOXKHOCTEH COBPEMEHHBIX|
OTIepAIIIOHHBIX CUCTEM (Ha KOHKPETHOM MTPUMEPE)
17. OpraHu3arysi CHCTEMbl aHTUBUPYCHOM 3alTUTHI HH()OPMAIMOHHOW HHPPACTPYKTYPHI (Ha KOHKPETHOM IPUMEPE) Ha OCHOBE
OIIEHKH OTEYECTBEHHOTO M 3apy0eKHOTO phIHKA
18. Opranu3aiusi CHCTEMBI 3alUThl KOMIIBIOTEPHON HHGOPMAIUK TIPEIIPUATHS, OpraHu3any (Ha KOHKPETHOM MPUMEpE) Hal
OCHOBE €MHOT'0 KOHTPOJILHO-TIPOITYCKHOTO MYHKTa

19. OpraHu3aiusi CUCTEMBI 3aIMThI 3JICKTPOHHOI'O JOKYMEHTO000pOoTa (Ha KOHKPETHOM MIPUMEPE) U €€ aHaAIH3
20. Opraam3aiiiss CUCTEMBI 3alTUTHI AIEKTPOHHOTO JTOKYMEHTO00OpOTa (HAa KOHKPETHOM IPHUMEpPE) Ha OCHOBE NMPUMEHEHUS
PIEKTPOHHOI LMU(POBOH MOAMUCH

21. Opranu3zaius CHCTEMBbI PE3EPBHOTO KOIMMPOBAHUS TPU 00CCTIICUCHHUH 3aIUThl HHPOpMANUHY (Ha KOHKPETHOM MPUMEpPE)
22. OCHOBHBbIC NPHHLMUIIBI OpraHu3anuu 3amutel HHpopMmarmu or HCJl um obecrneueHus ee KOH(DUIACHIMAILHOCTH (Hal
KOHKPETHOM IIPUMEPE)

23. OueHka 3amIMIIEHHOCTH (Ha KOHKPETHOM TIpUMEpE) OT YTEUYKH pE4eBOH KOH(OUACHIMATBHOH WHQOpPMAaUu IO
AKYCTHYECKOMY M BHOPO-aKyCTHYECKOMY KaHajlaM

24. OnieHKa 3allUIICHHOCTH KOH(pHUACHIIMAIbHON HH(OpMaIuK (Ha KOHKPETHOM IIPUMEPE) OT YTEYKH 3a CYET HAaBOAOK Hal
TEXHUYECKUE CPEICTBA, CUCTEMbI U UX KOMMYHUKAIIUHU JIMHUSIM CBSI3U

25. OnieHka cooTBeTCTBUS MH(pOpMannonHoi 0e3onacHocTr CoepoOanka cranaapty banka Poccun CTO BP UBBC 1.02008

26. [IporpamMmMHO-aImapaTHEIA KOMITIEKC « AKKOPI»

27. IIporpammHo-anmnapaTHbid koMiieke Secret Net NT 4.0

28. IIporpaMMHO-anmapaTHRIN KOMILTEKC OLEHKH 3aIllUIEHHOCTH 0 KaHanam [IDMUH

29. [IpoekTHPOBaHKE OXPAHHO-TIOKAPHON CUTHATN3ANH (HAa KOHKPETHOM IIPUMEPE)

30. PazpaboTka KOMIUIEKCa MEpONPUSATHA MO OOHApYKEHHIO M IOWCKY BPEMEHHO OTKIIIOYCHHBIX YCTPOWCTB
HECaHKITMOHUPOBAHHOTO CheMa WH(GOPMAITUH B 3aIUIIaeMOM (Ha KOHKPETHOM IpUMEpE)

31. Pa3zpaboTka KOMITIEKCa MEPOIPHUATHH 10 OOHAPY)KCHHIO M TIOWCKY YCTPOMCTB Ml HECAHKIIMOHHPOBAHHOTO ChEMa
MHQOPMAITUH 10 PaJHOKaHATy B 3aIUINAEMOM ITOMEIICHUH (Ha KOHKPETHOM MTpUMEpE)

32.PazpaboTka KOMIUIEKCA PEKOMCHIAIMKA IO TEXHUYECKOH 3ammre KOHQUACHIMANbHON uHpOpManmud  Ha
ABTOMATHU3UPOBAHHBIX pa00OYMX MecTax (Ha KOHKPETHOM IpUMEpE)

33. CucteMa TEXHHYESCKOM U KPUIITOrpadrueCKOM 3aluThl IIEPCOHAIBHBIX JaHHBIX (Ha KOHKPETHOM IpUMEPE)

34. Pa3paboTka cucteMbl 0€30MacHOCTH WHPOPMALUK NIPEANPHUITUS (HA IPEMEpPE)

35. Cozmanue 3aIuuIeHHON ceTn Ha 6a3e mporpaMMHOro komiiekca VipNet (Ha mpumepe)




TpuMeEpe)

40. SA3bIK TpOrpaMMHUPOBAHUS

36. Cozmanue MoJenu MpOrpaMMHO-aNIIapaTHOrO CPEACTBA KpHITorpaduueckol 3amuThl MHpopManuu (Ha KOHKPETHOM|

37. Co3nanue Ciry>kObI 3aIIUThl HH(POPMAIIMY Ha MPEANPUITAN (Ha KOHKPETHOM IPUMEpPE)
38. Cpenctsa anmnapaTHoi noaaepkku Secret Net
39. VrpasiieHue puckamMu HHGOPMAIMOHHON 0€30MacHOCTH (Ha KOHKPETHOM IIPUMEPE)

Y Cpefla UCTIOMHEHUS TSI IPOTPaMMHUPYEMBIX aBTOMATH3UPOBAHHBIX KOHTPOJUIEPOB

TemaTnka camocToATebHON padoTel npu n3ydennn M/K.02.01

1. 3yueHue HOBBIX TEXHOJOTHI XpaHEHUS HHHOPMALIUH

2 CratucTHKa U aHAIKU3 KPYITHBIX yTe4eK HHPOPMAIIH 32 T0J

3. Ilouck uH(pOpMAIMU O HOBBIX BU/IAX aTaK Ha MHPOPMAILIMOHHYIO CHCTEMY

4 O0630p cOBpeMEHHBIX IPOrPaMMHBIX U IIPOrPAMMHO-AMNAaPaTHBIX CPEACTB 3aIlUTHI

S CpaBHHUTENBHBIN aHAJIN3 COBPEMEHHBIX TPOrPAMMHBIX U IPOTPaMMHO-aNNaPaTHBIX CPEJCTB 3aLTUTHI

BCEI'O no M/IK.02.01 171

MIK.02.02. KpunTorpadguieckue cpeacTBa 3alllUThI HHGOPMaUu 144 11K 2.4
BBeneHue Conep:xaHue 2 OK 1- OK 07

[Mpenmer u 3anaun kpuntorpaduu. Mctopus kpunrorpadun. OCHOBHBIE TEPMHUHEI 2
Pa3nen 1. MaTemaTuuyeckue 0CHOBBI 3a1IUTHI HH(OpMAMHU
Tema 1.1. Matematuueckue (Coaep:kanue 32 1K 2.4
OCHOBBI KpUIITOrpaduu IATITOPUTM GBICTPOTO BO3BEICHHUS B CTEIEHD 110 MOy 0. CpaBHEHHS IIEPBOi CTEIECHH. OK 1- 0K 07

UTuneiinbie 1uodaHToBEl ypaBHeHHs. Paciimpennsiii anroputM Epkinna. Kuraiickas Teopema 2

00 octatkax. CpaBHeHHs NepBoii cTeneHu. JInHelHpie tnodanToBH ypaBHEeHUs. PaciimpeHHbIit

anroput™M EBknmnna. Kuraiickast TeopeMa 06 ocraTkax.

[IpoBepka umcen Ha MPOCTOTY. ANTOPUTMBI T€HEpALWW MPOCTHIX dncen. MeToj TpoOHBIX

menenuii. Pemmero DparocdeHa. 2

PaznoxeHune yucia Ha MHOKUTENTU. AnroputMsl Gaktopuzanun. @akropuzanus @epma. Mero

Tlonnapaa.

IAITOPUTMBI ~ TUCKpeTHOTO  JiorapudmupoBanus. Meton Ilommapma. Meton  Iloppa.

ApudMendeckie omnepandyd Hal OONBIIMMH YHCIaMHU. OJUIMOTHYECKHE KPHUBBIE M HX| 2

MPUIIOKEHUS B KpunTorpaduu.

DIIEMEHTHI TEOPUH MHOXKECTB. | pyIImibL, KoJIbIIa, moiis. Jlenmumocts yrcen. [IpuzHaku qenuMocTy.

[IpocTeie u cocTaBHbIC yncia. OcHOoBHAsE Teopema aprubmeTHKH. HanOobIui o0Iuii 1eIuTe b, 2

BzaumHO mpocTeie uucia. Amnroput™m Epkiauma s Haxoxknenus HOJ. OtHoueHus

cpaBHuMocTH. CBoiicTBa cpaBHeHuid. MopnymsipHas apudmeruka. Kiaccel. Ilonnas o

nmpuBeAeHHas cuctema BeraeToB. Oyukmms Ditepa. Teopema depma-Diiepa.

B ToM YHc/ie IPAKTHYECKHUX 3aHATHIA: 24




[Mpumenenune anropurma EBknuaa amst Haxoxaenuss HOJl. Pemenne TnHEHHBIX 1HOGaHTOBBIX 4
paBHEHUN
IIpoBepka yucesn Ha MPOCTOTY
IPemienue 3aay ¢ 3JeMEHTaMU TEOPUH YKCETL. 18
Pasnen 2. Kiaccmueckas kpunrorpagust
Tema 2.1. Metossr Coaep:xanue 12
KpunTorpaduieckoro Knaccupukanus OCHOBHBIX METOJIOB KPUIITOIPahHIECKON 3aIIUThl. MeTOIbI CHMMETPUYHOTO 2 [K 2.4
BAILATEl HHOPMALIH i poBaHus OK 1- OK 07
[ugpst 3amenbl. [IpocTast 3aMeHa, MHOTroai)aBUTHas MOACTAHOBKA, MPOIIOPLIMOHAIBHBIN
mudp
MeToab! nepecTaHOBKH. TaOIu4Has epecTaHOBKa, MapLIPyTHAas IEPECTAHOBKA 2
["ammupoBanue. 'aMMupoBaHue ¢ KOHEUHOW U OSCKOHCUYHOW raMMaMu
B TOM 4yHcJIe NPAKTHYECKUX 3aHATHIA: 8
[TprMeHeHre KITAaCCHICCKUX MU(POB 3aMEHBI 4
[TpuMeHeHne KiIacCHYECKUX MHU(POB NepecTaHOBKH. [I[piMeHeHre MeTo1a TaMMUPOBaHHS 4
Tema 2.2. Kpuntoananus Coxnepxanue 14
OcHOBHBIE METOBI KpuTiToaHam3a. Kpunrorpadudeckne aTakm. 2 [IK 2.4
Kpunrorahudeckas CTOMKOCTb. AOGCOJIOTHO CTOMKHUE KPUIITOCHCTEMBI. OK 1- OK 07
[Mpunumne Kupkxodddcea. 2
[lepcrieKTUBHbIE HANpaBJICHUs KPUIITOAHAIN3a, KBAHTOBBIH KPUIITOAHAIU3.
B TOM 4yHcJIe IPAKTHYECKUX 3aHATHIA: 10
Kpunroananus mugpa mpocToi 3aMEHbI METOZOM aHAJIN3a YACTOTHOCTU CUMBOJIOB 4
Kpunroananus kiaccuueckux mMuppoB METOJOM IOJHOTO Niepebopa KIltoden 4
Kontponbnas pabota 2
Hroro 60
CaMOCTOSITeJIbHAS padoTal 3
BCEro 63
Tema 2.3. [Torounsie mudps! (Coaep:kaHue y4eOHOT0 MaTepuaJia 8 1K 2.4
11 [CHCPaTOpbI OCHOBHbIE TIPUHIIMIIBI TIOTOYHOTO mudposanus. [Ipumenenue reaeparopos [1ICY B 2 OK 1- 0K 07
[ICEBIOCITYYalHBIX YHCE kpurrorpadun
MeTo1pI ITOyUEHHUS MICEeBA0CTyYaiHbIX ochaenoBatensHoctei. JIKD, Mmetonq duboHauywu, 4
meton BBS.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA: 2




[Tpumenenue MetoaoB reHepanuu [1CH 2
Pa3nes 3. CoBpemeHHasi Kpunrorpagusi
Tema 3.1. Koguposanue CoaepsxaHue y4eOHOro MaTepuaJia 6
IPZHQ)OpMaHHH‘ Komuposanue nHpopManui. CHMBOILHOE KomupoBaHue. CMBICIIOBOE KOJTHPOBAHHE. 11K 2.4
OMIIBIOTCPH3ALIHA Mexanuzanus mudposanus. [Ipeacrarnenue nadopmMaiiuu B 1BoMuHOM kKoje. Tadauia ASCILL 2 OK 1- OK 07
hpOBaHHS. Kommnprorepusanus mudposanus. AnmnapatHoe U mporpaMMHoe mudpoBanne CTaHaapTU3ALMS
MpOrpaMMHO-aNIapaTHBIX KPUITOrpapUuecKX CUCTEM U CPelCTB. M3ydeHne cOBpeMEeHHBIX
OPOrpaMMHBIX U allapaTHBIX KpUOTOrpapUIecKUX CPEeICTB
B TOM umc/Ie MTPAKTHYECKUX 3aHATHIA: 11K 2.4
KonnpoBanue ua(GopMaIim OK 1-0K 07
M3ydenne peannzaluy KJIacCHYecKuX MHU(POB 3aMEHBI U IEPECTAHOBKHU B IPOTpaMMe 2
CrypTool unn anasore.
Tema 3.2. Cummerpruunsie  (Coaep:kaHue yueOHOT0 MaTepuasia 12 K 2.4
CHCTEMBI IH()POBAHIA Oo6mue cBenenns. CTpyKTypHas cXeMa CHMMETPHYHBIX KPUNITOTpahUIECKUX CHCTEM OK 1- 0K 07
OtedecTBeHHbIE anropuT™Mbl Marma u Kysneunk u ctagnaptsl 'OCT P 34.12-2015 u T'OCT P
34.13-2015.
Cummetpuunsie anroputMel DES, AES, 'OCT 28147-89, RC4
B ToM 4HncJIe NPAKTHYECKHX 3aHATHIA:
M3ydeHne nporpaMMHOHN pean3alii COBPEMEHHBIX CHMMETPHYHBIX N(POB
Tema 3.3. Acummetpuunsie (Coaep:kaHne y4eOHOT0 MaTepHaIa 12 [IK 2.4
CHCTEMBI IIH()POBAHHS KpunrocucteMsl ¢ OTKpHITEIM KitouoM. HeobpatumocTs cucteM. CTpykTypHas cxema 4 OK 1- 0K 07
mpoBaHUS C
OTKPBITHIM KJIFOYOM.
DJeMEHTHI TCOPHH YHCEI B KPUNTOTPa(Hu C OTKPBHITHIM KJIIOYOM.
B ToM 4HcJIe MPAKTHYECKHX 3aHATHI: 12
[TpuMeHeHne pa3NUYHBIX ACCUMMETPUYHBIX aJITOPUTMOB. 4
IM3ydeHre porpaMMHON pealin3aIiii aCHMMETPUIHOTO aropuTtMa RSA
Hroro 42
caMoCTosITeJIbHAsI padoTal 3
BCero 45
Tema 3.4. Conep:xaHue yueOHOr0 MaTepuaJia 10 1K 2.4




AyTeHTU(UKAIINS JaHHBIX.
DIIeKTpOHHAS TIOIITHCH

IAytentudukanus ganaeix. O6mie noustua. 1. MAC. OnHoHanpaBieHHbIE Xel-QyHKIIH.
IAITOPUTMBI
QpoBoii moamMCcH

OK 1- OK 07

B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA:

[TprMeHeHre pa3TUYHBIX QYHKIUH XSIIMPOBaHUs, aHAJIM3 OCOOCHHOCTEH Xemen

[TpumeHeHne KpunTorpaQuIeckux aTak Ha Xem-(QyHKIHIH.

M3ydeHne nporpaMMHO-anmnapaTHBIX CPEACTB, PeaTH3yIOMNUX OCHOBHBIE (yHKIKHU D11

Tema 3.5. AnropuT™msl
oOMeHa KITFOUEH U TTPOTOKOJIE]
ayTeHTU(UKALITH

Conep:xaHue yueOHOr0 MaTepuaJia

IATITOPUTMBI pacIpeieIeHUs KII0UYeh ¢ MPUMEHEHUEM CUMMETPUYHBIX U ACHMMETPUYHBIX CXEM
ITpoTOKOJIBI
ayreHTHuKayy. B3anmaas ayrentrdukanus. OQHOCTOPOHHSS ayTeHTHDUKAIUS

N N[N N D] &

[IK 2.4
OK 1-OK 07

B ToM 4ncJIe IPAKTHYECKHX 3aHATHI:

>N

[Tpumenenne npotokona Judpu-Xemamana 1yis oOMeHa KoYaMu MG POBaHHUS.

M3ydeHre MpUHIMITOB PabOThl MPOTOKOJIOB Ay TCHTU(UKAIIUHU C UCTIONb30BAHUEM JIOBEPCHHOMN
CTOPOHBI Ha
npumepe nportokosa Kerberos.

Tema 3.6. Kpunrozamura
WHGOPMAITUH B CETAX
nepeaayn JaHHBIX

CoaepsxaHue y4eOHOro MaTepuaJia

IAGoHeHTCcKOoe mudpoBanue. [laketHoe mmdpopanue. 3alyMTa IEHTPa FreHepalliy KIIIoUeH.
Kpunromapmpyruzatop. [laketHsiit uinbtp. Kpunrorpaduueckas 3ammra 6€cripoBOIHBIX
coeTMHECHMH B ceTax ctapmapta 802.11 ¢ ucmonp3oBanuem npotokoroB WPA, WEP.

K 2.4
OK 1- OK 07

Tema 3.7. 3ammra
WHGOPMAIUH B AIICKTPOHHBIX
[UIATEKHBIX CUCTEMAX

CoaepsxaHue y4eOHOro MaTepuaJia

K 2.4
OK 1- OK 07

[TpuHIHITEI PYHKIMOHUPOBAHUS JICKTPOHHBIX TUIATEKHBIX CUCTEM. DJICKTPOHHBIC
MIACTUKOBBIE KaPTHI.

[MepcoHanbHbIi HACHTHOUKAIMOHHBINA HOMED. [IprMeHeHre KpunTorpa@huIecKux MpOTOKOIOB
uist obecrieueHrst 0e30MACHOCTH JICKTPOHHONW KOMMEPITHH.

B ToM 4ncJIe IPAKTHYECKHX 3aHATHIA:

[MpuMeHeHNE ayTeHTH(PHUKAIIMY IO OTHOPA30BBIM MApoJIsiM. Pean3anus alropuTMOB CO3IaHUS
0JHOPA30BbIX MapoJieH.

Tema 3.8. KommprorepHas
cTeraHorpadus

CoaepsxaHue y4eOHOro MaTepuaJia

CkpbITas nepepava HHGOpPMaUU B KOMIBIOTEPHBIX cucTeMax. [Ipobiema ayTeHTHHKaIUH
MYJIbTHMEIHHHON MHPOpMANUU. 3alliTa aBTOPCKUX MpaB. MeTOabI KOMITBIOTEPHOM
cteranorpaduu. Lndppossie BoasHbIe 3HAKU. ANropuTMbl BcTpanBanus 1[B3

K 2.4
OK 1- OK 07

B ToM YncJie IPAKTHYECKHX 3aAHATHIA:

K 2.4




00630p 1 cpaBHMTENBHBIN aHanu3 cyniecTBytouiero 110 s BecrpanBanus LIB3 4
TubbdepeHInpoBaHHBIN 3a4eT. 2
Hroro 32
CaMOCTOSITeJIbHAS padoTal 4
Bcero 36
Bcero mo MJIK 02.02 144

OK 1- OK 07

TemaTnka camocTosATebHON padoThl npu n3yvyennu M/IK.02.02

1. Uctopus pa3Butus Kpunrorpadhuu

2. [IporpamMMHas peatu3aiys KIacCHUECKUX MUPPOB

3. OnTUMHU3anys METOI0B YaCTOTHOTO aHAIM3a MOHOAI(aBUTHBIX IIH(POB.
4. ITporpammHas peann3anus KJIacCu4ecKux mupoB

5. MeTonpl MeXaHU3alUHU IH(POBAHUS

6. Lludporoe npeacrapicHue pa3inuHbIX Gopm nHGOPMALTUH

7. AHAIIN3 COBPEMEHHBIX CHMMETPHUYHBIX KPUIITOAITOPUTMOB

8. AHaJTN3 COBPEMEHHBIX aCHMMETPUYHBIX KPHIITOAITOPUTMOB

9. IIporpaMMHas peanu3aiisi COBPEMEHHBIX KPUIITOAITOPHUTMOB

10. CpaBHUTEIHHBIN aHATN3 QYHKIIMHA XCIITUPOBAHMUS

11. Ayrentudukanus cooOIIeHui

12. 3aKk0HOAATEILCTBO B 001aCTH KPUNTOTpahUUeCKOH 3aIIUThl HHPOPMALUK
13. TlepcrieKTHBHBIC HAMPABJICHUS KPUIITOrpapuu

'Y4eOHas NpaKTHKA

Bunasl pador:

1. [IpuMeHEeHNE TPOTPAMMHBIX U TIPOTPaMMHO-AIIAPATHBIX CPEJICTB oOecTieueHns: HH()OPMAIIMOHHOW 0€301IaCHOCTH B
ABTOMATH3UPOBAHHBIX CHCTEMAX

2. JlnarHocTuka, ycTpaHEeHHE OTKa30B U 00ecIieueHre paboTOCTIOCOOHOCTH MPOrPaMMHO-AITIAPATHBIX CPEICTB 0OSCIICUCHHS
MH(OPMAILTHOHHOM 0€30IIaCHOCTH

3. Ouenka 3¢ (GeKTUBHOCTH IPUMEHSIEMBIX MPOrPaMMHO-AIIIAPaTHBIX CPEACTB 00eCeueHUs HH(POPMAIIMOHHON 0€30IMacHOCTH
4. CocTaBneHre TOKYMEHTAIMHU TI0 YUYeTy, 00paboTKe, XpaHEHUIO U Niepeaue KoHQUAeHIHaIbHOH HH(opMain

5. Mcnionp30oBaHre mporpaMMHOT0 o0ectiedeHust Uit 00padOTKH, XpaHEHUS B Niepeiaun KoH(puAeHInanIbHOH nHdopMaun
6. CocTaBieHHE MapIIpyTa ¥ COCTaBa MPOBEICHUS PA3TUYHBIX BUIIOB KOHTPOJIBHBIX MIPOBEPOK IIPH ATTECTALUH 00BEKTOB,
MOMEIIEHHH, TPOrPaMM, aJITOPUTMOB.

7. YcTpaHeHue 3aMedaHMid IO pe3ysibTaTaM MIPOBEPKU

8. AHaNM3 U COCTAaBIICHHE HOPMATHBHBIX METOJIMUECKHX JIOKYMEHTOB 110 00ecTiedYeHNn 0 HHOOPMAIIHOHHOW 0€3011aCHOCTH
MpPOTrpaMMHO- aIMapaTHBIMU CPEJICTBAMH, C YUETOM HOPMATHUBHBIX MTPABOBBIX AKTOB.

9. [IpumeHeHne MaTeMaTHUECKIX METOJIOB JJIsl OLEHKH KadeCcTBa M BRIOOpA HAMIYYILIEro MPOrpaMMHOTO CPeCTBa

10. YcranaBnuBaTh U HACTPAWBATh CPEJICTBA AHTUBUPYCHOW 3aIIUTHI B COOTBETCTBUH C TIPEIBIBISIEMBIMU TPEOOBAaHHIMHU
11. ITudposoe npeacTaBieHUe pa3andHbIX (GopM HHPOPMALIUU

72




12. AHanu3 COBpEMEHHBIX CHMMETPUYHBIX KPUIITOAITOPUTMOB
13. AHanu3 COBpEeMEHHBIX aCUMMETPHUHBIX KPUIITOAJITOPUTMOB
14. IIporpammHas peann3anus COBPEMEHHBIX KPUITOAITOPUTMOB
15. CpaBHUTENbHBIH aHATH3 QYHKIMN XEIMIMPOBAHHS

[Mpou3BoCTBEHHAS MPAKTHKA

Buabl padot

1. AHanu3 NpUHIMIIOB IOCTPOSHUS CHCTEM MH(DOPMAIIMOHHON 3aIUTHI TPONU3BOACTBEHHBIX MOAPA3ICIICHHUM.

2. TexHuuecKkas SKCILUTyaTaIlHs JIEMEHTOB MTPOrPaMMHON U alapaTHON 3alUThl aBTOMATH3UPOBAHHON CHCTEMBI.
3. Yyacthe B OUArHOCTHPOBAHHH, YCTPAaHEHHMH OTKA30B M oOecleueHHH pabdoTOCTIOCOOHOCTH IMPOTpaMMHO-aIMIapaTHBIX
CcpencTB ooecnieueHrsi HHPOPMAITMOHHONW O€30TIaCHOCTH;
4. Anamu3 3QQEeKTUBHOCTH MPUMEHSIEMBIX IIPOTPAMMHO-AIIAPATHBIX CPEICTB O0ecIeueHNsI TH)OPMAITHOHHOM 0€30MTaCHOCTH|
B CTPYKTYPHOM TIO/Ipa3/ieicHUH

5. Yuactue B obecrieueHn yuera, 00pabOTKH, XpaHEeHUs U Niepeiadn KOHQUACHITMATbHOH HH(opMarmn
6. IlpuMeHeHHEe HOPMATHUBHBIX TPABOBBIX aKTOB, HOPMATHBHBIX METOAMYECKUX JOKYMEHTOB TI0 OOCCIICUCHHIO
MHGOPMAITMOHHOM 0€30MMaCHOCTH MPOTPAMMHO-AIIIAPATHRIME CPEJICTBAMH MPH BBHIIOJHEHUH 33]1a4 IPAKTUKH.

108

IMoaroroBka Kk 3K3aMeHy, IK3aMeH 10 podeccuoHANBbHOMY Moay o 1TM.02

12

507

BCEI'O no IIM.02 3amuTa nHgopMaIuu B aBTOMAaTH3HPOBAHHBIX CHCTEMAaX MPOrPaMMHBIMH M IPOrPaMMHO-
annapaTHbIMH CPeACTBAMH




3. YCJIOBUSA PEAJIM3ALIUA ITPOI'PAMMBI TIPOPECCHOHAJIBHOT'O
MOAYJIA IIM.02 BAIIUTA THO®OPMAIIMU B ABTOMATU3NPOBAHHbBIX
CUCTEMAX ITPOI'PAMMHBIMH U ITPOT'PAMMHO-AIIITAPATHBIMUA
CPEACTBAMUA

3.1. s peaJu3anMu NPOrpaMMmbl NpodecCHOHATBHOIO0 MOAYJS JOJLKHBI OBITH
NpelyCMOTPEHbI cJIeyIolIHe cielHaTbHbIe TOMeleHns

JlaGopatopusi «IIporpaMMHBIX M NPOrPaAaMMHO-ANNAPATHBIX CPEICTB 3aLIHUTHI
uHpopmManumn»

OcHamienne kabuHetra cooTBeTcTBYeT ykazanHoMmy B OITOIT 10.02.05 OGecneuenue
nH(pOpMaMOHHON 0€30IMacHOCTH aBTOMATH3MPOBAHHBIX CHCTEM B COOTBETCTBUH C TaOIUIeH
Nel8 Ochamenne yueOHbIX KaOMHETOB, J1a00pPaTOPUi.

3.2. UnpopMannoHHOe oOecrnedeHne peaaTu3alu NPporpaMMbl

OcCHOBHBIC HCTOYHUKU:

1.Kazapun, O. B. IIporpamMMHo-anmapaTHble CpeACTBA 3alUThl WHPOpMALUU. 3aluTa
MPOTrPaMMHOTO OO€CTICUeHHs: y4eOHUK M TPAKTUKYM Il CPEAHETO MpodeCcCHOHAIBHOTO
obpaszoBanusi / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa: M3narensctBo FOpaiit, 2020. —
312 c.— (Ilpodeccuonansnoe obOpazoBanue). — ISBN 978-5-534-13221-2. — Tekcr:
anexTpoHHbIl / DBC FOpaiit [caiit]. — URL: https://urait.ru/bcode/449548.

JlonoJIHUTe/IbHbIE MeYaTHbIe MCTOYHUKM:

1.BaykoB, A.A. OcHOBBl HHGOPMAIIMOHHONW O€30MacHOCTH: 3amuTa WHOOpPMAIUH:
yuebHoe mocobue 1 cpeaHero npodeccuoHanbHoro oopasosanus / A. A. BHykoB. — 2-e u3n.,
ucrip. u jgom. — MockBa: M3patensctBo IOpaiit, 2020. — 240 c. — (IIpodeccuonanpHoe
obpazoBanue). — ISBN 978-5-534-10711-1. — Texkct: anekrponnsiii / ObC HOpaiir [caiit]. —
URL: https://urait.ru/bcode/456793

2Kazapun, O.B. OcHoBel uH(pOpMaMOHHOW  O€30MACHOCTU:  HAJEKHOCTh U
0e30macHOCTh ~ TPOrpaMMHOTO  o0ecriedeHusi:  y4eOHoe  mocoOue  JuIsi  CPeIHEro

npodeccuonansHoro  obpazoanmsi/  O. B. Kazapun, W. b. llybunckmii. —  Mockaa:
NznarensctBo FOpaiit, 2020. — 342 ¢. — (IIpodeccuonanproe obpazoanue). — ISBN 978-5-
534-10671-8. — Texcrt: AIIEKTPOHHBIN /! ObC IOpaiit [cauT]. —

URL: https://urait.ru/bcode/456792

Ilepuoauyeckue M31aHuA:

1. Chip/Uun: XypHan 0 KOMIBIOTEPHOW TEXHUKE Uil MPO(PECCHOHATIOB M OMBITHBIX
IIOJI30BaTeJICH;

2. 3amuTa napopmarmu. Mucaitn: MapopmManrnoHHO-METOJUUECKUH KypHAaI

3. UadopmarmonHas 6€30mMacHOCTh perMoHOB: HayuHO-pakTHYEeCKUH KypHAT

4. Bonpocsl  kubepOe3omacHocTd. Hayusblif, nepuoguueckuii, HHPOPMALMOHHO-
METOAMYECKHUH KypHa ¢ 0a30BO# crienanu3anuei B 00gactu nHGOPMAITMOHHOW 0€30MacHOCTH.
URL: http://cyberrus.com/

5. bezonmacHocTs MH(POpPMANMOHHBIX TexHOJMOTHH. I[leprogudeckuii pereH3upyeMblil
Hay4HbIi )xypHan HUAY MU®U. URL: http://bit.mephi.ru/

DJIEeKTPOHHbIE HCTOYHUKU:

1. CnpaBouno-nipaBoBas cucrteMa «Koncynprant [Lmrocy www.consultant.ru
2. CnpaBouHO-TIpaBoBasi cuctema «l apanT» » www.garant.ru

3. ®enepanbubiii mopTan «Poccuiickoe oOpazoBanne www.edu.ru



4. KOHTPOJIb U OHEHKA PE3YJIbTATOB OCBOEHMUSA
HNPOPECCHUOHAJIBHOT'O MOAYJIA IM.02 SAIIUTA UHOOPMAIIUUA B
ABTOMATU3UPOBAHHBIX CUCTEMAX IPOTPAMMHBIMHU U TIPOT'PAMMHO-
AIIIMAPATHBIMHU CPEACTBAMU

4.1 KoHTpPOJb M OLEHKA pacKpbIBAIOTCS 4Yepe3 IUCHMUIUIMHAPHBIE pE3yJIbTaThI,
YCBOGHHBIC 3HAHMS U MPUOOpETEHHBIE CTYACHTAaMHU YMEHUs, HallpaBlieHHbIE Ha (popMupoBaHHe
o0umx M npoecCHOHATbHBIX KOMIIETEHLIUH, OCYIIECTBISETCS MpenojaBaTeieM B Ipoliecce
YCTHBIX OIIPOCOB, TCCTHUPOBAHHUA, A TAKIKC BBIIIOJIHCHUA 06y‘-IaIOH_[I/IMI/IC$I HHIAWBUYAJIbHBIX
3aIaHUM, TPOEKTOB, UCCIIEAOBAHUM.

Konx 1 HaumeHoBaHue
npogeccHoHAJBHBIX U 00IIUX
KOMIIeTeHI U, popMupyemMbIe
B pAMKax MOAYJisl, pazaeJia

Kputepun oueHku

MeTtoanl OLIEHKH

[TK 2.1. Ocy1iiecTBasTh
YCTaHOBKY U HaCTPOUKY
OTENbHBIX MPOrPAMMHBIX,
MPOrpaMMHO- alllapaTHbIX
CPEIICTB 3alUThl HHPOPMAITUH.

JIeMOHCTpHUPOBATh YMEHUS U
[IPAKTUYECKUE HABBIKU B
[YCTAaHOBKE U HaCTpPOUKeE
OTIENBHBIX IPOTPAMMHBIX,
[IPOrpaMMHO-AMIapaTHBIX
CPEICTB 3aLIUThI
uHpOpMaIUU

TECTUPOBaHUE, TPOMEKYTOUHAS
aTTeCTAINS,

HK3aMEH KBATH(DUKAITMOHHBIH,
DKCIIEPTHOE HAOJIIOICHHE
BEITIOJTHEHUS JIA0OPATOPHBIX
paoor,

DKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS TPAKTUICCKUX
pabor,

OLIEHKA PEIICHUS CUTYallMOHHBIX
3ajiad, OIIeHKa TpoIiecca U
[PE3yIBTATOB BBITOJTHEHHS

BUJIOB pa0OT Ha MPAKTUKE

[1K 2.2. O0GecrieunBaTh 3aIUTy
MHpOpMaLIU B
ABTOMATH3UPOBAHHBIX CUCTEMAaX
OTJICTHHBIMU TTPOTPAMMHBIMH,
MPOrPaMMHO- aIllapaTHBIMU
CpeICTBAMHU.

JleMOHCTpUpOBaTh 3HAHUSA U
YMEHHS B 00eCTIeueHUN
3aIUTHl HHQOPMAITUHU B
ABTOMATHU3HPOBAHHBIX
CUCTEMax OTICJIbHBIMU
[POrPaMMHEIMH,
MPOrpaMMHO-aIIMapaTHbIMU
CpeacTBaMu

TECTHPOBAHUE, TPOMEKYTOTHAS
aTTeCTaIs,

HK3aMeH KBaTN()HUKAIMOHHBIMH,
DKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHEHUS JTA0OOPATOPHBIX
pabor,

DKCIIEPTHOE HAOJIIOICHHE
BBITTOJTHCHHU A NPAKTUYICCKUX
paoor,

OLICHKA PCIICHUA CUTYallUOHHBIX
3ajad, OI[CHKA Mporecca u
[PC3YJIbTATOB BBLINIOJIHCHUA

BHJIOB paOOT Ha MPAKTUKE

[1K 2.3. Ocy1iiecTBasiTh
TecTUpOBaHUE (DYHKITHI
OTJICTHHBIX MPOTPAMMHBIX U
MPOTPAMMHO- alllTapaTHIX
CPEIICTB 3alUThl HHGOPMAITHH.

BrinmonHenue nepevns pabot
10 TECTUPOBAHUIO (DYHKIIHI
OTIEIBHBIX POTPAMMHBIX U
MPOTPaMMHO-aIapaTHBIX
CPEJICTB 3alUThHI
nHpopMaun

TeCTUPOBaHUE, TPOMEKYTOUHAS
ATTECTalIM,

HK3aMEH KBATH(DUKAITMOHHBIH,
DKCIIEPTHOE HAOIIIOICHHE
BEITIOJTHEHUS JIA0OPATOPHBIX
paoor,

DKCIIEPTHOE HAOIIOIeHHE
BBITIOJTHECHUS ITPAKTUICCKIX
pabor,

OIICHKA PEIICHUS CUTYaIMOHHBIX
3ajia4, OIIeHKa TpoIiecca U
[PE3YJIBTATOB BBHITIOJTHECHHS

BUJIOB pa0OT Ha MPAKTUKEBUIOB




palboT Ha MPaKTUKE

[1K 2.4. OcyecTBisTh
00paboTKy, XpaHEHHE U
nepeaady HHGOpMaIuu
OTPaHHYEHHOTO JTOCTYyTIA.

[TposIBIIATH 3HAHUS, HABBIKU
yMeHus1 B 00paboTKe,
XPaHCHUH U Iiepeaye
MHGOpPMAIMK OTPAHUYEHHOTO
mocrtyma

TECTHPOBAHUE, TPOMEKYTOTHAS
aTTeCTaIs,

HK3aMeH KBaTH()HUKAIMOHHBIMH,
DKCIIEPTHOE HAOII0IeHIE
BBITIOJTHEHUS JTA0OPATOPHBIX
pabor,

DKCIIEPTHOE HAOJIIOICHHE
BBITTIOJTHCHHU A NPAKTUYICCKUX
paoor,

OLICHKA PCIICHUA CUTYyallUOHHBIX
3ajad, OI[CHKa Mporecca u
[PC3YJIbTATOB BBLIIIOJIHCHUA

BHJIOB paOOT Ha MPAKTUKE

[1K 2.5. Yan4TOX)aTh
nH)OpPMAITHIO U
HOCUTENIN MH(OPMAITIH C
MCII0JIb30BaHHEM
MPOTrPAMMHBIX U
MPOrpaMMHO-
ATIapaTHBIX CPE/ICTB.

JleMOHCTpanys aJropuT™Ma
MpoBeACHUS PaboT 1Mo
YHHUYTOXEHHIO HH(pOpMAIUU
1 HOCUTENEeH nHPOPMAIIHH C
MCTIOJIb30BAHUEM
MPOrPaMMHBIX U
MPOrpaMMHO-AIIAPATHBIX
CpEICTB

TECTUPOBaHUE, TPOMEKYTOUHAS
aTTeCTAIINS,

HK3aMEH KBATH(DUKAIMOHHBIH,
DKCIIEPTHOE HAOIIOICHHE
BEITIOJTHEHUS JIA0OPATOPHBIX
paoor,

DKCIIEPTHOE HAOI0IeHHE
BBITIOJTHEHUS TPAKTUIECKUX
pabor,

OLIEHKA PEIICHUS CUTYallMOHHBIX
3ajiad, OIIeHKa TpoIiecca U
[PE3yIBTATOB BBITOJTHECHHS

BUJIOB pa0OT Ha MPAKTUKE

[1K 2.6. OcyiecTBisTh
[PETUCTPAIIMIO OCHOBHBIX
COOBITHH B
ABTOMATU3UPOBAHHBIX
(nH(GOPMAIIIOHHBIX )
CUCTEMaXx, B TOM YHCIIE C
MCII0JIb30BaHUEM
MPOrPaMMHBIX U
MPOrpaMMHO-
ATnmapaTHBIX CPEICTB
OOHApYKEHUS,
MpeIyTPexKACHUS U
ITMKBUIAIIUH TIOCIIEICTBUN
KOMIBIOTEPHBIX aTaK

[TposiBIATH 3HAHUS U yMEHUS
B 3aILUTE
ABTOMaTU3UPOBAHHBIX
(MH(DOPMAITOHHBIX) CHCTEM
C UCIIOJIb30BaHUEM
MPOTPaMMHBIX U
[IpOrpaMMHO-aIIapaTHBIX
CpeACTB OOHApY KEHHS,
peaynpeKaACHUs U
ITUKBUAALNY TTOCIICACTBUI
KOMIIbIOTEPHBIX aTaK

TECTHPOBAHUE, TPOMEKYTOTHAS
aTTeCTaIs,

HK3aMeH KBaTN()HUKAIMOHHBIMH,
DKCIIEPTHOE HAOII0IeHHE
BBITIOJTHEHUS JTA0OPATOPHBIX
pabor,

DKCIIEPTHOE HAOJIOICHHE
BBITTOJTHCHHU A NPAKTUYICCKUX
paoor,

OLICHKA PCIICHUA CUTYyallUOHHBIX
3ajad, OI[CHKA Mporecca u
[PC3YJIbTATOB BBLINIOJIHCHUA

BHJIOB paOOT Ha MPAKTUKE
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ABTOHOMHAsI HEKOMMepP4YeCcKasi OpraHu3auus
npogdeccuoHaJIbLHOr0 00pa3oBaHuUs
«Konnenx uHGopManiuOHHBIX TEXHOJIOT il «KACIIU»
367013, r. Maxaukaina, np-kt. ['amumoBa, 371.18m
OI'PH: 1220500003580, MHH: 0572030404

PABOYASA ITPOI'PAMMA ITPO®PECCHOHAJIBHOI'O MOAYJIA

IIM.03 3ammTa nHpOPMaALH TEeXHHYECKMMH CpeICTBAMH

Cneunaabnoctb 10.02.05 Obecnieuenue nHGOpMANMOHHOM 0€30MIACHOCTH
ABTOMATU3HPOBAHHBIX CHCTEM
KBAJTM(PUKALMSA- TEXHUK M0 3amuTe HHGopMauuu

Maxauxkauga, 2025 r.



1. OBIIASI XAPAKTEPUCTHKA PABOYEN ITPOT' PAMMBI

IMPO®ECCHUOHAJIBHOI'O MOAYJIA IIM.03 3BAIIUTA THOOPMALIUN

TEXHUYECKHUMMU CPEJACTBAMHA

1.1. Heab 1 nuiaHupyeMble pe3yJbTAThbl 0CBOCHUS NMPO(ecCHOHAIBLHOT0 MOYJIA

B pesynbrate m3yueHus npodecCHOHAIBHOTO MOIYJS CTYACHT JOJKEH OCBOUTH BUJI
NeSTeNIbHOCTH 3amuTa nHGOPMALMN TeXHHYECKMMH CPeACTBAMM U COOTBETCTBYIOUIHE €My
npohecCHOHATBEHBIC KOMIIECTCHIINHN:

Ko HauMeHoBaHMe BH/IOB 1esITeJILHOCTH H NPO¢eCCHOHAJBHBIX KOMIIETEHMIA

B 3 3amuTa nHGOPMALUHM TeXHUIECKHMHU CPeACTBaMHU

K 3.1. OCyIIEeCTBIATh YCTAHOBKY, MOHTAX, HACTPOUKY U TEXHHIECKOE 00CITy)KMBaHHE
TEXHUYECKUX CPEACTB 3aILUThl HH(OPMALIUU B COOTBETCTBHHU C TPEOOBaHUSIMHU
PKCIUTyaTallHOHHOHN JOKYMEHTAIIHH.

TK 3.2. OCyIIeCTBIATE SKCIUTyaTAHI0 TEXHUUYECKUX CPEACTB 3aIUThl HHPOPMALIUH B
COOTBETCTBUHU C TPEOOBAHUAMU IKCIUIyaTallHOHHOMN JOKYMEHTALUH.

TK 3.3. OcCyIIeCTBIATS U3MEPEHUE MTAPaMETPOB MOOOYHBIX 3JICKTPOMArHUTHBIX H3TyYCHUH U
HABOJIOK, CO3/IaBAEMBIX TEXHUICCKUMHU CpeICcTBaMH 00paboTku nHpopMaIum
OrpaHUYEHHOT0 JOCTYIIA.

IK 3.4. OCyIIeCTBIATh U3MEPEHHUE MTapaMeTPOB (POHOBBIX IITYMOB, a TAKKE (PU3MUCCKHUX MOJIEH,
CO3/1aBaeMbIX TEXHUYECKUMH CPEICTBAMU 3aIUTH HHPOPMALIUH.

TK 3.5. Oprann3oBBIBaTh OTAENBHBIE paOOTHI 10 (PU3NUECKON 3auTe 00BEKTOB HH(OPMATU3AIH.

1.2. O01mue KOMIETEHIIUHU

Kon

HaumeHoBaHHe BH/IOB IeATEJILHOCTH U NPO(deccuoHATBHBIX KOMIIEeTEeH N

OK 1.

BLI6I/IpaTB CIIOCOOBI pelicHuA 3aaa4 HpO(l)CCCI/IOHaJIBHOfI ACATCIIBHOCTH, MPUMCHHUTCIIBHO K
[Pa3JIMYHBIM KOHTCKCTaM.

OK 2.

Mcnonb30BaTh COBPEMEHHBIC CPEJICTBA MOWCKA, aHAIN3a W WHTEPIPETAllui HHPOPMAIUH 1
WHGOPMAITMOHHBIC TEXHOJIOTUH JIJIS BHITTOTHEHHS 33,1a4 TPO(ECCUOHATBHOMN ESTSIIEHOCTH;

OK 3.

[TnaHupoBaTh U peaar30BBIBATH COOCTBEHHOE MPO(ECCHOHATBHOE M TUYHOCTHOE
pasBUTHE, TPEANPHUHAMATEIBCKYIO  JISITEIBHOCTh B  TpodeccuoHanbHOH  cdepe,
MCTIOJIh30BaTh 3HAHUS IO MPABOBOI M (PMHAHCOBOW IPaMOTHOCTH B Pa3IMYHBIX KU3HECHHBIX|
CUTyaIusx;

OK 4.

D} deKTHBHO B3aMMOACHCTBOBATh U padOTaTh B KOJUIEKTHBE U KOMaH/IC;

OK 5.

OCyIIEecCTBIATh YCTHYI0O W MUCHMEHHYI0 KOMMYHHKAIIMIO HAa TOCYJapCTBEHHOM S3bIKE C
[yI€TOM OCOOCHHOCTEH COIMAIbHOTO U KYJIbTYPHOTO KOHTEKCTA.

OK 6.

[TposBAATE TPAKTAHCKO-TTATPHUOTHIECKYIO MO3UITHI0, IEMOHCTPHPOBATH OCO3HAHHOE
MOBEJCHUE Ha OCHOBE TPAJAMIIMOHHBIX POCCHUCKHX AYXOBHO-HPABCTBEHHBIX IIEHHOCTEH, B
TOM YHUCJIE C yY€TOM TapMOHHU3ALMU MEKHAIIMOHATIBHBIX U MEXKPEIUTHO3HBIX OTHOIICHUM,
MPUMEHSTh CTAHAPThI AHTHKOPPYIIIHOHHOTO MOBEICHUS;

OK 7.

CopeiicTBOBaTh COXPaHEHHIO OKPYXKAIOIIEH CPEIbl, PECypcocOepeKeHHIO, TPUMEHSTh
BHaHUsI 00 W3MEHEHWHW KJIMMaTa, TPHHIUIBI OepeKIMBOTO TPOHM3BOACTBA, 3(PdeKkTHBHO
ITeHCTBOBAThH B UPE3BBIYAHBIX CUTYAIIHSX;




1.3. B pe3yabTraTe ocBoeHusI NP0 eCcCHOHAIBHOTO MOIYJISI CTYAEHT J0JIKeH:

NmeTh
MPaKTHYeCKH i
ONBIT

— YCTaHOBKH, MOHTaXKa ¥ HACTPONKHU TEXHUUECKUX CPEJICTB 3aIUTHI HH()OPMAIIUY;
— TEXHHYECKOIr0 00CITY)KMBaHUS TEXHUYECKUX CPEIACTB 3aIUThl HHPOPMAIIVH;

— IMPUMEHEHUS OCHOBHBIX THUIIOB TEXHUYECKUX CPEJICTB 3aIlUThl HH(OPMAIINY;

— BBISBJICHHS TEXHHUYECKHMX KaHAJIOB YTCUKH HH(POPMAIUH;

— yd4acTusi B MOHUTOPUHTE 3 (HEKTUBHOCTH TEXHUICCKHUX CPECTB 3alUThI
MH(pOpMAITUY;

— JAWArHOCTUKH, YCTPAaHCHUS OTKA30B U HEHCIPABHOCTEH, BOCCTAHOBICHUS
[PabOTOCTIOCOOHOCTH TEXHUIECKUX CPEACTB 3aIUTHI HH(OPMAITHH;

— mpoBeAeHHA u3MepeHuil napamerpoB [IOMUMH, co3maBaeMbIX TEXHHYECKHMH
cpeacTBaMu 00pabOTKKM MHPOPMAIIMHK TIPH aTTECTAllMH 00BEKTOB HH(MOpMaTH3AIIHH,
U1 KOTOPOH YCTaHOBJICH PEXUM KOH(PHUICHIMATLHOCTH, TIPH aTTECTAllH 00BEKTOB
nHpOpMAaTH3aMY 10 TpeOOBaHUAM 0€30MIaCHOCTH HH(OpMAaINK;

— TIPOBEJICHUST M3MEPEHUH MapaMeTpoB (DOHOBBIX IIYMOB, a TaKke (UINUECKUX
MoJieH, CO3/JTaBaeMbIX TEXHUISCKUMHU CPEICTBAMU 3aIUThI HH(GOPMAITUH;

— YCTaHOBKH, MOHTaXa M HACTPOWKH, TEXHUYECKOTO OOCITYKHUBaHHUS, TUATHOCTHKH,
YCTpaHEeHHUS OTKa30B M HEHCIPABHOCTEH, BOCCTAHOBJICHUS pPabOTOCIIOCOOHOCTH|
WHXEHEPHO-TEXHHIECKUX CPEJICTB (PU3UIECKON 3aIHTHI.

'YMeTh

— NPUMEHATh TEXHWYECKHUE CpPEACTBA JUISl  KPUNTOTPApUUSCKON  3aIIHTHI
nHpopMaIuu KOHGUICHITHAIBHOTO XapaKTepa,;

— NPUMEHATh TEXHUYECKUE CPEICTBA JJIs YHUUTOKEHUS MH(OPMAIUH U HOCHUTEIICH
nH(pOpMAaITHH;

— NPUMEHAThH HOPMATHUBHBIC IIPABOBHIC aKThl, HOPMATHBHBIE METOIUYCCKHE
NTOKYMEHTBI TI0 00ECIIEUESHHIO 3alTUThl HHPOPMAIH TEXHHYECKIMHU CPEICTBAMU;

— NPUMEHATh TEXHUYECKHUE CPEJCTBA [UIsl 3aIMUThl WHGOPMAIMM B YCIIOBUSX
MMPUMEHEHHUS MOOMIIBHBIX YCTPONCTB 00pabOTKH U TIepeady TaHHBIX;

— IIPUMCHATH CPEACTBA OXpaHHOﬁ CUTHaJIU3alun, OXpaHHOI'O TCJIICBUACHUA N CUCTEM|
IKOHTPOJIA U YIIPABJIICHUA JOCTYIIOM;

— IPUMEHATh MHXCHEPHO-TEXHUUYECKUE CPEJCTBa (DU3UUECKOW 3alUThl 00BEKTOB
nH(pOpMaTU3AIUU

3HATDH

— TOPSAA0K TEXHUYESCKOTO O0CITYKMBaHHUS TEXHUICCKUX CPECTB 3aIUTHI

nHpOpMaITHu;

— HOMEHKJIATYPY MPUMEHSEMBIX  CPEJCTB  3allUThl  WH(pOpMAIUU
OT HECAHKIIMOHUPOBAHHOM yTEUKH M0 TEXHUYECKUM KaHaaMm;

— (U3UYECKUE OCHOBBI, CTPYKTYPY U YCIOBHSI () OPMUPOBAHUS TEXHUIECCKUX KAHAIOB
yTedkn WH(OpPMAIUHM, CIIOCOOBI WX BBISBICHHS W METOABI OLEHKH OITaCHOCTH,
KJIACCU(UKAIUIO CYMIECTBYIOMUX (PU3NYCCKUX IMMOJICH W TEXHWYSCKUX KaHAJIOB
yTeUKH WH()OpMAINY;

— MOPSAOK YCTpPaHEHWS HEWUCHPABHOCTEH TEXHWYECKUX CPEACTB  3aIllHUTHI
MHGOPMAITUN U OPTaHU3AIMN PEMOHTA TEXHUYECKUX CPEACTB 3aIIUTHI
nHpOpMaITHu;

— METOJUKH HMHCTPYMEHTAILHOTO KOHTPOJIS 3P(PEKTUBHOCTH 3AIIUTH WH(OPMAITUH,
0OpabaThiBacMON  CpEJCTBAMH  BBIYHUCIMTEIBHONM  TEXHHMKM Ha  00BEKTax
nH(pOpMaTH3aINH;

— HOMCHKJIATYPYy ¥ XapaKTePUCTUKH anmnapaTypbl, UCIIOIB3YEMOU I U3MEPCHUS
napamerpoB [IDMUH, a Takke napaMeTpoB (POHOBBIX IIYMOB U (GU3UYSCKUX IOJICH,
CO3/1aBaEMbIX TEXHUYCCKHMHU CPECTBAMHU 3aIUTHl HHPOPMAIIHH;

| OCHOBHBIC IMPUHIHIIBI ﬂeﬁCTBHﬂ 1 XapaKTCPUCTUKU TCXHUUCCKUX CPCACTB




1.4. KosinyecTBO 4acoB, 0TBOAMMOE HA 0CBOeHHE NMPOGeCCHOHATBHOT0 MOTYJIS

Bup yuebHoit paboTh

KoanuecTBo yacos

Bcero yacos 402
B toMm uncne:

Ha ocBoenne M/IK.03.01 Texandeckasi 3aluuTa HHpoOpMannu 144
B toMm umcie, camoctositenpbHas paboTa 2
Bo B3anmoneiicTBHIH ¢ TIpenoiaBaTesieM: 142
DK3aMeHbI 3
Koncynpranmu 1
Teopetruueckue 3aHITUS 40
[IpakTrueckue 3aHATHSI 68
KypcoBoe npoextupoBanue 30
Ha ocBoenune M/IK.03.02 UHkeHepHO-TEeXHHYECKHE CPeACTBA 102
(usznyeckoii 3aMTHI 00bEKTOB HHPOPMATH3ANUH

B toMm umcie, camocrositenpHas paboTa 2
Bo B3anmoaelicTBIH ¢ TIpeno/iaBaTesieM: 100
DK3aMeHbI 3
KoHcynprammm 1
Teopernueckue 3aHATHSL 48
[IpakTnueckue 3aHATUSA 48
VI1.03 YueOHnas mpakTuka 36
[111.03 TIpou3BoACTBEHHAs TpaTHKA 108
DK3aMEeH 10 MOJTYJTIO 12
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2. CTPYKTYPA U COAEPKAHUE IMTPOPECCHOHAJIBHOT'O MOAYJIA IIM.03 3AIIIUTA THOPOPMALIUHN

TEXHUYECKUMU CPEJICTBAMMU

2.1. Ctpykrypa npodeccuonanbuoro moayJasi [IM.03 3amura uagopmMannm TeXHUHYECKUMU CPeICTBAMH

O0bem npogeccHOHAIBLHOT0 MOAYJIS, Yac.

Koabt HaumeHoBaHus pa3jiesioB Oo6bem
npo¢eccuoHaAIbHbIX npodeccHoHaJIbHOI0 MOAYJISI o0pa3oBaTebHOI Oo0yuyenne mo M/IK, B uac
001IMX KOMIIeTeHI i NMpOrpaMMbl Beero, B TOM 4HCIe CamocrosTes | KypcoBoii npoekT
4acoB bHasi paboTa
TeOpeTHYECKHX | MPAKTHYECKUX
3aHATHI 3aHATHI
MK 3.1 —TIK 3.5; M/IK.03.01 TexHudeckas 3aimura 144 40 68 2 30
OK 1 - OK 07 mHpOpMAITHN 138
MK 3.1 -TIK 3.5; MJIK.03.02 UnxenepHo- 102 48 48 2 -
OK 1 -0K 07 TeXHUYECKHE cpeacTBa Gpuznueckon 96
BamIUThl 00BEKTOB
mHGbOPMATH3AINH
MK 3.1 —TIK 3.5; 'VT1.03 YueOHas mpakTuka - - - -
OK 1 - OK 07 36
MK 3.1 —TIK 3.5; [11.03 ITponsBoacTBeHHAS - - - -
OK 1 -0K 07 [MpaKkTHKa 108
DK3aMeH 110 IPo(heCCHOHATTLHOMY - - - -
MOTY IO 12 4
BCET'O 402 234 88 116 8 30
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2.2. TemaTn4yeckuii IiiaH u coaepxkanue npodeccunonanbuoro moayJas [IM.03 3amura nuapopmMannu TeXHHYECKUMH CPeICTBAMHU

HaumeHoBaHue pa3esioB U TeM CooTBeTCTBYIOII
npogdeccuonaabuoro moayJst (IIM), ue
MEKTUCHUIIIMHAPHBIX CoaepsxaHue yueOHOr0 MaTepuaJia, NpaKTHYeCKUe 3aHATHSA, caMoCcTosiTe/IbHasi padoTta] O0bem  |(mpodeccuoHaIbH
kypcoB (MIK) odyuamuuxcsi, KypcoBasi padora (mpoexT) 4acoB ble KOMIIETEH U
MJ/K.03.01 Texunueckas 3amuTa nHGOpMaIH 144
Pa3nes 1. Konnenunusi HH:KeHePHO-TeXHUYECKOH 3alIUTBI HHPOPMAIMH
Tema 1.1. [Ipenmer u 3anaun Coxaepxxanue 2 MK 3.1-
TEXHUYECKOM 3auThl MHGopMaiu  [IpeaMeT W 3amaud TEXHHYCCKOW 3aluThl HHPOpMAIMU. XapaKTePHUCTHKA HHXEHEPHO- 2 MK.3.4 OK 1 - OK]|
TEXHUYCCKOW 3aIlMThl HHPOpPMAIMM Kak o0JIACTH HH(POPMAIMOHHOW O€30MacHOCTH, 07
CrcTeMHBIH TIOIXO/ MPH PEIICHNH 3a7ad MHKEHEPHO-TEXHUYECKOW 3aIUThl HHPOPMAIIHH.
OCHOBHBIE MAPAMETPBI CUCTEMBI 3L THl HHPOPMAIHH.
Tema 1.2. O01mue nmoaoxeHus Coxaepxanue 2 MK 3.1-
BaIMTH HHPOPMALNH TEXHUIECKUMH [3aaud ¥ TPeOOBaHUS K CHOCO0aM M CPEACTBAM 3alIUThI WH()OPMALMH TEXHUYECKHMHU| 2 IMK.3.4 OK 1 - OK
CpeIcTBaMu cpenctBamu. [IpHHIMIIBI CUCTEMHOIO aHaIM3a NMPOOJEM HH)KEHEPHO-TEXHUUYECKOH 3alllUTh] 07
uHpopmanun. Knaccudukanus crmocoboB U CpeACTB 3alUThl HHPOPMAaLIUH.
Pa3nen 2. TeopeTnyecKkue 0CHOBbI MH/KEHEPHO-TEXHUYECKOM 3a1IMTHI MH(poOpManuu
Tema 2.1. OcobenHoct Coaepixanue 4 MK 3.1-
MHDOPMAIIMH KAK TPEIMETa 3AUMTHL |()coGermocTn MHGOPMAIMN KAK TPEAMETA 3amuThl. CBOHCTBA HHpOpMAIMH. Buisl, 2 [1K.3.4 OK' 1 - OK
MCTOYHUKHU W HOCHUTEINH 3aluiaeMoi nHpopManuu. JleMacKupyronme Npu3Hakid 00bEeKTOB 07
HAOJFO/ICHNS, CUTHAIOB U BemiecTB. [loHsTHE 00 omacHOM curHajie. MICTOYHHKH OTMacHBIX|
curHanoB. OCHOBHBIE U BCIIOMOTATEIbHBIE TEXHUYECKHUE CPENCTBA, M cHUcTeMbl. OCHOBHBIE
PYKOBOJSIIME, HOPMATHBHBIE M METOAWYECKHE JOKYMEHTHI MO 3auure WHQOpManuu M
MPOTHUBOJCHCTBUIO TEXHUUECKOUN pa3BeiKe.
B ToM YHcJie IPAKTHYECKHUX 3aHATHIA: 2
Copmep)kaTeNbHBI aHaJN3 OCHOBHBIX pPYKOBOIAIINX, HOPMAaTHUBHBIX M METOJUYECKHX|
IMOKYMEHTOB I10 3alUuTe HHPOPMALIUU U TPOTUBOJCHCTBUIO TEXHUIECKOH pa3BeIKe.
Tema 2.2. TexHUUECKUE KaHABI Conep:xaHue 4
YTECUKH [MousiTie U 0cOOCHHOCTH yTeukn HHpopmaru. CTpyKTypa KaHajla YTeUYKH HH(GOpPMAIUH, 2 MK 3.1 - IIK 3.5;
MHGOPMAIUH Knaccudukaiys CyIecTBYIOMMX (U3NICCKUX IOJCH M TEXHUYSCKHX KaHAJIOB YTEUKH| OK 1 - OK 07

mHQopMaluy. XapakTepUCTHKA KaHaJIOB yTeuku nHpopManun. ONTH4YecKre, aKyCTHIECKHE,
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PATHORJICKTPOHHBIC W MaTePHALHO-BEIICCTBCHHBIC KaHANBI YTCYKH WHGOPMAIUH, UX
XapaKTepUCTHKA.

B TOM 4McIe NPAKTHYECKAX 3aHATHI: 2

VYTpo3bl nHPOpMaLMOHHON 0€30MacHOCTH 2 MK 3.1 -IIK 3.5;
Tema 2.3. Metoapl u cpelcTBa Conep:xaHue 4 OK 1 -0K 07
TCXHIIECKON pa3BCIIKN Knaccupukanus TEXHUYECKMX CPEICTB pa3BEIKH. MeTombl M CpEACTBA TEXHHYECKOM 2

pasBenku. CpencTBa HECAHKIMOHUPOBAHHOTO JjocTyma K uH(opmanuu. Cpenctsa o

BO3MOKHOCTH ONTHYECKOM Pa3BEIKH.

CpeicTBa IMCTAHIMOHHOTO CheMa HH(POPMAIIHH.

B TOM 4McIe NPAKTHYECKAX 3aHATHI:

Opranu3aiys aTTeCTAINH BRIICICHHOTO TOMEIICHHSI 110 TPeOOBAaHUAM O€30TIaCHOCTH 2

MHQOpPMaLIUH
Pa3nes 3. ®u3nvecKkue 0CHOBbI TeXHUYECKOH 3aIIUTHI HH(POPMALMHA
Tema 3.1. ®usnuecKkre OCHOBBI Conep:xaHue 4 K 3.1-
yTCHKH Dusnueckie  OCHOBBI  MOOOYHBIX  JJIEKTPOMATHUTHBIX —~ W3MYyYEHHH W HABOJOK. 2 [1K.3.4 OK 1 - OK
MH(bOPMAINH 110 KaHaIaM H069qHHX AKyCTODJIEKTpUYECKHE TpeoOpasoBanus. IlapasuTHas TeHEpamus pajrOdIEKTPOHHBIX] 07
PJICKTPOMATHATHBIX U3NMYHCHUA U \cpenctp, Bubl apasHTHBIX CBA3EH M HaBOJOK. DU3HMUECKHE SBIICHNS, BBI3BIBAIOLINC YTEUKY|
HABOTIOK MH(OPMAIINH 110 [ETISIM JIEKTPOIIMTAHNS U 323CMIICHHS.

B ToM 4HncJIe IPAKTHYECKHX 3aHATHIA: 2

M3mepenue mapameTpoB GU3NUECKUX TOIEH 2
Tema 3.2. ®uznyeckue npoueccel  |(Conep:kaHue 4 MK 3.1 -IIK 3.5;
[P HONABJICHUH OTIACHBIX CUTHAJIOB |CxpriTie peueBoii MH(OPMAIUK B KaHANIAX CBA3H. 1101aBjIeHIE OMACHBIX CHTHAJIOB 2 OK 1 -OK 07

AKyCTODJIEKTPUYECKUX TPe0Opa3oBaHuil. DKpaHUPOBAHUE. 3allyMIICHHE.

B TOM 4McIe NPAKTHYECKAX 3aHATHI: 2

3ammTa anmapaTypsl OT dJICKTPOMArHUTHBIX TTOJICH 2
Pa3nes 4. CucteMbl 3aIUTHI OT YTeYKH HHGOPMAUH
Tema 4.1. CrcteMsl 3aIIUTHI OT Coaep:xanue 4 MK 3.1-
yTeuKH HHDOPMAIH 110 TeXHUUECKUE CPEICTBA AaKyCTHYECKOM pasBelKd. HemocpencTBEHHOE MOICTYINIMBAHUC 2 [1K.3.4 OK 1 - OK
AKYCTHICCKOMY KaHaiy 3ByKOBOM uH(popmMamuu. [IpocnymirBanie MHPOPMALUU HANPABICHHBIMH MHKPO()OHAMH, 07

CucreMa 3alIUTBI OT YTEYKH IO aKyCTHYECKOMY KaHaiay. HOMEHKIarypa MpUMEHsSEMbIX

CPElNCTB 3amuThl MHAOPMAIMKM OT HECAHKIMOHUPOBAHHOMW YTEUKH IO AKyCTHYECKOMY]

KaHay.

B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 2
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3aIuTa OT YTEUKH 110 aKyCTUIECKOMY KaHaTy 2
Tema 4.2. CrcTeMsbl 3alIUTHI OT Coxnepxanue 4 MK 3.1-
YTeuki HH(OPMAIH 110 IPOBOAHOMY [y paGoTsl MuKpodoHa U TeneoHa. VCMONb30BaHHE KOMMYHHKALMI B KauecTBe 2 [1K.3.4 OK 1 - OK
KaHalty COEIMHUTENBHBIX MPOBOAOB. HernacHas 3amuch uHpOpMaimu Ha IUKTOPOHBL CHCTEMBI 07

3amuThl OT IMKTO(GOHOB. HOMEHKIATYpa MPUMEHSEMBIX CPENCTB 3alIUTh MHYOPMAIUH OT]

HECAHKIMOHMPOBAHHON YTEUKHU MO IIPOBOJHOMY KaHaIy.

B ToM YncJie IPAKTHYECKHX 3aAHATHIA: 2

CHCTEMBI 3aIIUTHI OT YTEYKH MH(YOPMALIMK 110 IPOBOIHOMY KaHaTy 2
Tema 4.3. CucteMbl 3aIIUTHI OT Coaepixanue 6 MK 3.1-
YTeukH HHOpMAIH 110 DIIEKTPOHHBIC CTETOCKOIBI. JlasepHble CHUCTEMbI MOJACAYIIMBAHUA. | MIPOAKYCTHUECKUE 2 [1K.3.4 OK 1 - OK
BHOPALOHHOMY KaHaIy npeobpaszoBaresn. CUCTEMBI 3aIIUTHI MHPOPMAIUK OT YTEUKH 10 BUOPAIIMOHHOMY KaHaIy. 07

HomeHKaTypa NMpUMEHSEMBIX CPEICTB 3alUThl HHPOPMALMK OT HECAHKI[MOHMPOBAHHOM

TEYKH N0 BUOPAIIMOHHOMY KaHAJy.

B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 4

3aiuTa OT YTEUKH 110 BUOPOAKyCTHYSCKOMY KaHaly 4
Tema 4.4. CricTeMbl 3aIIUTHI OT Coaepixanue 4
yTeuKH HHDOPMAIH 110 IMpocnymusanre uHGOpMamuu oT paauoTencdoHoB. IIpociaymmBanue MHGOPMALMHU OT 2 K 3.1 —-TIK 3.5;
PJICKTPOMArHUTHOMY KaHaTy pabotaroieii anmnapatypsl. [IpocnymmBanue vHGOPMALMU OT paauo3akiagok. [IpueMHUKY] OK 1 - OK 07

MH(OPMAIMK ¢ PaaMO3aKIanoK. [IpocnymmBanue MHGOPMAIMKM O MACCHBHBIX 3aKJIaIKax.

CHCTEMBI 3aIUTHI OT YTEYKH TI0 JIEKTPOMArHUTHOMY KaHainy. HoMeHKatypa npumMeHseMbIx|

CPEJICTB 3alUTHl MHYOPMAIMK OT HECAHKIIMOHUPOBAHHOM YTEUKH 10 3JIEKTPOMATHHUTHOMY

KaHay.

B TOM 4Mcie NPAKTHYECKAX 3aHATHI: 2

Ornpenenenre kananoB yreuku [I9MIUH. 3ammTa OT yTeUKH 110 METsIM JISKTPOTIUTAHMS | 2

zasemiienus. MTorosas KOHTposibHas pabora.

Hroro 42

Tema 4.5. CrcteMbl 3alIUTHI OT Coaepixanue 16 MK 3.1-
YTeuKkH uH(popMauyu 1o KOHTAaKTHBIH ¥ OECKOHTAKTHBIA METOJbI CheMa UH(POPMAIMH 3a CUET HEMOCPEICTBEHHOTO 2 [1K.3.4 OK1-OK
TeneOHHOMY KaHay MOAKITIOUEHHs K Tesedonnoit muaun. Hcnons3oBanne MukpodoHa TenedOHHOro ammapara 07

MpH TIOJIO)KCHHON TeneOoHHON TpyOke. YTeduka WH(GOPMAITMH IO COTOBBIM IICTISIM CBSI3H.

HomeHKIaTypa NMPUMEHSEMBIX CPEICTB 3aIMThl MHPOPMALMKM OT HECAHKI[MOHMPOBAHHOM

TEUYKH N0 TeAePOHHOMY KaHAIY.

B TOM 4Mcie NPAKTHYECKAX 3aHATHI: 14

TeXHUYECKUE CPEICTBA 3AIUTHI HH(POPMAIUH B TENEPOHHBIX JIMHUAX 4

[TpociymrBanue HHPOPMALMK OT pabOTaIOLIEH anmapaTyphl 4
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MHQOpPMaLUH

MOPSZOK ITPOBEACHISI TEXHUYSCKOTO O0CTYKUBAHHS CPEJICTB 3AIIUTHI HH()OPMAITIH.

'Y cTaHOBKa M HACTPOWKA TEXHUYCCKUX CPEJCTB 3aIUThI HHpopMalyu. J[marHocTrka,
[YCTpaHEHHE OTKa30B ¥ BOCCTAHOBJIEHHE Pa0OTOCIIOCOOHOCTH TEXHHUECKUX CPEJICTB 3AIIUTHI
uHpopMaruu. OpraHu3aius pPEMOHTa TEXHUYECKUAX CPEIICTB 3alIUThl HH()OPMAITUH.

HpOBC,I[eHI/IC aTTCCTalluH 00BEKTOB I/IH(I)OpMaTI/IBaI_[I/II/I.

CHCTEMBI 3aIIUTHI OT YTEUKHU [0 3JIEKTPOMATHUTHOMY KaHAJIy 6
Tema 4.6. CricTeMbl 3aIIUTHI OT Coaep:xanue MK 3.1-
YTeukn HHOpMAIH 110 Hu3K04aCTOTHOE YCTPOWCTBO CheMa MH(pOPMALMH. BBICOKOYAaCTOTHOE YCTPOHCTBO ChEMA 2 [K.3.4
PJICKTPOCETCBOMY KaHaTy uHpopManuy. HoMeHKIaTypa NPUMEHSEMBIX CPEACTB  3alIUThl  MHOPMALMH  OT

HECAHKIIMOHUPOBAHHOMN YTEUKHM 10 SIEKTPOCETEBOMY KaHAIY.

B TOM YHCJIe NPAKTHYECKHX 3AHATHIA: 4

CHCTEeMBI 3aIIUTHI OT YTEUKH WH(OPMAITHH T10 JIEKTPOCETCBOMY KaHAITY 4
Tema 4.7. CucTeMBI 3alIUTEI OT Conep:xaHue 6
YTEUKH HH(OPMALIIH 110 TeneBU3MOHHBIE CUCTEMBI HaOIIOAeHUS. [IpuOOPHI HOUHOTO BHAEHHS. CUCTEMBI 3aIUTHI 2
ONTHYECKOMY KaHAITy HHGOPMAITHH TIO

ONTHYECKOMY KaHaIly.

B ToM 4HncJIe IPAKTHYECKHX 3aHATHI: 4

CHCTEMBI 3aIUTHl OT YTEUKH UH(POPMALMH 110 ONITUYECKOMY KaHAITy 4
Paszzen 5. [IpuMeHenne ¥ JKCILIYyaTAlMs TEXHUYECKHX CPEICTB 3alUThl HH(pOopManuu
Tema 5.1. [Ipumenenne Texanueckux (Coaep:kanue 14 MK 3.1 -IIK 3.5;
CPEICTB 3alUThI MHOPMALIMHI TexXHUYECKUE CPECTBA Ul YHUUTOKEHHs MHPOPMAIMK M HocuTeneil nadopmanuy, 6 OK 1 —OK 07

MOpPAZI0K NpuMeHeHus. I1opsA10K NpUMEHEH s TEXHUYECKHUX CPEICTB 3allUThl HHPOPMALMH

B yCIOBUSX IIPUMEHEHHS MOOUIBHBIX YCTPOMCTB 00pabOTKH M Iepeiaul JaHHbIX.

[MpoBeeHne N3MEPEHHI TTAPAMETPOB MOOOYHBIX JIEKTPOMATHUTHBIX U3 Ty4€HUN U HABOJIOK,

CO371aBAEMbIX TEXHUUECKUMH CPEICTBAMH 3aIIUTH MH(POPMAIUK, TIPU HPOBEICHUH

arTecTanuu 00bekToB. [IpoBeeHne u3MepeHuii napaMeTpoB (JOHOBBIX IIYMOB U

(M3MYECKHX TTOJIEH, CO31aBAEMBIX TEXHUIECKUMH CPEICTBAMH 3AIIUTH MH)OPMAIIUH.

B TOM YHCJIe NPAKTHYECKHX 3AHATHIA: 8

TemaTrka yueOHBIX 3aHATHI (OpMHUpPYETCs 00pa30BaTEbHOM OpraHu3auei 6

CaMOCTOSITENEHO

KonTtpoinbHas pabora 2

HTroro 42

Tema 5.2. DxcrutyaTanus Coaepixanue 20 MK 3.1 -IIK 3.5;
TEXHUMCCKUX CPENCTB 3allATRI DTansl SKCIUTyaTaluK TEXHHYECKHUX CPEJICTB 3alMThl HH(popManun. BUbL, cofepsKanue u 2 OK 1-0K07
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B ToM 4HncJIe IPAKTHYECKHX 3aHATHIA: 18
[MpuMeHeHne TeXHUYECKUX CPEACTB 3alIUThl HH(POPMAIUU 6
OKCIUTyaTaIHsl TEXHUYECKHX CPEACTB 3aIUThl HHPOpMALUH 6
Y cTaHOBKA M HACTPOWMKA TEXHMUYECKHUX CPEJICTB 3aLIUTHl HHPOPMAIHH. 6
Hroro 20
Tema 5.3. [loaroroBka K Conep:xaHue 4
BBINIOJHEHHIO KYPCOBOii paGoThl  BpeneHue B KypPCOBYIO paboTy: LIeJH U 3aJla4H, CTPYKTYpa.
Bb160p TeMBI: KpUTEPHUU BBIOOPA, AKTYalIbHOCTb.
[Touck u aHaU3 NTUTEPATYPhl: METOABI IOUCKA, OLIEHKA HICTOUHHUKOB.
CocraBneHue 1u1aHa paboThl: OCHOBHBIE pa3/ielbl, JIOTHKA H3JI0KEHHS. 4
Hanmcanue TekcTa: CTUIIMCTHYECKUE U CTPYKTYPHBIE 0COOEHHOCTH.
OdopmieHue paboThl: TpeOOBaHMs K 0OpMIICHHUIO, OHOIHorpadus.
[TonroToBKa K 3allUTE: OCHOBHBIE MOMEHTHI, OTBETHI Ha BOIIPOCHI.
KypcoBas padora 30
Hroro 34
CamocrosiTenbHasK paﬁoTai 2
KoHncyabTanum
IK3aMeH 3
Bceero mo M/IK.03.01 144
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TemaTHka KypcoBoro npoekra (padorsI)

P a3pa60TKa KOMIIIEKCHOM CUCTEMEI 3alIUThI I/IH(l)OpMaL[I/II/I B KaOMHETE PYKOBOAUTECIIA NPCANIPUATHUA.

PazpaboTka npeanoxkeHnit Mo co31aHII0 CUCTEMBI 3aIUThl HH(YOpMAIUK B TeIC()OHHBIX KaHAIAX CBSI3U MPEIIPUSITHS

Pa3paboTka crcTeMbl 3alUThI IEPCOHANBHBIX JJAHHBIX B JOMIKOJIBHOM 00pa30BaTEIbHOM yUPEKICHUH
Pa3paboTka cucTeMbl 3aIUThl IEPCOHATBHBIX JJAHHBIX B TIPS IIPUSTHS

Pa3paboTka cucTeMbl KOHTPOIS M YIIPABICHHUS JIOCTYTIA B MPENPUSTHS

Pa3paboTka KOMITTIEKCHOH CUCTeMBI HH()OPMAITHOHHOM 0€30ITaCHOCTH B TIPEITPUATHS

PazpaboTka cucTeMbl OXpaHHO-TIOXKAPHOW CUTHATTU3AINH TPEATTPUSITHS

PazpaboTka cucTeMbl BUICOKOHTPOISI M CUCTEMBI KOHTPOJIS U YIIPABJICHUS JOCTYIIA B CTPAXOBOM KOMIaHUU
MojiepHu3alyst aHTUBUPYCHOW 3aIIUATHI TIPETPUSTHSI

Cucrems 3amuThl HHPOpMAUU B MOCKOBCKOM METPOIOIUTCHE

Pa3paboTka cucTeMbl KOHTPOJIS U YIIPABJICHUS JOCTYIA HA TIPEIPUATHE

Pa3paboTka crcTeMbl KOHTPOIIS M YIIPABICHHUS JIOCTYTIa Ha CTaTHOHE

Pa3paboTka oxXpaHHO-ITOKAPHOW CUTHAIU3AIMH JIJTsl ”HTEPHET-Mara3uHa

Pa3paboTka KOMIUIEKCHOM CHCTEMBI 3allIUTH HH()OPMAITUU B KAOUHETE PYKOBOAUTES MPEATPUITHS
Pa3paboTka cucTembl 3aIUThl HHPOPMAITUH OT aKyCTUUECKON pa3BEKH B KAOMHETE PYKOBOJAUTEIS TPEATIPUSTHS
Pa3paboTka crcTeMbl 3alUThI IEPCOHANBHBIX JJAHHBIX B YaCTHOM IITKOJIE

MonepHu3aIyisi CHCTEMbl BUICOKOHTPOJISI, CHCTEMBI KOHTPOJISL M YIPABJICHHUSI TOCTYTA HA CTaTUOHE
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18. PazpaboTka Mosienu CUTYAIMOHHOTO [IEHTPa YIIPaBICHUs HHPOPMAIIMOHHON 0€30MaCHOCTH JIOTUCTHYECKON MPEIITPUITUS
19. PazpaboTka crcTeMbl 3anuThl HHOOPMAITIH OT yTEUeK 10 KaHajlaM ITOOOYHBIX AJICKTPOMArHUTHBIX M3TYYCHHH ¥ HABOIOK
B KaOMHETE PYKOBOIUTEINS MIPEIITPHUITHS

20. MonepHu3anus CUCTEMBI KOHTPOJISI U YIIPABJICHUS JOCTYIIOM Ha IpeanpusTue BHenpeHne OHOMETPUIECKON CUCTEMBI

KOHTPOJIS AOCTYyIIa

TemMaTHKa caMOCTOSATEILHOI padoTsl npu usydennu MJIK.03.01

1. CucremaTnueckas mpopadoTKa KOHCIICKTOB 3aHSATHH, yIeOHON U CIICIUABHON TEXHUYECKOM JIUTEePaTyphl (10 BOIPOCcaM K
naparpadam, raaBaM y4eOHBIX TOCOOHH, COCTABICHHBIM MPETIOaBaTEIICM )

2. [loAroroBKa K MpakTUIeCKUM paboTaM C UCTIONB30BAaHHEM METOJMUECKUX PEKOMEHIAIUI MpernoiaBaress, ohopMIICHHE
mabopaTOpPHO- MPAKTUIECKUX pabOT, OTIECTOB K UX 3aIIUTE

3. CoznaHue BUPTyalbHON MaIlMHbI

4. YcTaHOBKA OMEPAITMOHHON CHCTEMBI

5. AHamm3 xypHaia ayaquta OC Ha pabodeM MecTe.

6. M3yyeHne aHanUTHYECKHX 0030pPOB B 00JIACTH MIOCTPOSHHS CUCTEM 0€30MaCHOCTH ONEPAIIIOHHBIX CHCTEM.

7. CucremaTruecKkas mpopad0oTKa KOHCIIEKTOB 3aHSATHH, y4eOHO! U CIICIIUABHON TEXHUYECKOM IUTEePaTyphl (10 BOIPOCcaM K
naparpadam, TJiaBaM yIeOHBIX TOCOOH, COCTABIICHHBIM IIPETIOAaBATEIIEM )

8. [lonroToBKa K MPaKTUYECKUM PadOTaM ¢ UCIIOJIb30BAHUEM METOAMYECKUX PEKOMEHAAINI TIperoiaBaTesis, opopMiicHIe
mabopaTopHO- MPAKTUYECKUX padOT, OTYSTOB K MX 3aIlHTE.

9. PaboTa Hax KypCOBBIM ITPoeKTOM (paboToi): TIIaHMPOBAHKE BEITIONHEHUS KYPCOBOTO IMTPOEKTa (paboThI), OTIpEeIICHIE 3a1a4
paboTHl M3ydeHNe TUTEPATYPHBIX HCTOYHUKOB, IPOBEACHNE TPEAPOCKTHOTO UCCIIETOBAHUS

10. M3yueHne OCHOBHBIX OIEpanuii MPOBEACHUS TEXHUIECKOTO 00CITY)KUBAaHNS WH)KCHEPHO-TEXHIUUECKUX CBOMCTB (pr3mueckoit
BaIIUuTHI

11. Pa3mernienne mepuMeTPOBEIX CPEACTB OOHAPYKEHUS HA MECTHOCTH

12. CamocCTOSITETFHOE U3yUEHHUE MOPSJIKA JOMYCKa HA OXPaHsSEeMbIe 00BEKTHI

MJ/K.03.02 MH:keHepHO-TeXHHMYeCKHEe CpecTBAa (PU3N4eCKOM 3aINThI 00bEeKTOB HHPOPMATH3AIUH 102
Pazpnean 1. IlocTpoenne u 0CHOBHBIE XapAKTEePHCTHKHU HH/KEHEPHO-TEXHUYECKUX CPelcTB (PU3NUYECKOMH 3a1UThI
Tema 1.1. Llenau u 3agaun Coxaepxanue 10 MK 3.1-
(prsraeckofi sauTE 06beKTOB (XapaKTepUCTHKH MOTEHLIMAIBFHO OMAacHbIX 00BekToB. Coiep)kaHue W 3a1aud (PU3MYECKOH 1017K3 4 OK1-0K
pHbOpMaTH3ALIY BamuThl 00beKkTOB HH(popMaTrn3anuu. OCHOBHBIE MTOHITHS WHXEHEPHO-TEXHUYECKUX CPEACTB 6
(buznueckoit 3amutel. Kareropupopanue 00beKTOB HHPpOpMaTH3aMi. MoIe/b HAPYIITUTEIs]
1 BOSMOXHBIE ITyTH M CIIOCOOBI €0 MPOHNKHOBEHUS HA OXpaHAeMbIi 00beKT. OcOOCHHOCTH|
3ajad OXpaHbl Pa3IUYHBIX TUIIOB OOHEKTOB.
B TOM 4yHcJIe NPAKTHYECKUX 3aHATHIA: 4
XapakTeprucTHKa 0ObEKTa 3aITUTHI 4
Tema 1.2. O6mme Coaep:xanue 10 MK 3.1-
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OO0IMe TPUHIHUIE OO0eCTieueHUs] 0e30MacHOCTH O0BEeKTOB. JKM3HCHHBIN UK CUCTEMB]
(buzuueckod 3amuThl. [IpHHIMIB MOCTPOCHUS HHTCTPUPOBAHHBIX CHUCTEM OXPaHbL
Knaccugukaius 1 coCTaB MHTETPUPOBAHHBIX CHCTEM OXpaHbl. TpeOOBaHUS K WHKCHEPHBIM
cpenctBaM  (Qu3MUecKON 3amuThl. VH)XCHEpHBIE KOHCTPYKIMU, TPUMEHICMbIE s
[peIOTBPAIICHNS IPOHUKHOBEHHUS 3JI0YMBIIUICHHUKA K HCTOYHHKAM HH(GOPMAIHH.

MK.3.4 OK 1 - OK]|
07

B ToM unciie NPAKTHYC€CKHUX 3aHATHIM:

IAHAITH3 HOPMATHBHO-TTPABOBOM 0a3bl (PU3NUECKOM 3aIUThI. GOpMUpOBaHUE TPEOOBAHHIA K
(hu3nuecKOi 3amuTe 00beKTa

Paznen 2. OcHOBHbIE KOMIIOHEHTHI KOMILJIEKCA HHKCHEPHO-TEXHHYECCKUX CPEACTB (l)n:mqeucoﬁ 3aIIMThI

Tema 2.1 Cuctema oOHapyKEeHUS Coaepixanue K 3.1 —IIK 3.5;
KOMILTCKCA HHKCHCPHO-TEXHUICCKUX |1y dhopmanmoHHbIe OCHOBBI MOCTPOEHUS CUCTEMBI OXPAHHOM curHanusaimu. Hasnauenwe, OK'1-0K07
CPeNCTB PU3MIECKOH Al ThI KnaccuUKals TEXHHYECKUX CPEJCTB OOHapy:keHMs. I1ocTpoeHHe cHCTeM 0becreueHus

OezomacHOoCcTH 00BekTa. [lepuMeTpoBEIe cpencTBa 0OHAPYKCHHS: Ha3HAUCHHE, YCTPOHCTRO,

npuHIMI aeiicTBusi. OOBEKTOBBIE cpeicTBa OOHApy>KEHHS: Ha3HAYEHHE, YCTPOHCTBO,

MPUHLINI IUCTBHUA.

B ToM YHc/ie IPAKTHYECKHUX 3aHATHIA:

IMOHTaX IaTYMKOB MOKAPHOW ¥ OXPAaHHON CUTHAJIH3aluN
Tema 2.2. Cucrema Coaepixanue MK 3.1-
KOHTPOJI M YIPaBICHUA NOCTYHOM  INfecto cucTeMbl KOHTpons M ympasienus noctynoM (CKY]]) B cucteme obecriedeHus TK.3.

MHGOPMAITHOHHOM OK 1 -0K 07

0esonacHoctu. Ocobennoctn moctpoenuss u pasmemiennss CKY. Crpykrypa u cocras

CKVY .

[Mepudepuiinoe obopynoranue U Hocuteau nnpopMmaiuu B CKY /. OcHOBBI MOCTpOCHHS U]

npuHIMe pyHkunonupoBanus CKVY/I. Knaccupukanus cpencts ympaBieHUS JOCTYIIOM.

CpenctBa uACHTH(PUKALMM W ayTeHTUQHUKAIMU. MeTOAbl YAOCTOBEPEHHS JIMYHOCTH,

npumensieMbie B CKY]l. OOnapykeHHe METaJUTMYECKUX MPEIMETOB U PaJAHOAKTHUBHBIX|

BEIIECTB.

B ToM YncJie IPAKTHYECKHX 3aHATHI:

PaccMoTpeHre NpUHIKIIOB YCTPOCTBA, pabOTHI M MPUMEHEHHUS anmapaTHBIX CPEICTB

ayTeHTU(UKALITH

[Tonb3oBarens. PaccMoTpeHre IPUHIUIIOB YCTPOUCTBA, paOOTHI U MPUMEHEHHUS CPEICTB

KOHTPOJISL AOCTYTIA
Tema 2.3. Cuctema teneBusnonHoro (Coaep:kanue K 3.1-
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HaOII0IeHUS \AHasoroBele Y IU(POBBIE CUCTEMBI BUACOHAOMIOAEHUS. HaszHaueHne cHUcTeMB] MK.3.4 OK 1 - OK]|
TeleBU3MOHHOTO  HaOmiomeHusi. (CocTaB  CHUCTEMBl  TEJEBU3MOHHOTO  HAOIIOICHWMS. 4 07
Buneoxkamepsl. OObekTuBbl. Tepmokoxyxu. [loBopotHeie cucrembl. WHppakpacHbie
OCBETUTENH. J|eTeKTOPHI ABIKEHHSI.
B ToM Yuc/ie IPaKTHYECKHX 3aHATHIA: 2
KontponpHas pabora 2
Bcero 42
Tema 2.4. Cucrema coopa, Coxaepxanue 20 MK 3.1 -IIK 3.5;
00paboTKH, OTOOpaKeHHs 1 Knaccugukanus cuctembl cbopa 1 00paboTku uHpopmarmu. Cxema (HYHKIIHOHUPOBAHHS 2 OK 1-0K07
JIOKYMEHTHPOBAHIS HHPOPMATIMH  loyyerempr cGopa 1 06paboTKH MHGOPMAITHH.
BapraHTBl CTPYKTYp HOCTPOEHHsI CUCTEMBI cOopa U 00paboTku WHpOpMaLuu. YCcTpoiicTBa 4
0TOOpaXeHHUs 1 JOKyMEHTHPOBaHUs HHPOPMAaLIUH.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 14
IPaccMoTpeHre TpUHIKIIOB YCTPOCTBA, pabOTHI M MPUMEHEHHUSI CHCTEMBI cOOpa U 12
00paboTKN HH(POPMAITHH.
IPaccMoTpeHre NPUHIIUIIOB YCTPOCTBA, pabOThI U MPUMEHEHHUS CPEJICTB BHICOHAOIIOICHHS. 2
Hroro 20
Tema 2.5 Cuctema Bo3aeiCTBUS Conep:xaHue 14
Haznavenwe n kiiaccuukaIms TEXHHIECKUX CPEICTB Bo3mercTBrsI. OCHOBHEIE TIOKA3aTEIH 4 OK 1-0K 07
TEXHUYECKUX CPEICTB BO3CHCTBHSL.
B ToM 4ncJIe IPAKTHYECKHX 3aHATHI: 10
Ha3znauenne u knaccurkanns TEXHUIECKUX CPEACTB BO3IACHCTBHA 4
Be160op 11 000cHOBaHME CPEACTB MOJCUCTEMBI 380 PKKH 4
OCHOBHBIE MOKa3aTeIN TEXHUYECKUX CPEJICTB BO3ACHCTBHS 2
Pa3nen 3. llpuMeHeHue U HIKCILUTYaTAlUsl HHIKEHEPHO-TEXHMYECKUX CPeICTB (pu3nvecKoii 3aiuThI
Tema 3.1 IIpumenenne Conepixanue 16
HIDKCHCPHO-TCXHUMCCKUX CPCACTB  [TeppumeTpoBbie H 0OBEKTOBBIC CPEACTBA OOHAPYKEHNUS, TIOPSIOK NPHUMeHeHus. PaGoTa ¢ 8 MK 3.1 - IIK 3.5;
(pH3HIECKOM 3aIHTEL nepudGepritHBIM 000PYI0BAHUEM CUCTEMBI KOHTPOJIS U YIIPABJIEHHUS JOCTYIIOM. OK 1 — OK 07
OcoOCHHOCTH OpraHU3aIliy IPOITyCKHOTO peskuma Ha KITIT.
'YnpaBneHue cucteMol TeJIeBU3MOHHOTO HAOIIOICHHS C aBTOMaTU3MPOBAHHOTO pabouero 4
MecTa. [lopsnok npuMeHeHHsT yCTPOMCTB OTOOpaKEHUS U TIOKYMEHTHPOBaHUS HH(POPMAIHH.
YnpaBieHue cucTeMoil BO3JIeHCTBHSL.
B ToM YHcJie IPAKTHYECKHUX 3aHATHIA: 4
PaspaboTka CTpYKTypHOH CXEMBbI U CIEHU(PHUKAIUN 000pyIOBaHUS 2
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1. MoHTax pa3IM4YHbIX THIIOB JaTYHKOB.

2. IIpoexkTHpoBaHNE yCTAHOBKH CHCTEMBI TIO’KApHO-OXPAHHOW CHTHAIN3AIMH 110 33JaHHI0 U €€ peann3alysl.
3. IlpuMeHeHne TPOMBIIIIEHHBIX OCHMILIOrpad)oB, YaCTOTOMEPOB U T€HEPATOPOB, M APYTOro 000PYXOBAHHS TS 3AIIUTHI
MHQOPMALIUH.

4. PaccMoTpeHre cCTEMBI KOHTPOJIS U YIIPABJICHUS TOCTYIIOM.

5. PaccMoTpenye IpuHIMIIOB PabOThI CHCTEMBI BHICOHAOIIOACHHS U €€ IPOSKTHPOBAHNUE.

6. PaccMoTpeHne 1aTYMKOB IEpUMETpa, MX IPUHIUIIOB PaOOTHL.

7. BeimonHeHne 3ByKOU3O0JSIMY TIOMEILEHUH CHCTEMBI 3allyMIICHUS

8. Peanm3arys 3amUThl OT YTEUKH 10 LETISM JIEKTPOITUTAHNS U 3236 MIICHUS

9. Pa3paboTka opraHM3alMOHHBIX U TEXHMYECKUX MEPONIPHATHH 110 3aJaHUIO MIPEIo1aBaTes.

10. Pa3paboTka OCHOBHOH JOKYMEHTAIMHU 110 HHXCHEPHO-TEXHHMUYECKOH 3aInTe HHPOpMAIHH.

[Topsimox TpUMEHEHHS YCTPOMCTB OTOOpaKEHUs U TOKYMEHTHPOBaHHS HH(pOpMaIn 2
Tema 3.2. DxcrutyaTtanus Conepixanue 4
HIDKCHCPHO-TCXHUMCCKUX CPCACTB  Jrappr  skciulyatanuu. Buusl, comepkaHne U TOPSIOK IPOBEACHHS TEXHHYECKOIO 2 IK 3.1 - TIK 3.5;
(bM3HICCKOH 3aITHTHI 00CITy)KMBAaHUS HMHKCHEPHO-TEXHMYECKUX CPEACTB (M3MYECKOM 3allUThl. YCTaHOBKA H OK 1 -OK 07
HACTpPOHKAa TIEPUMETPOBBIX M OOBEKTOBBIX TEXHHYECKHX CpPEACTB OOHapy>KeHHS,
nepudepuitHoro 000py10BaHUsI CUCTEMBI TEJICBU3MOHHOTO HAOIIOACHUSL.
B TOM 4YHcJIe NPAKTHYECKUX 3aHATHIA: 2
OKcIuTyaTaius HHKEHEPHO-TEXHUICSCKHUX CPEJCTB (DU3UUECKOM 3allUThI 2
Hroro 34
CamocTrosiTesibHasi padoTal 2
KouncyabTanum 1
IK3aMeH 3
Bcero 40
Bceero mo MJIK.03.02 102
TeMaTHKa cCaMOCTOSATEIbHOI padoThl npu u3ydennu MJIK.03.02
1. V3yueHne OCHOBHBIX ONiepaIyii MPOBEACHUS TEXHUIECKOTO 00CITYy)KUBAHHS WHKCHEPHO-TEXHUIECKUX CPEJICTB (PH3HIeCcKOn
BalHTHI.
2. Pa3Merienue nepuMeTpOBBIX CPeICTB OOHAPYKEHHSI HAa MECTHOCTH.
3. CaMOCTOSATEIbHOES H3YUCHHE MOPsIKA IONYCKa CYOBEKTOB Ha OXpaHsAEMbIe O0BEKTHI.
YueOHasn npakTuka. Buasl pador 36
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Ipon3BoacTBeHHasl MpaKTHKA. Buasl pador 108
1.IlpuMeHsITh TEXHHYECKHE CPENICTBA JJIS 3aIUTHl WH(OOPMAIIMH B YCIOBUSAX MPUMECHEHHS MOOWIBHBIX YCTPOUCTB 00pabOTKH H
nepeaayy JaHHBIX B OPTaHU3alUH (CTPYKTYPHOM HOApa3AeICHUN).

2.M3mepsite mapametpsl [IDMUH, coznaBaeMble TEXHUYECKUMH CpeACTBaME 00pabOTKH MH(pOpMAaIK NPH aTTeCTalul 00bEKTOB]
MHQOPMATH3AIMH, JJII KOTOPOH YCTAaHOBJEH PEXUM KOH(PHICHIMAILHOCTH, TPH ATTECTAMH OOBEKTOB WH(OPMATH3AIMHU 10
TpeOoBaHMIM 0€30IIaCHOCTH HH(POPMAIUH

3.0CyLIeCTBISATh U3MEPEHUE TapaMeTPOB (POHOBBIX IIYMOB, a TAKXKe (PU3NIECKUX TOJICH, CO3/1aBACMbIX TEXHUIECKUMH CPEACTBAMH
BalIUTHl MHPOPMALIUH, TPUMEHSEMBIX B OpraHU3aluH (CTPYKTYPHOM MOAPA3ACICHUHN).

4.PaboTaTh ¢ JOKYMEHTAIMCH OpraHu3auH (CTPYKTYPHOTO ITOAPA3ICIICHNUS ) TI0 HHXECHEPHO-TEXHIUECKOH 3alTuTe NH()OPMAITHH.
S.IlpuMeHATs cpencTBa OXpaHHOM CHUTHAJIM3alMH, OXPaHHOTO TEJIEBUACHUS M CHUCTEM KOHTPOJS M YINpPAaBICHUS JOCTYIIOM B
opraHuzalyy (CTPYKTYPHOM NOAPA3IeNICHHUN).

IMoaroroBka K IK3aMeHy, IK3aMeH Mo npodeccuoHaabHOMY Moay.aio 11TM.03 12
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3. YCJIOBUA PEAJIM3ALIIUUA ITPOT'PAMMBI ITPOPECCUOHAJIBHOI'O
MOAYJIA IIM.03 BAIIUTA UTHO®POPMAIIMU TEXHUYECKUMU CPEJICTBAMU

3.1. Jna peaausanuy NpPOrpaMMbl NPO(QecCHOHAJBLHOI0O MOAYJSA AOJIKHBI OBITH
NpeayCMOTPEHBI CJIeAyIoIHe ClelHaJbHbIe TOMEIeHUs

JlabopaTopus «TexHMYeCKHX CpPeCTB 3alIUTHI MHGOPMALHN»

OcHamienue kabuHeToB cooTBeTcTBYyeT ykazanHomy B OITOIT 10.02.05 OGecneuenue
UH(POPMAIMOHHON 0€30IaCHOCTH aBTOMATHU3MPOBAHHBIX CHCTEM B COOTBETCTBHU C TaOJIHUIEH
Nel8 OcHamenre yaeOHBIX KAOMHETOB, JIA0OPATOPHiA.

3.2. UnpopmannonHoe odecnevyenne 00y4eHust

OcCHOBHBIE HCTOYHUKU:

1. Kazapun, O. B. IIporpamMmMmHo-anmapaTHbI€ CpeACTBa 3aIUThl WHOOpMAIUU. 3amuTa
IPOrpaMMHOT0 oOecneueHus:: Y4eOHHMK M MPAaKTHKYM JJIsl CpelHEero NpodecCHOHAIBHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6a0ypun. — Mocksa: M3gatensctBo FOpaiit, 2020. —
312 c.— (IIpodeccumonansnoe oOpasoBanue). — ISBN 978-5-534-13221-2. —  Tekcr:
anextpoHHsii // DbC FOpaiT [caiit]. — URL: https://urait.ru/bcode/449548.

JlonoJIHUTeIbHbIE MIeYaTHbIe HCTOYHUKH:

1. BuykoB, A.A. OcHOBbl WH(pOpPMAIMOHHON O€30MacHOCTH: 3aliuTa WH(GOPMAIUU:
ydueOHOe rmocodue s cpenHero npodeccuoHaabHoro oopasoanus / A. A. BHykoB. — 2-¢ u3f.,
uctp. u gon. — Mocksa: WsnatensctBo HOpaiit, 2020. — 240 c. — (IIpodeccronansnoe
obpazoBanue). — ISBN 978-5-534-10711-1. — Texcr: anexktponnsiii // DbC IOpaiit [calT]. —
URL: https://urait.ru/bcode/456793

2. Kazapun, O.B. OcHoBbl uH(}OpPMAIMOHHOW OE30MACHOCTH: HAJEKHOCTh U
0€30IacHOCTh ~ HPOTpaMMHOrO  obOecriedyeHus:  ydyeOHoe  mocoOue A CpeaHero

npodeccuonaibHoro  obpaszoBanus/  O. B. Kazapun, W. b. llyOounckuii. —  Mocksa:
WznarensctBo FOpaiit, 2020. — 342 ¢. — (IIpodeccronanproe odpazosanue). — ISBN 978-5-
534-10671-8. — Tekcr: AIIEKTPOHHBIN /! 9BC Opaiit [ca#iT]. —

URL: https://urait.ru/bcode/456792

Iepuoguyeckue U31aHuA:

1. Chip/Yun: XypHal 0 KOMIBIOTEPHOW TEXHHKE ISl MPOGECCHOHATIOB M OIBITHBIX
MMOJIb30BaTENICH;

2. 3amura nHpopmarmu. Macaiin: MabopMamoHHO-METO MY eCKHH Ky pHAIT

3. MudopmanmonHast 6e30macHOCTh PETHOHOB: HayuHO-TIpakTHYeCKuil Ky pHAT

DJIEeKTPOHHbIE HCTOYHUKU:

1. denepanpHas ciyk0a Mo TeXHUYECKOMY U dKciopTHOMY KoHTpoutro (PCTIK Poccun)
www.fstec.ru

2. VnadopManMoHHO-CIIpaBOYHAs CHCTEMa MO JOKyMEHTaM B O0JIACTM TEXHUYECKOU
3anUTh HHpopMaIu www.fstec.ru

3. O6pa3oBarenabHbIe MOPTAIbl O PA3IUYHBIM HaMpaBiICHUSIM 00pa30BaHUM U TEMAaTUKE
http://depobr.gov35.ru/

4. CnpaBouHo-tipaBoBas cucrema «Koncynprant [Lmrocy www.consultant.ru

5. CnpaBouHo-mipaBoBas cuctema «I apant» » www.garant.ru

6. ®enepanbubpiii moptan «Poccuiickoe oOpazoBanne www.edu.ru



4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUS
IMPO®ECCHUOHAJIBHOI'O MOAYJISA 1IIM.03 3AIIUTA THOOPMALIUN
TEXHUYECKHUMMU CPEJACTBAMHA

4.1 KoHTpPoib M OIEHKA pACKPBIBAIOTCA YEpe3 IUCLUIUIMHAPDHBIE pE3YJIbTAThI,
YCBOEHHBIE 3HaHMs U NPUOOPETEHHBIE CTYAECHTAMHU YMEHUs, HAallpaBJIeHHbIE HAa (pOpMUpOBaHHE
0o0mux U NpoeCCHOHATBHBIX KOMIETEHIMH, OCYIIECTBISETCS IpEernojaBaTesieM B IpoLecce
YCTHBIX ONPOCOB, TECTUPOBAHMS, a TAKXKE BBINOJHEHUS OOYYaIOUIMMUCH HHIUBUAYAIBHBIX
3aJJlaHU, IPOEKTOB, UCCIIEAOBAHUN.

Ko u HauMeHOBaHMe
npogeccHOHAIBHBIX U 00IIUX
KOMIIeTeHIIMIA,
(opMupyemble B paMmkax
MOJYJIsI, pa3aesia

KpuTepun oneHku

MeToabl OLIEHKH

[1K 3.1 OcymiecTBIsATh YCTAHOBKY,
MOHTaK, HACTPOUKY H
TEXHIYECKOE

00CITy’)KUBaHHE TEXHUIECKUX
CPEACTB 3aIIUTHl HHPOPMAILIUH B
COOTBETCTBHU C TPEOOBAHUAMHU
PKCIUTyaTalluOHHOMN
OKyMEHTaIUN

/TeMoHCTpHUpOBaTh YMEHUS U
MPAKTHYECKUEC HABBIKU B
yCTaHOBKE, MOHTa)e, HaCTpOiiKe
1 IPOBEJICHUU TEXHUUECKOTO
00CTYKUBaHUS TEXHHUYECKUX
CpeZICTB 3aIUThl HHOPMAIIUH B
COOTBETCTBHH C

TpeOOBaHUSIMH
PKCILTyaTallMOHHOMN
IMOKYMEHTAITIH

TECTUPOBaHHE,

PK3aMeH KBaJM(PHUKalMOHHBIH,
PKCTIEPTHOE HAOJIOICHIE BBITOTHCHUS
mabopaTopHBIX padoT,

PKCIIEpTHOE HAOIIOIEHNE BBITOTHEHUS
MPaKTHIECKUX padoT,

OIICHKA PEIICHHS CUTYallMOHHBIX
3ajad, OIIeHKa Ipolecca U pe3yIbTaToB
BBITTOJTHEHHUS

BHIOB pabOT Ha MPaKTHUKE

[TK 3.2 OcyuiecTBIsITH
OKCIUTYaTaIHI0 TEXHIUECKIX
CpEe/CTB 3aIIUThl HHYOPMAIIUH B
COOTBETCTBHH C TPEOOBAHUIMHU
PKCIUTyaTalluOHHOMN
NOKYMEHTAIINN

[TposBIATH YMEHUS U
MPaKTUIECKOTO OIBITA B
PKCIUTyaTalli TEXHHYECKHX
CPEIICTB 3aIIHUTHI

WHQOPMAITUH B COOTBETCTBUU C
TpeOOBAHMSIMHU
PKCILTYaTaIMOHHOM
IMOKYMEHTAITIH

TECTUPOBAHHE,

PK3aMeH KBaTM(PHUKAIMOHHBIH,
DKCTIEPTHOE HAOJIOICHIE BHITOTHCHUS
mabopaTopHBIX padoT,

PKCTIEPTHOE HAOJIOICHIE BHITOTHCHUS
MPaKTHIECKUX padoT,

OLICHKA PEILICHHUS CUTYallnOHHBIX
3ajad, OIICHKa Ipolecca U pe3yIbTaToB
BBITOJTHEHHS

BHIOB pabOT Ha MPaKTHUKE

[TK 3.3. OcyuiecTBisITh
M3MEpeHHe MapaMeTpOB TOOOYHBIX|
DIIEKTPOMATHUTHBIX U3IYUYCHUH 1
HaBoaok ([IDMIH),
CO3/IaBaCMbIX TEXHUYECKUMHU
cpeacTBaMHu 00pabOTKH
HH(POPMAITUK OTPAHUYECHHOTO
moctyma

[TpoBoauTH PabOTHI IO
M3MEPEHHUIO TAPaMETPOB
NOOOYHBIX 3JIEKTPOMArHUTHBIX
M3JTyYCHUIH U HAaBOJIOK
(II9MUWH), co3naBaeMbIX
TEeXHUYECKUMHU CPEACTBAMU
00paboTKu nHpOpMAUU
OTPaHUYEHHOTO JIOCTYIA

TECTUPOBaHHE,

PK3aMEH KBaJTH()UKAIMOHHBIH,
PKCIIEpTHOE HAOIIOIEHNE BBIITOTHEHUS
mabopaTopHBIX padoT,

DKCTIEPTHOE HAOIIIOACHHE BBITIOIHEHUS
MPaKTUIECKUX padoT,

OLICHKA PEILICHHUS CUTYallHOHHBIX
3ajad,

OLICHKA TIPOIiecca U pe3ysIbTaToB
BEITIOJIHEHHSI BUIOB pabOT Ha MPaKTHUKE

[TK 3.4 OcymiecTBIsSTh H3MEPEHUE
napamMeTpoB (JOHOBBIX IIIYMOB, a
TaKKe GU3NICCKUX MOJICH,
CO3/TaBACMBIX TCXHUICCKUMHU

IIpoBOIUTH

CaMOCTOSITETIbHBIE N3MEPEHUS
napaMeTpoB (DOHOBEIX IIIYMOB, a
TakKe PU3NICCKHUX TIOJCH,

CpeICTBaMH 3aIUTH HHPOPMAIIUN

CO31aBaCMBIX TCXHUYCCKUMHA

TECTUPOBAHHE,

PK3aMeH KBaJTH()UKAIMOHHBIH,
PKCIIEpTHOE HAOIIOIEHNE BBITOTHEHUS
mabopaTopHBIX padoT,

PKCTIEPTHOE HAOJIIOACHHE BBIIOJIHEHUS




CPeICTBAMH 3aIUTHI
MHGOPMAIUH

MPaKTUIECKUX padoT,

OIICHKA PEIICHHS CUTYallMOHHBIX
3a/iay, OIIEHKA IIPOIecca U Pe3yIbTaToOB
BEITTOJTHCHUS

BHJIOB pabOT Ha MPaKTHUKE

[1K 3.5 Oprann3oBbIBaTh
OTJIENBbHEIC PabOTHI IO
(bn3MYeCKoii 3aTuTe 00 BEKTOB
nH(pOpMaTH3aAIHH

[TposBiIATH 3HAHUS B BEIOOpE
CII0COOOB PELICHMS 3a/1a4 10
OpraHu3alMy OTACTBHBIX padoT
10 QU3MYECKOM 3aIuTe
00BEKTOB

MHQOPMATH3AINN

TECTHPOBaHHE,
PK3aMEH KBATU(UKAIMOHHBIH,
PKCIIEPTHOE HAOIIIOICHUE BBITIOTHCHHUS
mabopaTopHEIX padoT,

PKCTIEPTHOE HAOJIOICHIE BHITOTHCHUS
MPaKTUYECKUX paboT, OIICHKA PEIICHUS
CUTYaIlMOHHBIX 33]1a4, OI[CHKA
mporiecca M Pe3yJIbTaTOB BBITIOTHEHHUSI
BHUJIOB pabOT Ha MIPAKTHKE
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ABTOHOMHAsI HEKOMMepP4YeCcKasi OpraHu3auus
npogdeccuoHaJIbLHOr0 00pa3oBaHuUs
«Konnenx uHGopManiuOHHBIX TEXHOJIOT il «KACIIU»
367013, r. Maxaukaina, np-kt. ['amumoBa, 371.18m
OI'PH: 1220500003580, MHH: 0572030404

PABOYAS ITPOI'PAMMA ITPOPECCHUOHAJIBHOTI'O MOAY JISA

IIM.04 BbinosiHeHHe padOT MO OAHOM UM HECKOJbLKHUM Npodeccusim padouunx,
AOJIZKHOCTAM cJryskamux (16199 onepaTop 3/1€KTPOHHO-BBIYMCINUTEIbHbBIX H
BBIYHMCJINTEIbHBIX MALLIHH)

CnenunanbHocth 10.02.05 O6ecneyenne uHGOpMaIHOHHON 0€30MMACHOCTH
ABTOMATU3HUPOBAHHBIX CHCTEM
KBAJTH(PUKALMSA- TEXHUK M0 3aluTe HHGOpMauuu

Maxauxkauga, 2025 r.



1. OBIIIASI XAPAKTEPUCTUKA TPUMEPHOM PABOYEM ITPOT'PAMMBI
IIM.04 BBIIIOJHEHUE PABOT IO OJHOM WJIN HECKOJBKHUM PO®ECCHUAM
PABOYHX, JOJIKHOCTAM CIOYKAIIHUX (16199 OITIEPATOP 3JIEKTPOHHO-
BbIYNCJIMTEJIBHBIX U BBIYNCJIMTEJIBHBIX MAIIINH)

1.1. Iless U mUIaHUPYeMBbIe Pe3yJIbTATHI OCBOCHHA NMPO(eCCHOHAIBLHOI0 MOLY IS

B pesynbrate m3ydeHus npoeCCHOHAIBHOIO MOAYJS CTYAEHT JIOJDKEH OCBOWUTBH BHJL
nesTeNbHOCTH BoinoJsiHenne padot npogeccnn «OnepaTop 371eKTPOHHO-BBIYHCIUTEIbHBIX U
BBIYHMCJIUTEJbHBIX MALIMH» U COOTBETCTBYIOLINE €My IPOPECCHOHATBHBIE KOMIIETEHIINH:

Kon HanmeHoBaHMe BUIOB JeATEJILHOCTH H PO eCCHOHANBHBIX KOMITETEHIUI

B/l 4 BoinosiHenue padort npodeccnu «Oneparop 3JIeKTPOHHO-BbIYHCIANTEIbHbBIX U
BbIYMCINTEIbHBIX MALIHH
[IK 4.1. |YcranaBiauBaTh NporpaMMHOE OOecCIIieyeHre

[IK4.2. |BpIMOMHATH pEriaMeHThl MO OOHOBJICHHIO W TEXHHYECKOMY COIPOBOXICHUIO
MPOrpaMMHOTO oOecTieueHuUs

[IK 4.3. BpmoaasaTe 00paboTKy TEKCTOBOM U TabIMuHONW MH(POpPMALIUU

1.2. O0mme KOMIETeHIHH:
Kon HanmeHoBaHMe BUIOB JeATEJILHOCTH H PO eCCHOHANBHBIX KOMIIETEHIUI

OK 1. BreiObupats cnocoObl  pemieHust 3afady  NpOo(eCcCHOHAIBHOW  JesTEIbHOCTH,)
NPUMEHUTEIBHO K PA3ITMYHBIM KOHTEKCTaM.

OK 2. Mcnonb30BaTh COBPEMEHHBIE CpPEACTBAa IOMCKA, aHaIW3a W HWHTEPIPETALUY]
uHpopManuu ¥ HMHOOPMAIMOHHBIE TEXHOJIOTUM [UIA  BBIONHEHHUA 3a7ayl
npoQecCHOHATILHOM 1 TEIbHOCTH;

OK 3. [T1aHupoBaTh U PEaTM30BHIBATH COOCTBEHHOE MPO(HECCHOHAIBHOE U INYHOCTHOE
pasBUTHE, NPEANPUHUMATEILCKYIO NEATEIbHOCTh B IpoQeccuoHaIbHON cdepe,
MCIIOJIb30BaTh 3HAHUS 0 NMPAaBOBOW M (PMHAHCOBOM TI'PAaMOTHOCTH B Pa3IHYHBIX|
PKU3HEHHBIX CUTYalMAX;

OK 4. D} PexTuBHO B3aUMOIEHCTBOBATh U PaOOTATh B KOJUIGKTHBE M KOMAaH/IE;

OK 5. OCylIECTBIISITh YCTHYIO M MUCHbMEHHYIO KOMMYHHMKAIIMIO Ha TOCYJApPCTBEHHOM|
SI3BIKE C YUETOM 0COOEHHOCTEH COLMAIbHOTO U KYJIBTYpHOTO KOHTEKCTA.

OK 6. [IposiBiATH IPaKJaHCKO-IIaTPUOTHYECKY IO MO3ULIUIO, JEMOHCTPUPOBATH
OCO3HAaHHOE

MOBCACHHWC HAa OCHOBC TpaJUIIMOHHBIX pOCCHﬁCKHX AYXOBHO-HPAaBCTBCHHBIX
[ICHHOCTEH, B TOM YHCJIE€ C YYETOM TapMOHM3AlMd MEXKHALMOHAIBHBIX U
MEXPEJIIUTUO3HBIX OTHOILUEHUMN, IPUMEHATh CTAaHAAPThl AHTUKOPPYILUOHHOTO
HOBEJICHHUS;

OK 7. ConeiicTBOBaTh  COXPAaHEHHIO OKpYKAIOIIEW Cpelbl, pecypcocOepeKeHuIo,
[PUMEHSTh

3HaHUS 00 W3MEHEHMH KIUMaTa, NPUHIMIBI OepexIMBOTO TMPOU3BOJCTBA,
A (EeKTUBHO AEHCTBOBATh B UPE3BbIYAMHBIX CUTYalUAX;




1.3. B pe3yabraTte ocBoeHusI MPOGeCcCHOHAIBHOTO MOAYJIS CTYAEHT H0JIZKEH::

NMmeTn MOJIKITIOYCHHS KaOCITBHON CHCTEMBI TIEPCOHAILHOTO KOMIIBIOTEPA, IepUEPHITHOTO

NpPaKTHYECKUH |1 MYJIBTHMEIUHHOTO 000PYIOBaHUS;

ONbIT HACTPOWKH TapaMeTpoB (DYHKIIMOHMPOBAHUS IEPCOHAIBHOTO KOMIIBIOTEPA,
nepudepuitHOro ¥ MyJIbTUMEUHHOTO 000PYIOBaHUS;
BBoAa HHU(POBOH M aHAJIOroBOH HMH(POPMALMK B NEPCOHAJILHBIA KOMIIBIOTED C
pa3IMYHBIX HOCUTENCH, epudepruitHOro U MyJIbTUMEAMHHOTO 000PYI0BaHNU;
CKaHWPOBaHUs, 00pa0OTKU U PACIIO3HABAHUS JOKYMEHTOB;
KOHBEPTUPOBaHUS MeauadailioB B pa3ludHble (OpMaThl, SKCIIOPTA U HMIIOPTA|
(haiiyioB B pa3mudHbIC MPOTPAMMBI-PEIAKTOPBI;
00pabOTKH aynuo-, BH3YalbHOTO M MYJIbTHMEIUHHOTO KOHTEHTA C IOMOIIBIO
CIICLUATU3UPOBAHHBIX MPOTPaMM-PEIaKTOPOB;
CO3MaHMS ¥ BOCIPOM3BEACHUS BHIICOPOINKOB, MPE3CHTALMH, CIIali-110y,
MeanadaiiaoB U APYroil HTOrOBOW MPOAYKIUN U3 UCXOIHBIX ayH0, BU3YAIbHBIX U
MYJIbTUMEIUUHBIX KOMIIOHEHTOB;
OCYIIIECTBIICHHE HABHUTAIlMHM IO pecypcam, MOWCKa, BBOJA W TEepefadd JaHHBIX C
[MOMOIIBIO TEXHOJIOTHM U CEPBUCOB ceTH MIHTEpHET;

YmeTh MOJKITIOYaTh ¥ HAcTpaWBaTh NapameTpbl (DYHKIMOHUPOBAHUS IEPCOHATHHOTO
KOMITBIOTEPA, Mepu(epUHHOTO B MYITBTUMEIUITHOTO 000y I0BaHUS,
HACTPAaWBaTh OCHOBHBIC KOMIIOHEHTHI Ipa)UuuecKoro MHTepdeiica onepannoHHOMH|
CHCTEMBI ¥ CIIEIUAIM3UPOBAHHBIX POTPAMM-PEIAKTOPOB;
YOpaBisATh (GailaMu  JaHHBIX Ha JIOKAJbHBIX, CBEMHBIX 3aTIOMUHAIOIINX|
[YCTpPOMCTBAX, a TAKXKE Ha JUCKaX JIOKaJbHON KOMIBIOTEPHOU ceTu U B IHTepHeTE;
MPOU3BOAUTH PACICUATKy, KOMNHUPOBAaHUE W THUPAKUPOBAHUE JIOKYMEHTOB Ha
[IPUHTEPE U APYTUX Nepu(EPUHHBIX YCTPOUCTBAX BBHIBOJIA;
[pacro3HaBaTh CKAHUPOBAHHBIE TEKCTOBBIE JOKYMEHTHI C IMOMOIIBIO IPOrpaMm
[PACIIO3HABAHUSI TEKCTA;
BBOJIUTH TUPPOBYIO H aHATOTOBYI0 UH(YOPMAIIHIO B MIEPCOHATBHBIN KOMITBIOTED C
Pa3IMYHBIX HOCUTENCH, epudepuitHOro U MyIbTUMEAMHHOTO 000PYI0BaHNU;
CO3/aBaTh U PEAAKTHPOBATh IpadyudecKue OOBEKTHI C TOMOINBIO MPOrpaMM Jijis|
00pabOTKH pacTPOBOM U BEKTOPHOM IpadhuKy;
KOHBEPTHUPOBATH (hailyibl ¢ U POBOH HHPOPMAIUEH B pa3indHble (OpMaThI;
MPOU3BOAUTH CKAHUPOBAHUE MTPO3PAYHBIX U HEMPO3PAYHBIX OPUTHHAJIOB;
MPOU3BOANTE CBhEMKY W Iepelnadyy IUPpPOBBIX u300pakeHuit ¢ Qoro- WU
BHJICOKaMepHI Ha MEPCOHANBHBIN KOMITBIOTED;
00pabaThIBaTh ayAHO0, BU3YyAJIbHBIM KOHTSHT U MeAradaiiibl CpeICTBAMU 3BYKOBEIX,
rpauuecKuX U BUICO-PEIAKTOPOB;
CO3/IaBaTh BUJICOPOJHMKH, MPE3CHTAINH, Claia-moy, Menuadaiinbl U Jpyryro
MTOTOBYIO TPOAYKLHIO W3 UCXOAHBIX ayJuO, BU3YAIBHBIX M MYIJIbTUMEIUHHBIX|
KOMITOHEHTOB;
BOCIIPOM3BOJIUTh ayAHMO, BU3YaJbHBI KOHTEHT W Menuadailiibl CcpencTBamHy|
MEPCOHAIFHOTO KOMITBIOTEPA M MYJIBbTUMEINIHHOTO 000PYIOBAHNUS;
MPOU3BOAUTH PACICUATKy, KOMNHUPOBAaHHE U THUPAKUPOBAHUE JIOKYMEHTOB Ha
MPUHTEP U APYTUE epUPEPUIHBIC YCTPOHCTBA BHIBOIA;
MCIIOJB30BaTh  MYJIBTUMEAMANIPOEKTOP I JEMOHCTpAIlK  COAEPKUMOTO
PKpaHHBIX (HOPM C TEPCOHATBHOTO KOMITBIOTEPA;
BECTH OTYETHYIO U TEXHUUYECKYIO JOKYMEHTAIMIO;

3HaTh [YCTPOMCTBO TIEPCOHATBHBIX KOMITBIOTEPOB, OCHOBHBIC OJIOKH, (YHKIUU WU

TEXHUYECKUE XapaKTEPUCTHKH,
APXUTEKTYPY, COCTaB, (YHKIMH W KIACCU(PUKAIMIO OMNEPAIMOHHBIX CHCTEM|
MEPCOHATLHOTO KOMIIBIOTEPA;

BHIIbI W Ha3HAUYCHHWE IMepU(DEPUHHBIX YCTPONCTB, MX YCTPONCTBO W IPUHITHUII
meficTBIs, MHTEp(HENHCH MOAKIIOYCHNS U TIPaBUiIa SKCIUTyaTaluu;

MPUHIUIB YCTAHOBKM M HACTPOMKH OCHOBHBIX KOMIIOHEHTOB OIIEpPallMOHHOM
CHUCTEMBI M JpaliBepoB nepudepruitHoro 000py10BaHHUS;

NPUHIMIBL  TUQPOBOTO MPEICTABICHUS 3BYKOBOW, TpadUuecKoi, BHICO W
MYJIETUMETUHHOM WHGOPMAIVH B IEPCOHAIILHOM KOMIBIOTEPE;




BUABI U TapaMeTpbl (OpMaTOB ayAaHo-, rpadUuecKuX, BUICO- U MYJbTHMEIUHHBIX
(haiioB, 1 METO/BI UX KOHBEPTUPOBAHHS;

Ha3HaueHWE, BO3MOXXHOCTH, NpaBWiIa JKCIUIyaTallMd  MYJbTUMEIUHHOTO
000pyIOBaHUS;

OCHOBHBIC  THUNBI  HHTEpEHCOB Uil  MOAKIIOUCHHS  MYJIbTUMEIUIHOTO
000pyIOBaHUS;

OCHOBHBIE IIPpUEMBbI 00paboTKK (P POBOI HHPOPMALTUH;

HazHauCHHWE, PAa3HOBHUIHOCTH M (YHKIMOHANBHBIE BO3MOXXHOCTH IIPOIPaMM
00paboTKH 3BYKa;

HazHauCHHWE, PA3HOBHUIHOCTH M (YHKIMOHANBHBIE BO3MOXXHOCTH IIPOIPaMM
rpaduuecKux U300pakeHHIA;

HAa3HAUYEHHE, pA3HOBUIHOCTH M (YHKIHMOHAIBHBIE BO3MOXKHOCTH IIPOTPAMM
00pabOTKH BUACO- M MYJILTUMEANA KOHTCHTA;

CTPYKTYpY, BHIBI MH()OPMAIIMOHHBIX PECYPCOB U OCHOBHBIC BUJBI YCIYT' B CETH
MHTEpHET;

Ha3HAUYEHHE, PAa3HOBHIHOCTH M (DyHKIMOHAJIBHBIE BO3MOXKHOCTH IPOTPaMM JUIf
CO31aHUs BeO-CTPaHHIT;

HOPMAaTUBHBIE JOKYMEHTBl IO OXpaHe TpyAa NpH paboTe ¢ NepCOHATLHBIM
KOMITBIOTEPOM,  INepu(epuitHbIM,  MYJIBTUMEIMHHBIM  O0OOpYJOBaHHEM |

KOMIIBIOTEPHOM OPIrTEXHUKOM.

1.4. KosimyecTBO 4aCOB, 0TBOANMMOE HA OCBOEHHE TPO¢ecCHOHATBLHOI0 MOAYJIS

Bup yuebHoit paboTh KonnuecTtso gacos
Bcero yacos 374
B Ttom uncne:
Ha ocBoenue MJIK.04.01 TexHosorun co3aaHusi 1 00padoTKH 218
nMPpoBoif MyJIbTHMeIHITHON HHOpManu
B Tom uucrne, camocTosiTensHas padboTta 10
Bo B3aumoneiicTBuM ¢ IpenoaBaTeeM: 208
OK3aMeHbI 6
KoHcynprammm 2
Teopetnueckre 3aHITHS 60
[IpakTnueckre 3aHATUSA 140
VI1.04 YuyeOHas npakTuka 72
[111.04 TIpou3BoiCTBEHHAS TPAKTHKA 72
DK3aMEH M0 MOJTYJIIO 12




2. CTPYKTYPA U COJAEP)KAHUE MPOPECCUHOHAJIBHOI'O MOJIYJISI IIM.04 BBIIIOJTHEHUE PABOT 110 OJTHOM
NJIN HECKOJIBKUM ITPO®ECCUAM PABOYUX, JOJIKHOCTAM CJHOYKAIIUX (16199 OITEPATOP DJIEKTPOHHO-
BBIYNCJ/IMTEJIbHBIX U BBIYUCJIMTEJIBHBIX MAIIIUH)

2.1. TemaTuyeckuii mjiad npodeccuoHaabHoro moayJisa IIM.04

O0bem npodeccnoHATLHOT0 MOAYJIA, YAC.

Konasbr HaumeHoBaHus pa3aenon O0BeM o0pa3oBaTeIbLHOI
npodeccuoHaNb npogeccuoHATbHOT0 MOAYJIS NPOrpaMMBbI Ooyuenne no MK, B uac
HBIX 06LIUX BCEro, 4acoB B TOM 4YHcJI€e CamocTrosiTe
KOMIIeTeHI Ui TeopeTHYeCKNX JIbHAS Kypcosoii
3aHATHI npakthuecknx | Padora npoexT
3aHATHI
MK 4.1 - TIK 4.3;MJIK.04.01 TexHoJOTHUU CO30aHUS U 218 60 140 10 -
OK 1- OK 7 00paboTKH TUGPOBOH MYITbTUMETUHHOMN 200
MHbOpMaIU
K 4.1 - TIK 4.3;[YI1.02 YueOHas nmpakTuka - - - - -
OK 1-OK7 72
IK 4.1 - TIK 4.3;[111.02 IIpou3BoacTBEHHAs IpaTHKa - - - - -
OK 1-0OK7 72
JK3aMeH 10 NPOPeCcCHOHATILHOMY MOJLYJIIO - - - -
12 4
BCEI'O
374 200 60 140 14 -




2.2. TemaTn4yeckuii IJIaH U cojepkanue npodeccuonanbuoro moxyasi [IM.04

HaumeHoBaHue pa3aesioB Koasbl
npogdeccuonanbHoro  (Copep:kaHne yueOHOr0 MaTepHasia, MPaKTHYeCKHe 3aHATHS, CAMOCTOsATeJbHAA padoTa O0beM  |KOMIIeTEHIH
moayJasa (ITM), o0yuarnuxcs, KypcoBasi padora (MpoexT) 4acoB i
MEKIUCIUIIMHAPHBIX
kypcoB (MJK) u Tem
MJIK.04.01 Texnosorus co3ganusi 1 00padoTku nu(poBoii My IbTHMeIMITHON HHPOPMAIMHA 218
Tema 1.1 Kitaccudukamus  |(Coaep:kaHue 4
TUTIOB HH(opMalH Nudopmanust u Gpopmsl ee npencraBichus. CBsi3b MOHATH «UHPOPMAIHUSD» C HOHATUSIMH «CHUTHAID, IK 4.1 - TIK
«COOOTIIIEHNEeY, «TaHHbBIe». COOTBETCTBHE MKy paciTupeHreM daiiina ¥ THIIOM JaHHBIX, COACPKAITIXCS] 4 4.3;
B HEM. OK I-OK 7
DopMaThl peICTaBICHUS JaHHBIX AJIs1 0OOMeHa MEKIY Pa3IMyHBIMH MaKeTaMHU MPHUKJIAJIHBIX POrPaMM.
Tema 1.2 Texuuueckue Conep:xanue 12
CpeacTsa TexHHUYECKHE CpeACTBa peaju3aldyd HHPOPMALMOHHBIX CHCTEM.YCTaHOBKA, KOH(OUIYpUPOBaHHE H
MozepHu3aIs anmnapatHoro obecnedenus 11K 1 aBTomaTn3npoBaHHOTO pabOYero MecTa CIeIHAINCTA. 4
IpakTuyeckue 3aHsaTHs Ne 1. OCHOBHBIC y3JIbI IEPCOHATHLHOTO KOMIIBIOTEPA 8
Tema 1.3 bazoBoe Conep:xanue 10 IIK 4.1 - TIK
porpaMMHoe 0GecrieaeHTe CoBpeMEHHBIE OIEPALMOHHBIE CUCTEMBI: OCHOBHBIE BO3MOXKHOCTH M oTinuus. Brusiaue cBoiicts 1K 1 4.3;
MpeAMETHOW O0OJIaCTH TPUMEHHS aBTOMATH3MPOBAHHOTO pPaboOdero Mecra CIeIUaIiucTa Ha BBIOOD 4 OK 1-OK7
OTIepaIMOHHON CUCTEMBI.
IIpakTyeckas padora Ne2. CoBpeMEHHBIE ONIEPALMOHHBIE CUCTEMBI: OCHOBHBIE BO3MOXKHOCTH H 6
OTINYHUS
Tema 1.4 [IporpamMmmuoe Coaepxanue 8
obecrieueHe MPUKIAIHOTO  [Tagers) [pUKIafHBIX [POrpAMM sl pElleHMs Mpo(ecCHOHANbHBIX  3afad.  YCTAaHOBK, IIK 4.1 - TIK
Xapakrepa KOH(DUTYPUPOBAHKE U MOJIEPHHU3ALHUS TIPHUKIIAJHOTO NPOrPAMMHOTO 0OECIICYEHHUS. 4 4.3;
IpakTHyeckue 3aHaTus Ne 3. YcTpolicTBa BBOJIA U BBIBOIa HH(MOPMAITHH 4 OK I-OK 7
Hroro| 34
Tema 1.5 PaGora c ¢aitnamu |Coaep:kaHue 12
CepBUCHBIC MpOrpaMMbl sl paboTel ¢ ¢aimamu. [IporpaMMHbie cpeicTBa s OOpHOBI ¢ IIK 4.1 - TIK
KOMITBIOTEpPHBIMU BUpycamu. OpraHuzanus 10ocTyna K ¢aiyiaM, KOHTPOIb J0CTYNa U pa3srpaHuveHUE 4 4.3;
IOCTYIa, HepapXUIEeCKH AOCTYI K (ainaM. Dukcanus A0cTyna K daiiam. OK 1-OK 7
IpakTuyeckue 3aHaTUs Ne 4. MynsTUMEINITHOE 000pYyIOBaHNE 8




Tema 1.6 PabGoTa ¢ Conep:xanue 12
HAKOTMTENAMH HHPOPMALMH |HaormyTenny Ha KeCTKHX H THOKHX MATHHTHBIX AMCKAX. YCTPOHCTBA ONTHYECKOrO XPAHEHUS IAHHDIX. IIK 4.1 - TIK
O0cTy:XUBaHUE AUCKOBBIX HAKOMUTEICH HH(OpMAITHH. 4 4.3;
IpakTnyeckue 3ansaTus Ne S. 3anuce HHQOPMALMK HA ONITHYECKHE U MATHUTHBIE JHCKU 8 OK 1I-OK 7
Tema 1.7 Bron undopmanuu (Coaep:kaHue 20
C OyMaKHBIX HOCUTEIICH ¢ Ckanepbl. CKaHUpOBaHUE TEKCTOBBIX U TpapUIeCKUX MaTepHaJIOB. 4 [IK 4.1 - TIK
MOMOIIIBIO CKaHEpa Pacro3HaBaHme CKaHHPOBAHHBIX TEKCTOB (MIPOrPaMMBbI PACTIO3HABAHMUS M MPOCMOTPA CKAHUPOBAHHOTO 4.3;
TEKCTA) OK 1-OK 7
IpakTnyeckue 3ansaTust Ne 6. Ckanepsl. CKaHHpOBaHKE TEKCTOBBIX M rpaMueCKUX MaTEepUaIOB 8
IpakTHyeckast padora Ne 7. Pacno3HaBaHHe CKAHUPOBaHHBIX TEKCTOB 8
Tema 1.8 Bron undopmanmu (Coep:kaHue 20
C BHEIIHUX KOMIBIOTEPHEIX |[OOMeH mH(pOpManyel ¢ BHEITHUME KOMITBIOTEPHBIMH HOCHTEIISIMHL. [IK 4.1 - TIK
HOCHUTENEH THIbI BHEIIHUX KOMITBIOTEPHBIX HOCUTENEH HHPOPMAIIH. 4 4.3;
TexHonorus BBoga napopmanun B I1K ¢ BHEIIHUX HOCHTENeld HHQOpMAIIHH. OK I-OK 7
[pakTuyeckue 3anHsaTus Ne 8. Texuosorus BBoga mH(opmanuu B [IK ¢ BHEMIHMX HOCHTEJCH 8
nHpopMaIu
IpakTyeckas padora Ne 9. O6meH nHdopmanyel ¢ BHEIIHUMU KOMIIBIOTEPHBIMH HOCUTEIISIMU 8
Tema 1.9 Bron nndopmanuu (Coaep:kanue 12
C IPYTHX YCTPOHCTB Bpon uHGOpPMaluKM C yCTPOMCTB, MMelomMX uHTepdeiic mna noaxmouenus k ITK. YcrpoiicTsa K 4.1 - TIK
MPOMBIIIJICHHOTO BBOJa/BbIBoAa. OOopynoBaHMe njsl BCTpaMBacMbIX cuUcTeM.  [Iporpammuoe 6 4.3;
oOecIieueHue T aBTOMATH3AIUN TEXHOJIOTHICCKUX MPOIIECCOB. OK 1-OK 7
IMpaxkTnyeckune 3anusatust Ne 10. [IporpamMHoe obecrieyeHre il aBTOMATH3aLUH TEXHOJIOTUYECKUX 6
[IPOLIECCOB
Coaepxanue
Tema 1.10 [Togxmrouenne Kk JIokanpHBIE ceTH. ATmapaTHOe 00eCIIeYeHUE CETH. IIK 4.1 - TIK
ITOKaTHLHOM CeTH YcranoBka cetu. JlocTym K pecypcAM. 4.3;
IpakTuyeckne 3anaTHsA Ne 11. YcraHOBKa CETH. 2 OK I-OK 7
KonTpoabHas padota 2
Hroro, 84
CamocTosiTeJibHasi padoTa 4
Bcero| 88
Tema 1.11 [Tonkmouenne k  [Copep:xanune 20
rioGanbHOM cetn Internet  IFyoGansnas cets Internet. TeXHONOTMA NOAKIIOYEHHS K ceTH. COCTAB aMapaTHOrO 1 MPOIPAMMHOT0 [IK 4.1 - TIK
oOecnedeHys 11 MOAKIIIOUEHHMS K ceTH Internet 6 4.3;
IpakTHyeckas padora Ne 12. TexHOJIOTHSI MOAKIIOYCHUS K CETH 8 OK I-OK 7
IpakTnyeckas padora Ne 13. CocraB anmapaTHOTO U MPOrPaMMHOr0 00ecTiedeHusl JUTsl OJKITIOUCHHS 6




K cetu Internet

1. [ToaroToBKa M HacTPOIKa aNIaApaTHOTO OOECIICUEHUS IEPCOHAIBHOTO KOMITEIOTEPa K padoTe

2. YCTpOWCTBO TEPCOHATBHOTO KOMIIBIOTEPa, OCHOBHBbIE OJOKM, (YHKIUH H TEXHHYECKHE
XapaKTePUCTHKU.

3. 3HAKOMCTBO C  amMapaTHbIMU  cpelAcTBaMu. [lofkimioueHue, HacTpauBaHUE IapaMETPOB

¢dbynkunonupoBanus 1K,

Tema 1.12 Hcnonr3oBanne |Comep:xanue 20
Internet u ero ciyso [Mouck undopmanuu. [Touck, BBOI U nepenaya naHHbix B Internet. OTnpaBka U mpueM COOOIIEHUH ¢ IIK 4.1 - TIK
[MOMOIIBIO TOYTOBOH cCiry:xkObl Internet. Web-katamorn Yahoo!, Magellan. AnHanu3 u 00paboTka 4 4.3;
mosyueHHoM nHpopmaiy O0padoTKa ayI1uo-, BU3yaabHOTO U MYJIbTHMEIMHHOTO KOHTEHTA C IIOMOIIIBIO OK 1-OK 7
CrIeMAIN3NPOBAHHBIX IPOrPaAMM-PEIAKTOPOB.
IpakTuyeckasi padora Ne 14. Ananu3 u 06paboTKa nmoaydeHHol HH(popMamu 8
IpaxkTuyeckas padora Ne 15. OtrpaBka ¥ mpreM COOOIIICHHUH ¢ ITOMOIIBIO TIOYTOBOU CITYKOBI Internet 8
Hroro 40
CamocTrosiTesibHasi padoTa) 6
KoncyabTanum, 2
IK3aMeH 6
Bcero 54
Tema 1.13 3amura Qaiinos u (Cogep:kaHue 22
YTPaBJICHAC TOCTYIOM K HUM K ovproTepHble npecTymuieHus. OOBEKTHI, IEIU U 3a1a491 3all|Thl HHpOpMaluy. Buasl Mep MK 4.1 - TIK
obecrieueHust HHGHOPMAITHOHHOM 0€30IMaCHOCTH: 3aKOHOAATENLHBIE, MOPATBHO-DTHUYCCKHE, 6 4.3;
OpraHU3allMOHHBIC, TEXHUYECKHE, IPOrpaMMHO-MaTeMaTudeckue. Pasrpanuuenue qoctyna K OK 1-0OK 7
rH(bOpMAaITHH.
IpakTuyeckas padora Ne 16. Pazrpannuenue noctyna K vHQOpMauu
IpakTnyeckas padora Nel7. Buasl mep obecriedeHnst nHGOpMaMOHHON 6€30MaCHOCTH
Tema 1.14 ITonck Coaepxanue 20
uHdOpMaIIH [Monck uapopmanun. [IporpaMmel oucka daiinos. [IporpaMMeI It HOMCKA TEKCTOBBIX JOKYMEHTOB MK 4.1 - TIK
BHYTpH 0a3 TaHHBIX. TEXHOIOTHS U MPOrPaMMHBIC CPECTBA MMOUCKA HEOOXOIUMON MH(POPMAIIIH B 2 4.3;
HaKOIHUTEIIX HHPOpMAIIH, B JIOKAJILHOH, KOPITOPATUBHOMN U TI100aTEHON KOMIIBIOTEPHBIX CETSIX OK 1-OK 7
IpakTnyeckas padora Ne 17. [IporpaMmbl UIsi TOMCKA TEKCTOBBIX IOKYMEHTOB BHYTpH 0a3 JaHHBIX 8
IpakTHyeckast padora Ne 18. [IporpaMmMbl moucka (aisios. 8
updepeHIMPOBAHHBIN 3a4eT. 2
HToro 42
Bcero mo M/IK.04.01) 218
Y4yeoHasi npakTuka. Buasl pador: 72




4. Uzyuenue kiaaBuaTypbsl. MeTobl pabOTHI Ha KJIaBHATYPE.

5. 3HAKOMCTBO C TEKCTOBBIM pefakTopoM MS Word

6. PenaktupoBanue u popmMaTupoBaHre TEKCTOBBIX JOKYMEHTOB

7. Odopminenue nokymeHToB. PaboTa ¢ JoKymMeHTaMu.

8. BcraBka 00BEKTOB B TEKCTOBOM JOKyMeHT. Ta0muipl. PucyHku

9. PezepBHOE KONMPOBaHNE U BOCCTAHOBJICHUE JaHHBIX, 3a1[UTA [IEPCOHAIBHBIX IaHHbIX.

10. Hactpoiika napaMeTpoB oneparioHHON CUCTEMBI

11. OcBoenne omnepannoHHOW cucteMbl Windows. YcTaHOBKa HpOrpaMMHOrO obOecreueHus, B T.d.
ycTaHOBKa 1 HacTpoiika OC

12. cnonb3oBaHKue BCTPOEHHBIX Bo3MOkHOCTEH OC

13. OcBoeHue onepanoHHOM cructeMbl Windows.

14. Tabnuupl, popMaTUpOBaHUE.

15. OcBoenue onepannoHHoi cucteMsl Windows. Padota ¢ daitnamu, nmamkaMu, CCbUIKaMH.

16. OtpaboTKka HaBBIKOB Pa0OTBHl C YTWIMTaMH: JeparMeHTalysl, apXuBallMs, BOCCTAHOBJICHHE
CHCTEMBI, OUUCTKA JHCKa

17. PaboTa ¢ 6azamu nanHbIX. Pabora ¢ daimamu.

18. PepakTrpoBaHue, apxuBHUpOBaHKE, BOoccTaHOBIEHUE BJ]

19. Opranusauusi KOMPOBaHMUS, IEpEeMEIEeHH, YaaleHus daiios

20. Pabota c daitmamu: co3manue, KOMUPOBaHNUE, IEPEMEIEHNE, YIATICHUE ¢ Pa3ITUIHBIX HOCUTEICH

21. Opranuzanus apxuBauun (aiyios, 3aIUTH OT KOMITBIOTEPHBIX BUPYCOB

22. Yrpapnenue ¢ailiaMu TaHHBIX Ha JIOKAJIBHBIX, ChEMHBIX YCTPOWCTBAX, a TAKXKE AUCKAX JIOKAJIbHOH
cetu U B Wutepruere Pabora ¢ (aitmamu: apxuBHpoBaHWE, pa3apXWBHPOBAHUE, 3allWTa, yAaJCHUE H
BOCCTaHOBJICHUE

23. YcTaHOBKa, HACTPOilKa aHTUBHPYCHOM porpamMmbl. TecTHpOBaHUE U JIEUEHUE 3apa’KEHHBIX BUPYCOM
rporpamM, paboTa ¢ aHTUBUPYCHOH IPOTrpaMMOi

24. TToaroToBka 1 HACTpOiKa MepuepuitHOro M MyJIBTHMEIUHHOTO 000pyI0BaHHS K padoTe.

25. [loakmovyeHue, HacTpanuBaHUE NEPUPEPHUIHBIX U MYIbTUMEIUIHBIX ycTporcTs K [1K.

26. [TonkmovyeHne U HACTPOKa MyJIETUMEUHHOTO 000PYAOBaHHUS

27. Vlcnonp30oBaHWE MyJIbTUMEAUA IPOEKTOpa Ul JEMOHCTPALMM 3KPaHHBIX (POPM C NEpCOHATIBHOIO
KOMITIBIOTEpPA

28. [louck HeucmpaBHOCTeH B (yHKIMOHMpoBaHMHM oOopynoBanus u IIK. VYcrpanenme Menkux
HEUCITPaBHOCTEN

29. BBoj TekCTOBOM U rpaduueckoil HHGOPMAIIUH ¢ Pa3InIHBIX HOCUTEICH, (hopMaTHpOBAHHE.

30. [TonkroueHue, HacCTpauBaHue MepU(pEepUHHBIX U MYJIbTUMEIUHHBIX ycTporCTB K I1K.

31. OtpaboTKa yMeHUi, 3aKperyicHHe HAaBHIKOB pabOThl Ha Nepu(EepUHHBIX YCTPOWCTBAX: MPUHTED,
CKaHep, FapHUTYpa, KOJIOHKH, MUKPO(DOH; MOJKII0UeHNE epupepuiiHbIX ycTpoiicTB

32. [lonkmroueHne, HacTpoiika, HaBBIKM paOOThl Ha TNepUQepHiHBIX YCTpOWCTBax. DBaeneHue
WHGPOPMALIUK C PAa3IHYHBIX YCTPOUCTB

33. PacmieuaTtka, KOMMPOBaHNE, THPAKUPOBAHNE JOKYMEHTOB




34. CkaHMpOBaHUE TOKyMEHTOB. PaboTa co CKaHMPOBAaHHBIMU JIOKYMEHTaMU.

35. Co3naHue U peAaKTUPOBAHUE U300pakeHUH pacTpoBOH rpaduKu

36. PaboTa ¢ pacTpoBbiMu n300pakeHusMu. Co3aHue U pelaKTUPOBAHUE PACTPOBOTO N300PAKCHUS.
37. Coznanue u peJakTHPOBaHUE U300paKeHUI BEKTOPHOH rpaduku

38. PaboTa ¢ BekTOpHBIMH H300pakeHMsIMU. Co3aHNE U PEIAKTHPOBAHIE BEKTOPHOTO H300paKEHUSI.
39. Pa3paboTka MyJIbTUMETUHHBIX TIPE3CHTAITI

40. Co3nanue mpe3eHrTanus B nporpamme MS Power Point

41. JloGaBneHne TEKCTOBOM, rpaduecKoil M 3BYKOBOH HH(OpMAIIHH.

42. AauManusl Tipe3eHTanud. HacTpolika ITeMOHCTpaluyd JJICKTPOHHOH mpe3eHTanmuu. Pabora ¢
FUTEPCCHUIKAMHU U Y IPABIISIONIMMHA KHOTTKAMHU

43. Co3naHue pekiiaMHOM Npe3eHTALNN

44. KonseptupoBaHnue MeauadaiiiioB B pa3anudHbie (JOpMaThl, IKCIIOPTa U MMITOPTA (aijioB B pa3IMIHbIC
MPOTPaMMBI-PEeIaKTOPBI

45. Opranu3saiys BBOJIa, COPTUPOBKH U TIOMCKA WH(pOpMAIMH B 0a3aX JaHHBIX

46. ITonck naGOpMaIK B HaKONUTEIIX HH(DopMaruu. PaboTa ¢ 6a3amMu TaHHBIX

47. Cucrematuzanusa bJl. CoptupoBka nHpopmarmm

48. ITouck napopmanuu B rmodansHoi cetH Internet. Ananus u 00paboTka noay4eHHON HHOpMAIUN
49. Coznanue, (hopMaTHPOBAHHUE BEIYUCISIEMBIX TabIuUIl. Pacuersl, quarpaMMel

50. Coznanue Tabmui B Excel.

51. ®opmaTrpoBaHUE BHIYUCISAEMBIX TAOJIUI]

52. Pacuer B Tabmuiax Excel

53. IlocTpoenue rpadukoB

54. I[TocTpoeHune auarpaMm

55. Pabora B MHTEpHET.

56. ITogxarouenue k cetr Internet. OcBoeHue Hapuraiyu mo pecypcam Internet. ITornck nubopmMaiuu.
57. Ilouck, BBOI 1 mepeaada JaHHBIX B Internet. OTnpaBka v mprueM COOOIICHH ¢ TIOMOIIBIO TTOYTOBOMH]
ciryxO0b1 Internet

58. Ilouck wH(popmanuu B riaobameHO# cetn Internet. Web-katamoru Yahoo!, Magellan. Ananus u
00paboTKa rmomydeHHou nHpopmary O6paboTka ayIuo-, BU3YaAITBHOTO U MyJIETUMEINIHOTO KOHTEHTA C
IMOMOIIBI0 CHEIMATU3UPOBAHHBIX IPOrPAMM-PEIAKTOPOB

IIpon3BoacTBeHHAs] MpaKTHKA. Buasl pador:

1. 3HaKOMCTBO C MPENNPHUIATHEM, HHCTPYKTAX 10 0€30IaCHOCTH TPyZAa B OpraHU3alNH (CTPYKTYPHOM
MTOApa3ICIICHUN ).

2. [TogrotoBka k paboTe U HACTPOIKa aNmapaTHOTO o0ecIeueHus, Mepu(epUuitHOro, My TbTHMETUIHOTO
000PYIOBaHHS IEPCOHATIBHOTO KOMITBIOTEpa

3. Opranuzanus KOMUPOBAHUS, TIEPEMEIIICHUS, YIaTCHUS (GaiioB.

4. Opranuzanus apxuBaiyy GaiaoB, 3aIUTH OT KOMITEIOTEPHBIX BUPYCOB.

5. OTpaboTKa YMEHWIA, 3aKpETUICHUE HABBIKOB pa0OThI HA TEPUPEPUNHBIX YCTPOHCTBAX: PUHTED,

CKaHep, TApHUTYPA, KOJIOHKH, MUKPO(OH; MOAKIIOUeHHE TepuepuiHBIX YCTPOICTB

72




6. Co3naHue U peJaKTUPOBaHHE N300paKCHUH pacTpOBOI rpadMKy; CO3/TaHUE U PEIAKTUPOBAHUE
M300paKeHUH BEKTOPHOM rpaduk

7. PazpaboTka MyJIbTUMEIUIHBIX MTPE3CHTAINN

8. Pabota ¢ Tabnumamu. PacdeTsl, quarpaMMel

9. Pabora B uTepreTe. Pabora ¢ mouToit, monck nHpopmarmm

10. BrImtotHeHHE MPAKTHYECKON pabOTHI-0TUETA IO TPAKTHKE

IloaroroBka Kk 3K3aMeHy, IK3aMeH N0 npodeccHoHANbHOMY MoayJ o 11M.04

12

Bcero nmo I1M.04 BeinosiHeHHe padoT MO OHOM MJIH HECKOJIbKHM NpodeccusiM padounx, J0KHOCTAM ciayxamux (16199
OnepaTop 371eKTPOHHO-BBIYHCIMTENbHBIX H BBIYMCIMTEIbHbBIX MALINH)
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3. YCJIOBUS PEAJIM3ALIUU ITPOI'PAMMBI ITIPO®ECCHOHAJIBHOT'O
MOYJIA IIM.04 BBINIOJHEHUE PABOT IO OJHOM WJIN HECKOJIBKUM
IMPOPECCHUAM PABOYHUX, JOIKHOCTAM CJAYKAIIIHUX (16199 OIIEPATOP
IJIEKTPOHHO-BBIYUCJIUTEJBHBIX 1 BBIYUCJIUTEJBHbBIX MALINH)

3.1. s peaJu3anMu NPOrpaMMmbl NpodecCHOHATBHOI0 MOAYJISA JOJIKHBI ObITh
NpeayCMOTPEHBI CJIeAYyoIHe ClielHaJIbHbIe IOMEIeHHUs

Macrepckas: JIabopaTopusi TeXHHYeCKHX CPeACTB HH(POPMaTH3ALNHU.

OcHamienue kabuHeTa cooTBeTCTBYeT ykazanHomy B OIIOIT 10.02.05 Ob6Gecneuenwue
UH(POPMALMOHHON 0€30IacHOCTH aBTOMATU3WPOBAHHBIX CHCTEM B COOTBETCTBUU C TaOIUIICH
Nel8 OcHamenre yaeOHBIX KAOMHETOB, JIA0OPATOPHiA.

3.2. UnpopmanmnonHoe odecnevyenne 00y4eHust

OcHOBHBIE HCTOYHUKU:

1. Kazapun, O. B. TIporpamMmMHo-anmapaTHbIe CpeACTBa 3alIUThl WHOOpPMAIUU. 3amuTa
OPOrPpaMMHOTO oOOecneueHus:: Y4eOHHMK M MPAaKTUKyM JUISL CpPeJHEero MpogecCHOHAIBLHOTO
obpazoBanus / O. B. Kazapun, A. C. 3a6a0ypun. — MockBa: U3marensctBo Opaiit, 2020. —
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4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHMUA 1IM.04
BBINIOJTHEHUE PABOT IO OJHOM WA HECKOJbKAM IMTPO®ECCHUAM
PABOYHX, JOIKHOCTAM CIYKAIHUX (16199 OITIEPATOP 3JIEKTPOHHO-
BBIYNCJIMTEJIBHBIX U BBIYNCJIMTEJIBHBIX MAIIINH)

4.1 KoHTpPOJb M OLEHKAa pacKpbIBAIOTCS 4Yepe3 IUCHMIUIMHAPHBIE PpPE3yJbTaThl,
YCBOEHHBIC 3HAHMS U MPUOOPETEHHBIE CTYACHTAMH YMEHHUS, HalpaBleHHbIE Ha (OpPMHUpPOBaHUE
o0umx M mpo(decCHOHATBHBIX KOMIIETEHLUH, OCYILECTBISETCS IMpenojaBareieM B Ipolecce
YCTHBIX OIIPOCOB, TCCTUPOBAHUA, a TAKKC BbIITOJIHCHHUA O6y‘IaIOH_II/IMI/IC$I WHIAWBUYAJIBbHBIX
3aIaHUM, TPOEKTOB, UCCIIEAOBAHUM.

Ko u HaumeHOBaHMe
npogeccHOHAIBHBIX U 00IIHUX
KOMIIeTEeHIIUIA,
(¢popmupyembie B pamkax
MOyJIsl, pa3aena

Kpurepun onenkn

MeTtoanl OIIEeHKH

K 4.1 YcranapnuBaTh
MporpaMMHoe obecrieueHne

JleMOHCTpHpOBaTh YMEHUS
[yCTAaHOBKHU MPOrPAMMHOTO
oOecrieueHus

TECTUPOBAHHE, IIPOMEKYTOUHASI
aTTecTalus, SK3aMeH
KBaJIH()UKALIMOHHBIHN, SKCIIEPTHOE
HAOJFO/IEHIE BHIMTOTHCHUS
mabopaTopHBIX padoT,

PKCIIEPTHOE HAOJIOACHUE BHITTOTHEHHUS
MPaKTUIECKUX padoT,

OIICHKA pEICHNs CUTYallMOHHBIX 3ajad,
OLIEHKA MpoLecca U Pe3yIbTaToB
BBITIOTHEHUS

BHJIOB PabOT Ha TPAKTHKE

K 4.2 BBINONHATH peTIaMeHThI
M0 OOHOBJICHUIO U
TEXHUYECKOMY COIPOBOKICHUIO
MPOTPaMMHOT0 00CCTICUCHHUS

[TposiBneHNE YMEHHS U
MPAKTHYECKOTO OIBITA
BBITIOJIHSTD PETIIAMEHTBI 110
OOHOBJICHHIO U TEXHUUECKOMY
COTPOBOXKICHUIO IPOTPAMMHOTO
oOecreueHust

TECTHPOBaHHE, IPOMEKYTOUHAS
aTTecTalus, SK3aMeH
KBaTM(DUKAIMOHHBIH, SKCTIEPTHOE
HAOJFO/IEHNE BHIMTOTHCHUS
mabopaTopHBIX padoT,

PKCTIEPTHOE HAOIIOICHUE BHITTOITHEHUS
MPaKTUIECKUX padoT,

OLIEHKA pellleHHs CUTYyallMOHHBIX 3ajad,
OLIEHKA IpoLecca U Pe3yIbTaToB
BBITIOTHEHUS

BHJIOB PabOT Ha TPAKTHKE

1K 4.3 BeinonHsts 00paboTKy
TEKCTOBOW U TaOIMYHON
MHGOPMAIUH

[TposiBneHNEe YMEHHS U
MPAKTHYECKOTO OIBITA
BBITIOIHATD 00pabOTKY
TEKCTOBOW U TaOIMYHON
MHQOPMAaLIUH

TECTHPOBAHHE, IPOMEKYTOUHAS
aTTecTauus, SK3aMeH
KBAJIN(UKALMOHHBIN, SKCIIEPTHOE
HaOJII0IeHIE BHIMTOTHEHUS
mabopaTopHBIX padoT,

PKCTIepTHOE HAOMIOACHNE BHITIOIHEHUS
MPaKTUIECKUX padoT,

OLIEHKA pelleHHs CUTYyallMOHHBIX 3ajad,
OLICHKA TIpOIIecca U pe3ysIbTaToB
BBITIOJTHEHUS

BUIOB pabOT Ha MPAKTUKE




